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43228 (Y) | BUE > AEREEEL
4H23H (H) |RSACH#E - HEUHE G T ERES - BRATORE

4H248 (—)

RSAC &35 -

(—) RGN E 2R E S (Misinformation Is the
New Malware)

() A% =iEE S - CISA Bl CyberCom-CNMF  $&£ERH %
(Integrating Cyber Operations: CISA &
CyberCom-CNMF Partnership)

(SOREFHEMNES | Bl AREBIHEEEFE
(Reconsidering Ragnarok: The Cyber Threat
Terrain After the Ukraine Invasion)

(VUM fF 28 - 5 15 (3K 48 M 2 5 o 1 B 5% Hh Ay 02
(Droned Out: Surveilling the Noise 1n the
Russian War in Ukraine)

()W fe] 12 R B A 3 o & 8RS (L B 8 0 SRR 2% &
(Scaling Software Supply Chain  Source
Security in Large Enterprises)

NVIBBREE - HEEZEERENEZEHE
(Unveiling the Truth - A Case Study on Zero
Trust for Consumers)

(DG adM : AU EEHEArNHEN
(Geopolitical Resilience: Why Operational
Resilience Is No Longer Enough)

(JOfEREY RE S+ A SRS TP 2 BB A A Vel ) B B
(Perilous Posts: The Risks of Biometric
Patterns Exposed 1in Social Media)

(JL)RSAC All#r/b&wiE (RSAC Innovation Sandbox
Contest)

ERE LTS

(—)Mandiant at RSAC for APJ Delegation Program &

Google Campus 235

4H25H (2)

RSAC &e -
(— ) 7 B P R S 0 B DA BE K B B AR A (Building
International Coalitions to Scale Defense)
() ZHEE2 53 (The Cryptographers’  Panel)
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(Z)ESR B Z A B A Al M ?2( Who Says
Cybersecurity Can’ t Be Creative?)

(/) Emotet B : #EERILIE /> (L FEHRAY N5 (Emotet
Exposed: Insider the Cybercriminal's Supply
Chain)

() EEE ORI ZE AT (The World on SBOMs)

(F)YEREEY A ¢ NIST ARS8 f KRS B A R 22 4 TR o
(Phishing With a Net: The NIST Phish Scale and
Cybersecurity Awareness)

(DH#EFERA © EE- BreradEis & 1FRI{%(Stronger
Together: The US-Ukrainian Cyber Partnership)

VORI E IR A5 (The Hacker's Guide to
Cloud Governance)

(JLNIST 800-207 f5prF © ZEEFHENIIESEFER (A
NIST 800-207 Playbook: Zero Trust from the
Whiteboard to the Boardroom)

FERE LSS -
(—)Striderintel
(—)Fidel1s Cybersecurity
EEE B R 75 NIST 20 & ik

4H2H ()

RSAC 3% -

(—)2023 F R EBNZ R HEME - 24
(Security 1n 2023 and Beyond: Automation,
Analytics and Architecture)

(=) 7 T B fE B Y B 2 P %2 R i (The Five Most
Dangerous New Attack Techniques)

(Z)8F L LRI - /N E R ZE(No More
Time: Closing the Gap with Attackers)

FERE LSS -
(—)Mandiant
(=)SailPoint

BLOH R TR A -
(—)Skydio, Inc.

4H27H (M)

RSAC &5 -
()TN EE P PR R 522 8 & {F (From Public-
Private Partnerships to Operational

Collaboration)




(Z)FE OT/ICS ERBRep{rfsrdiputt Al AYSESCHIAL —%%
fi CWE-1039 (Stay Ahead of Adversarial Al in
OT/ICS Environments - Mitigating CWE-1039)

(Z)NIST HEREZF & fEZE v2.0 @ & {a[fE ? (NIST
Cybersecurity  Framework  v2.0: What™ s
changing?)

(1140 fir CEO 25 arHeM Ay B R 1L 4848 # M AV 5
(What 40 CEOs Told Us About Building Cyber
Resilience)

(A)EE —EBIRRE-NIST BUEKREEERE AE
(It" s a Journey:--Where is NIST Headed with
the Cybersecurity Framework)

(R EEERE LB N ETANEEINS
(Protecting the Attack Surface and Data silos
of an EV Charging Network)

FERE LSS -

(—)Varonis

4H28H (#)

ERE LR EE) -
(—)Palo Alto Networks

4H 298 (73)

25 V=UPNEIEE S e
(—)Mammoth Cyber
(Z)Traceable
(=)SafeLiShare

o NE ST 208

4R30H (B) |#ifT/a
5A1H (—) |[#&&
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B TRBEERAR

—> RSAC 2023 fgfzit

RSAC 2023 EHEA “Stronger Together” (HEFHHA ) MHA(FATESI:
FERIS I SSHNE A BIEE - SYATEAR RS » BT RS - ST
BRE S ETSE 3 H0SY ST B ST B BUS - (TS - RH A eI
R4 52 ~ BT B B AL ERP T &5 1F - BN 22805 & (B S & ST LT
PR -

RSAC B & &t RS - AT

® i 500 FLIER

® i 650 firlEEH

® i 40,000 e

® 33 TR (Keynotes)

® i 350 B/ NHE Em G R AR ERIE (Ses s ions)

" Businesswire(2023), RSA Conference Concludes 32nd Annual Event by Convening Strong
Cyber Community and Experts Together &H
https://www.businesswire.com/news/home/20230428005105/en/RSA-Conference-Concludes-
32nd-Annual -Event -by-Convening-Strong-Cyber-Community-and-Experts-Together (2023,Jun
12)
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https://www.businesswire.com/news/home/20230428005105/en/RSA-Conference-Concludes-32nd-Annual-Event-by-Convening-Strong-Cyber-Community-and-Experts-Together

—» SR R hAE &
(—) SERREEHHEEEEE(Misinformation Is the New Malware)

REEREA Catherine Gellis f£Fifi ~ Alethea 7 Lisa Kaplan & UC Berkeley
KEE Yoei Roth #E(TEIE -

SRR Ry H A& BIEA SRR LRI R - (R 8 LB RS s
HEFZEE - IR EREGERE AR ~ (KA « PRER AR H ¥ELISH(S Erien Rt - 22
— B LB  SEEGERE R MIAR R A IRARE R B EER ST
A~ LR IE WIS BGER B bl A AR IR ATR SR s B S5 e b » IRIEE
2 B R S R AH R (F VAN NE - (BERRAESE IR L VA IR -

AN EREEE —EIEZE (First Amendment to the United States
Constitution) N&EMGIRIEAN RS EH @ RILE S i B H IR Eiss EEE W
B2 AHEDUET S 2B o Ry T eSS (chilling effect) » WEST
BEFE—BIEE » ZIEEEREER HBUM &2 F-F(last resort) e

ELE s T SEEGRE A L | BB REHE - R A E— 7 EEE i
1T » Ee e EEE 2 0 A6 PRI A 2 A M T4 TRE - LR e LABR AL
PALHY 7 (no isolation)FEE AN EHVER - HATERBUN EALSTHZE
(silo agency) > EiEpkiAAE N TEEEREZ A -

WEEMIAT S - H AR HEE S MR R AT DT s s FEl Sy — 2 B
M RIEAEER B HRVEL (kb > AP ROERE BUAEIER Bm AT - 1B R IER
NEIES B AR S —E EHF A -

BEAN - FFE A RS A= R > DL TikTok Al EBIEFF 2 A s [ A%
app * LHZFINFF RIS EEIE TikTok W4 TikTok 3 E52h » EMFTIEARBE
8 N B gl AR ~ DU P EIBURF A S E 1 TikTok MAESAFGERE - PIK
B RFER 2 R EFIE R 2 2 Ha R EE

SRS Ry AU A B@ SRR S L B - MERZAE LA T TR T D) -

L. A © MRS RIS B S B A S — B IR R M 2 SR MRS 4R
BEEEN B AR IESRFERNE BURHHERBI NS - BEIAM . — 20 -
2. HIEEH © BURIEEILE SE SRR AR - 178 B2 AR H R e e o
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FERE 2R L - W ERERE S — B 1 — 7T A AR RS
iV % SRS~ ST IS A ] > AT A R TR Y S T 2

3. BIFEE(Fm - SRR TER (L EF - DI s Bl Rk R
BHESE > FHEFTESEFEREILERIFHRE -

(Z)  HERREBEELS © CISA B CyberCom-CNMF E5FERR{&(Integrating Cyber
Operations: CISA & CyberCom-CNMF Partnership)

AR E CISA WYBIEE 1T /5 & (Bxecutive Assistant Director)Eric
Goldstein KS=EHEHF AN AEE =] < #0 (Cyber Command, CyberCom) 4EESEdZ LR
/INeH(Cyber National Mission Force, CNMF)William Hartman j& 85 L[5 5 Z4H 4%
EEERM -

AR50y F IR BUNT A RS — TR LA S it D e TRl > R ] 388 P G TR 2
AP PREE AR SRV E S & - GRS

1. Hunt Forward T8I CMREERI ERE  ZRAGSS T HTEIMVEARE > 5§
TEHE = 40 A5 B A RS T B2 A TR RO S RE

2. BMTAMZER 57T Hunt Forward TV E RS EG 5%  Wiéd 7 —
EEIRIEAZRES - DTN RIS L (R BN 2 T AIRCR -



> J N :ké‘: %é\
- R—HEARERTES
. ST ¢ BL solarwinds SEEE e -
- 501arwlfnis*iﬁﬁ;w&ﬁmn}i%um%a@ﬂ%}F'eﬁﬁﬁ%ﬁﬂ R A
g,fq:’j]?‘\a/( _% AR E SEPREA D g T %ﬁo
Hunt Forward 7B T T 2R IEAHIATIZ

OVERV/Ey

Validate Yoy
Organization's Exposure
\_to PotentialTbreats k

2 ~ Hunt Forward {70 ER
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Eric Goldstein BJBT/E&R K William Hartman f&FEEER BH WA B A7 s B35
Bk > g

1. IR TR B A ¢ Bric Goldstein Sz William Hartman E5E%
Ry SR - SR USRS IEIR - B0 E H AT EKEL
KBNS L » B e BRI BB IR R G AK A - I H RTSEEISRIS E
PETIEE MR - BEIEU\ RS BB - AT U A Y P R ]

2. HESEEEANERN - BREREEE L - SHEE LR - EEERTEE
B RO TS IHE LR - MRS i - AR
REPRERTE i )iE Iz e ISl

3. PRER[EERARVREERIYE - — BRI S AT SE VAR T R > BEIELL
BT FUETTRIE - BRI B H AR e AR e - AT (e
[HONFEIZE X

4. MHEE(ELEILS /\%ﬁﬁ%ﬁ(i fiESm 2 CISA 8% CNMF #1030 By - BEAir > s
UHEEEEERG - £EZEBZEE - LEFTRELEZHINE BB
EESEE T NS ﬁ‘f'féiﬁ

CNMF FnAiEdE 2,000 F488aE IR SR H 7 PR i Bl 22 48tk 20 4 B a FE B
HIARIE N B > AR TR Z Tl THIMERS L 4E AR5 o ONME fE tr B L
IFEFIEAE - (BB EAE R IR R 42 (Department of Homeland Security)
HIETER R BT o Ky THEMAEERITHERS L5 - ONIF 20382 CISA PR =
HE ~ HLETE MR EE - Y - ONMF R{EHL CISA SFE A 8 DIZ22 24 imst
TR ERS, - AR T PR 4RSS Brhil R TAZRl SR T R A& 1E -

& E T SE g EE) 0 CISA B ONVF SRR s% v S8 EE) - A6 B iR 1 5E
JEBHY R B - DU A R # T E - ONMF & Vs B B B AR ~ 5T
HIZE ONVF T i B0 F5 RLWRTH U7 HYE— P 2BS - Rl ONMF 250 > 204a]
=2 (deploy) HERAEE ~ BT (disrupt) B ICEE ~ WHEH (deter) BT ISR > LA
FFRE (detect ) BT BUEARIF 4 » 2 HEBEZTIFHEH -

AREY 2020 4FE a4 R EEHAR T E 2 ARSI » CISA B4 ONVF #5%%
T WUTE BRI RA W B R B B R 2 A ST R 24 (vot ing and tallying
system) » 3= J5 AH B8 B iz 7 &P [H B 7Y 5% (get  ahead of these malicious
activities) » W Bl & H B YR F B MH O & /F (work with election

jurisdiction) > SETEARG M T FFE MY EE (disrupt the persistent and
10



ongoing threats) o ¥5A 2024 FFRAE4R K IE - L{nHe (R 35 B R 2R 240 Se i AR AL BE ~
PRIEERER FHIE - 2 CISA B ONWF AYE B -

CISA SSAMUERBH - B T4 EEIEE T EITELEE > CISA WELSERA ~ FAED
FI4H SRR T B S 4RSS E/NH (Joint Cyber Defense Collaborative, JCDC) :

(=)

T4 BE 2 A TROWS M B RS 1M U I BF (Strong  strategic  and
operational alliances within the cybersecurity community) °

12 = H R B B AR B8 °] LM R 22 77 (Increased visibility and
insight into the cyber threat landscape) °
FHELIFACE R EFEMG - DI E GRS L T
(Diverse resources and expertise to fuel creative cybersecurity

solutions) °

REBERE - i - P EELZFEUVEIEZREEZ IR T (Vastly
amplified capacity to gather, analyze, and share information to

defend against cyber threats) °

REFHHNES : REMARKRIIEREEEZ (Reconsidering

Ragnarok: The Cyber Threat Terrain After the Ukraine Invasion)

As%eEH Loeb & Loeb WY& A Chris Ott #EEEFFA ~ Bl FBI AYBIH
YT FE (Assistant Special Agent in Charge) Elvis Chan 2 Unit 42 #Y CTO
& TH2 VP & Palo Alto Networks HVEZ 1E ¥ & (Threat Intelligence) Michael
Sikorski #EEEAZRA -

KERBEENFE BB R % (US-Ukraine cyber partnership)s#isl » /144
155 e T ERL AR B B % (R B e 2 B A P A MR R SRR S e TR Y IS o T MR 8 TR > DA
ZEFIEES H Y > SRR E HAURE AR - IRSRHETSEE DR SRS A R B
USRS -

EREENRETITE =g

l.

IR U F CARTEAR K E AR - A H AR 2 e S A2 I -
5B I AEP RARMERIE 28 ~ FE PR Bars ioh s U 39780 -
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2. MRpsTHETSE (DDoS) @ BrEEiEid a H IR A s is KEMESGEE K » #iR
HpRHERET] e E AR EF - BRI R RE - IS e RIHTEL
RN GRS A B S A Rl B EE 2 2

3. R | OSBRI - SSEME, B ERR RIS - 3
B SO A - SR R ST P TR (455 > LA
B S RMIBCL A AR L B AR -

4. ZEBET(Deepfake) B8 A2 G TP HEREA 1 ChatGPT Foi AL HYHIER - G4
HalE (120 88 ) By - B R HEELIGD - N is Lt AT ARl
&7 RERA > e A E RN E ' E K& - TIEEA N BT
Btk - 15 ST e TR S e B Sk B R 2 o el e A2 B2 E A
Al 358 55 e B Y IBURE N Bl SR A B St A5 ol B PR

RSAConferen ce2023

San Franciseo | April24 - 27/ Moscone Center

- \, Stronge
SESSION 1D: L Awpg 4
ION1D: LAW:-nos ) Together |

Reconsidering Ragnarok: The Cyber W :
Threat Terrain After the Ukraine
Invasion :

MODERATOR: PAMELES S

Christopher Ott Elvis Chan
Fartner, Data Security Litigatian Assistant Special Agent in Charge
and Investigations Federal Bureau of Investigatian

Loeb & Loeh
@ grumblefinch .

Michael Sikarski

CTO & VP of Engineerin 3

Unit 42, Palo Afto Networks

= v x"l"
3 ~ Reconsidering Ragnarok: The Cyber Threat Terrian After the

. . a2
Ukraine Invasion &g

()  MEEEE : BESEENTE R HE S T HILRE (Droned Out:

Surveilling the Noise in the Russian War in Ukraine)
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AN Recorded Future BYEIEZ BT Alexander Leslie $E(TEEE -

RGHR TR BN SR T T A AR R I B R LY 8 > E T

st eH LT S A o
1. B2 ay e B E e A Lt > SRR AR R T 7

HE 4 7T RETTHSE D EEEEHEER S > BE P - (IER RS
HE  BRHEARSZHEE CHVESEI - BEE 2R TR ERT]

=
E‘ o

Russian APTs

Pro-Ukrainian Anti-Russian &
(IT Army of Russian Opposition
Ukraine) (squad303)

Pro-Russia .
Chinese APTs
(Killnet) hinese APTs

Pro-Western Belarusian Opposition
(Anonymous) (Belarusian
ekl 4 Cyber-Partisans) arisn APTS

4~ FSECHERE RIS

T AREE ST (535 149 60%HIFT A B Ay GRS U B » 15 RIAAREEHT R A RE I B2
EE TP EE T EE A > B R T REAE AN -

Attacks by Country
Linked States
CrtFvar

Ukraing

Polard

Russa

5~ MERR B AT
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FEDCEEIFRL > oy i H B AR s P B8 (DDoS ) (595 T BT A I EEHY 94% - 4EUE R
BUSHE T 3% 0 iEHR T DDoS BrUEIE i R HURAR - Wz AN T H AR
A SRS s T M

11175 5 BRT B PR A A L e T R S Bt SRR Y I 8, > BB 750 fE - (2
Hep A4 150 [Er] DS EEEE - B r iR TS MR E BRI 8 281 TR
BRI - (HE RSN QAU TR H E R A — EVEEE -

BSOS IR BT T AR B — SIS S B B I L - ARERHTAE SRS
B FEATE EEHAT - ] DDoS MBE AL RAVIT= - S R E
WEHRE  (EERE e R H M E B A —E2E B EEH > TR
& B E (E5 B o (HIELL SRS Ry — DS PR S A AR R AR
B E R TR R EN2E BT -

TEEE B RETTTH - MRERNTe R IG 26% - AREEITEURARESS 12% - (REEITRE
SEELRER S 7% - N ZEELE LR > fEANERAY B BT > 49 30 {E#
HATAA 4 (EEfEH4ER B A T R -

2. TTPs ~ I0Cs ‘& ff/EE ?

TTPs fRFHLHT ~ BRATAIFZR (Tactics, Techniques, and Procedures) ° B2
— TR B A TR R BB AN YT 0% ~ BgRIA T R AIREZE - TTPs ]
DAEIFET 2 (0 I SRS ~ A R ~ H3C TAEFREL - 4Ep8{EZ2 7755 -
R AR P85 HY TTPs m] DUE BhAERS 22 2 B2 N B h T FES BRI -

10Cs o Bk A4 ~Es (Indicators of Compromise) ° B %A ]
RETEZ B A2 BB A 4 B R Efmas - 10Cs FIDUZHRFERY [P
Hihk > 834~ SRR (Hash) ~ SEEWESHVRIE - EEITREE - @mm Ry
Mr 10Cs » &g ERR o] LGS CLAIAY e FITA R - $REUHE FE R B SR 22 e HE
it

TTPs F1 10Cs B AERE 1F 27 B EEHF(EH - AU ~ TSt =5
UEEHY TTPs AIERIHY 10Cs - 2B N & nl DU 4 s R T B E R B
AR RS BRI EE e RE

3. RERHTESS vo R HY RGP A0 OB T EEIU SRR AR R B B 7 e Bk
A5 — 4 B LA IR LIl - 40 el 25 2 351 e P 2R 2R Y 4% 0B
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etk 2

I 4 o L 5 NI B S AR BRI A DB = TR STETTRE % - IRERR
{35 X%}F%ﬁfl‘%?/ Wy B I LB T A - DU REERTE B B S AR -

Dear Clients, unfortunately, due to the “special operation®, we will have to close our project Raccoon Stealer
The members of our team who were responsible for critical moments in the operation of the product are no longer with us. 5
We are disappointed to close our project, further stable operation of the stiller is physically impossible

raccoonstealer

RAID array What will happen to the logs?
Logs can still be downloaded, but the load server has already stopped responding
01.04.2018 This means that you need to start downloading the logs one by one, starting with the “fattest” ones (download button on the right in the table on

75  each log)
20 We apol tor such inc , for not being able to continue to please you with our product, as we have been doing for the last 3 years, but
we are forced 1o close the project for an indefinite penod
Please understand our loss
| wish everyone patience, and yone to find $ 1,000,000 profit
Thank you W, for this experience and time, for every day, unfortunately everything, sooner or later, comes to an end
Peace for everyone

=

We don't say goodbye forever. We took a break to regroup and continue work on the second version that had already been started

We have lost a friend and a great developer. But the project has become a part of our life in 3 years, so we decided to continue working. We will
rewrite the lost moments and completely new build and panel. In an improved form, rewritten from scratch and optimized
Expect us in a few months. In the meantime, we're going offline!

Avoid throwing! WE DO NOT WORK ANY MORE!

£ Complaint oy like +Quote <Reply

S A

R0
i e

6 ~ FEmEAS

HM A TR ERR A T K BB g m AV V) R N > {H A] RE BB
AYRESK ~ BB H AR R BRI e A OB O HL B 3% ~ AT Rt UA R -

® Best open source RAT/Stealers 2 repaes E

® Clipper Blocker? 3 replies RastaFarEye

@ is Voyager Botnet - Advanced HTTP Loader any good? 0 repies [ lardicles
lardicles.

@ Kynnio chaitn OneNote ¢ VirusTotal 4 replies & olool
poodsoft i

@ drainer/gpaiinep 6azoBwLiii - GecnnarHo 18 rephes . pandas

® Best android bot atm? 1 reply m TN
silicis81

@® RAT ANDROID ¥ KL WINDOWS REMOTO 0 rephes E devilworks

® Does anyone have rat android octo? 0 replies m Jevilworks

7~ EEYAGHE RS

MAEEESHE - BZREES A RHIR (A1E 8) > B R A B R S 3 ATl
9 B > AT LASEER PRasE DAY JAEY HAMAE SO - B ~ L~ TN SRR SRR
&%E%%ﬁb’(%ﬂ’ﬂﬁ 2 BUNEEAIVE TR T BB ) S TR eI
T AR S PR B Y H AT ] RS 2 — - H RT3k BB I S e als S A (T
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FRART TR BTG - LABARE MESS AR A S AL BRI HfE RO R R S B A R Sk A B
AEny et -

{Credit: Recorded Fuiure)
(Credit: Malwarebytes)

Tine's up!

() YANLUOWANG_LEAKS
Bl YWiL_LEAKS

& 8 ~ BIEREEGH XTI
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Ransomware Victimology (August 2022)

Healthcare Manufacturing

11.1% 7.1%

Construction

51%

Finance

Logistics

Other 9‘1 T

Retail

Business Services

Education Electronics

9.1% 4.0%
IT Services

Critical Infrastructure
:’I I"-) Q 10£

0~ BENRWEE BN

H S HEF R R TE RS g SRS (B 4E 2022 48 11 HAWHEEY M
st TH (S EURERITHYE 2 B 2 S AR © Mam B HHRBE RSB Sm A N - 58
ErtEE Ry SR A R AR B B 1T S0P A S - DARARRHAERS 22 2 AA5h
MEE/VELE ~ BALE ~ SR ~ MEEE AR -

Russian-Language Cybercriminal Forums; September 12 - 27, 2022

Septemier 21 Partial mobiuation
aaaaaa e
3
\'\
] @ @ o
AN
- = e
@ ] C @ (&) D @ \ @ )
- \ - -
[ D [, @ @ ] @ @ o] @ ® @

» REEHTRE AV TR A S

(1)  AIFEREAFEERE M ERENAIRZ £ (Scaling Software Supply

Chain Source Security in Large Enterprises)
Az JPMorgan Chase HYEMZ4 T Rao Lakkakula #E(TE8HEE -

SEPEEREE > W 3 A R L FESHE (Sof tware Supply Chain) ¥y BEHYTS
TE BN 742% > AGHEE] Gartner FEHIZE 2025 4 » 2Bk 45%HY4H 4% & 2 B s B {1t g

17



A EE - R R 2021 AR 2 SRR 3 HLLE -

Rao Lakkakula f5it > ChiC AR A8 t fE#E (Physical Supply Chain)ifi
= S HLFE SN PR o R t@ 5 o BIEIRES AR (source) ~ BRES 4R (software
hygiene) #XAGHCE TSP (software deployment)Z HOVH——H B HZ M-

Rao Lakkakula $&H {R[EEAS AL ESE 7 A40 T ¢

1. BEFEHCEERAZ(Understand Software Processes) : FESL{SSE ik g &4
& 15 (Identify entry points into the enterprises where

Software 1f integrated.) °

2. ESPOEHLAFZ (Monitor Ingestion Processes) : ERsB{tfERS -~ Bk
B JEBE R BE Y 22 &M (Validate security of providers and

dependencies of opensource and closed-source components.) °

3. EEIISEEAYIRLE B (Build Comprehensive Bill of Materials) © ¥t
FE B8 {5 FH R A HY (L FE P B B R RS 8 7 @B B WA B E B P
(Build Asset Inventory of both vendor and open source software

and where they deployed to.) °

4. REANEFERE S /%M ZE R (Secure Internal CI/CD
Pipelines) : PrIEAN B RERER AV AR EE & M ~ St o B F &
M (Secure Source Integrity, Build Integrity, and Deployment

Integrity of internal infrastructure.) °

5. EEILE#LIIEEESTE (Automate Vulnerability Monitoring) : FIHE
7 M [ B PRl E BE > 155 48 BE Pk A 99 B 0 BB B #f (Cont inuous 1y
monitor for new vulnerabilities to patch deployed software.

Leverage Asset map and Bill of Materials.) e

B¢% > Rao Lakkakula MRS SHARERRHULL 208 - DUENLH SHVE R LIE
st

1. TBhaHasksE BN E R L FE s Bl (Map Various Supply Chains in Your
Firm) @ B ES THERES D AR BE DL, By fr] {5 FHBZ 8RS 2 S THECR % &
%o WRIL4EBIE Y B C AR L FE S I [E] -

2. EITHSBHIMESE -~ Pkl s B EEESEC B VS B (Build Inventory of
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Assets, BOM, Deployed Software) : ZE4E 5 JE e B J EBR g B 1Y I
BRI BN BB -

3. EEILNEC 5% B AL AE 5% i 0 & 4 (Secure Internal Development
Infrastructures) : SHEEWEE AR - FEBEMGIZFVE S MHERE

4. SHLNFAEPIRAEREETE 5% (Join Public and private sector
Initiatives): @ CISAMYYELEBE T AE/NHChttps://ntia.gov/SBOM)
84, OpenSSF Chttps://openssf.org/getinvolved/ ) e

5. EBEvERECEHENYIREE (Ask for SBOMs. Produce SBOMs for

your software) e

(") HBEEE - HEEBTEEEENEETE(Unveiling the Truth -

A Case Study on Zero Trust for Consumers)
REFEEH Microsoft AYEF E &SP Shinesa Cambric ¥E(EEERE -

Shinesa Cambric BEILFRRHNAEESTENR (fraud) T AHBT B 2 > 5125 (F A
PRI ZEEE A —IEE » S E 2 S EE 2 EH -

MRS R REAAE RS (abuse A AR » MG HEERTERRER R | (B SEHERE
MU IR A S EEE 0 DUEEUA % 5 (When an individual or entity is
deliberately misrepresenting in order to benefit from a service or use
it for profit) ; MEARIERR R " DUER4ErsHRBIR L J7 =\ AR AR - 17
HRAESETT A ) (Any use of the service that violates terms of service or
for gain on the part of the perpetrator) » E tfa] gE# & 48 iU 3
(cybercrime) ~ HAERRAR 8 52 (cause harm to the service) ~ BFNHEH
J AR AR Bitipk 52 (cause harm to customers or the Internet at large) ° &
FEGRTR » Be KHY 7 BAE BB LA W B HEEEHL -

T R RS PTEE (cyber protection)HYFL ARSI  BIFEN &L (prevention)
Ped] (containment) ~ {HE (detection) ~ FH & (investigation) DL Kz Ji /b € 48

(mitigation) °

1. Phss - 7ERE A AR B AN (ML models) R HARILAR 1A & A
(Leveraging ML models and rules at the gate or before usage
beings to prevent consumption.) ’ JBK B EGEBELR -
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https://openssf.org/getinvolved/

el - $TERE By T LASK L ECHUH (S M (Suspension or disabling
of an identity.) °

EE - T AEADUEN - 397 s0H 1E AR KR REATRSE (Developing
behavioral models to detect, 1nvestigate, or Dblock post

provisioned accounts.) °

g FIFHFEERE TE > ShFERSE S AR 2 RIREE R (Utilize
proprietary 1nvestigation toolkit to 1dentify fraudulent or

compromised accounts or resources.) °

B S18 G TER R ENIR PR BRI g - PERE AR S B XA R R R B
W ABIESS Sl EBHE I EEE ] (Leverage partner team insights for
account status, notify service teams of fraudulent or compromised

accounts, or directly stop/terminate resource abuse.) °

Shinesa Cambric 885 » BILEHEE OEMER S 7 is 2B E 2N
EETAE Bt R A S R EAE T & - WEEED T HEA ¢

P R H I H % (Adversary and Objective) @ EEEHAIRE
FEARMAE AR - EEBEFIUUIRMAS B Er s aitaieeE
B~ BUBEY ~ 3% EB) (espionage) 5

W SEFFFHURE (Acquisition) : BIFEMRIEHFE (account takeover) ~ 2
{I7E% (Payment Fraud) ~ RESHEEM( Free trial signup)% o

MfiEa FSE e R HIhEE(Platform and Features) : WEfEIFELAR R #5E
FIEF (What Online Services are being abused?) o

B2 EH(Victomology) * T B2 FH R (RUFRAHEL - B A ) -
A2V (R R B R ~ $UF S0 ~ DDOS ~ Crypto Mining %) »
ZERA (B3RIR - BIREE « (BE2R - B AIEEF) -

TEEABHVELL - B RPN B MR A 3805 - FERECRDLT

A

PhEi £ {b(diversifying tool kit) ©
A3 FH ] AR EE T 74 (adjus table levers) e
SHEEE A FE (assessing risk tolerance) e
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4, SHERH4E(holding the line) e

HRIHTZ E R L » e~ — (B - =(8A ST -
b EHIHBESAT

1. —HAE - B EG TAEEREEG DI B2 R A M B AT
R MEIEZ I (thresholds ) BRI 22X R -

2. —(E IR : T A AR AR R BREVEEER TEIY ~ (RUABL R S AR
JESE AR RE YR (develop agreement on tradeoffs) ; ¥FHYEAZ IR
FAdn AR (consumer account 1ifecycle) BAr &2 E G T LAFER -

3. =EARRE BRI ZERE Y - IHECRERTE LT & MRS E
ZEEOR 5 NG PREURH B RS AR A DA B S e AR A AR R T By

() HEBUEEIM: - BAEENIM AR EE#(Geopolitical Resilience: Why

Operational Resilience Is No Longer Enough)

AGEEH Microsoft & E#agEH P9 (Security Business Development)HY
Ann Johnson i Team 8 Z\E|AY Nadav Zafrir H:[E/fig:R -

REIEED Ry > ERRIEAERR R AL THIE RS (L /1

1. E2Bk{b(deglobalization)EEH ¥ T AT EEAYH St & -
2. SRR (L (deep polarization) sl /R dEs iz BIRIFAIRR -
3. fRFEE] S FBH H iR B PR 4G B4 % & fF (working with cyber

attackers) °

4. HREFEEFERERESHEABISEIREE(difficult decisions

with operational and fiscal impact) °

Folt > RANARSEAE I TSRt SRS IEI0 T - W H PRIV 8 1R it e 288
JEALY °

Ft

R BUaH GBS - SRR EBS - Sl MEP -

1. EEREORE IR TR 2 S -
2. HERRIEIY (layoffs loom) & A fE & AESE e 57 L&Y% -
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3. LR FIRAEE KR (fears of an impending recession) ©

4. WpREEFFEUE - INILRREERHE BB A AR TR RN -
IRlIEE B A H I T A B o B SRR —fE & F > il H RTHYRERE -

Al BIE FEREA PN SRR ES - HEBLL[ER - SEIAGART L EEE
A2 H#E (security norms) o iZEEFEMETY Al B8 F-E20Y &R B 22 27 2 7]
o DR Al EE TR > MESGBUanIREI G REL
Al - SR B EECHTIAFE 28 (thriving or surviving) @ & EWVEE
CRECEHN BT (ensure geopolitical resilience) ©

HIEFT > BUR (CIS0) B E 2 A H BN N M PO G2 BT A8 R H AR 2
FEZRERITBE > EEREHEEE - MMITFs0 - SR ESuEry AL >
FREREDL N E [

1. DAA[fE H AR EAREE B S AT -

2. EEHEEON SRS S AL R B EE A T AT -

3. W Al R ERfE - S EIE > SAHR S R A A R -

BB B RS L - DR LAt - BRI

1. FEAErER L Er L e -
2. WhEBFHD & (B P E A4 B & TH A B — F % & (take into account

embedded location-based security risks) e

3. ESEPIRVHEEE - PR BT B s & 2 Ry S IH AR ~ (8
A TAF -

Rl PR R S E R S SRS L N EE IR & 1F - B

1. HERGEAERSH SRR — -
2. FMEEIRHEFEERE > LE IR ELEE 4R (raise the cyber

poverty line) °

3. IRFIEFESAS I H R E L4, (potential of a World Cyber
Organization)HYTJREME o
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4. BAT/AMEE) B A G IE7E I8 81 b 3 5oty LU T B & fERY B RE

(drive 1nnovation that supports cooperation) °

itk > sEIEERE > AR ARAERF & A B0y B T B R ARV HERE (R E Ry
B ERMTA A ATAE NB T 2 SRV E 2K » SR R FI AER B
PREERE JJHV R /K AR

(V) ERREIRESE ¢ R T RN A a8 A E % (Perilous Posts: The

Risks of Biometric Patterns Exposed in Social Media)
A AR Y S R 22 /AT Craig Gibson f#ER o

s SR B BURHY AE YR s - e S U T -~ il - Bt - 5 (E) &0 1L
i~ 2R RCETEEE (metadata) ~ 4L - Ve S EREIEES (hashtags) S - KHD
TER A BRI A RS S i B R R B 48RS £ > 40 Facebook ~ Instagram ~ YouTube
FI TikTok &7 ; AVFHEve & - AT LEEEED - EiEAR0
HELYIRHEET YR o] DUR RS BTG R M E R BT 4, - sE e i
— R R R ML F AR FH P R BB Y AR R BB ey RS - T EE e - BfE
S AR S - BB ERE - LB R (Deepfake ) % » MIEHEL
A NI RBAE Y ERE B E R B2 B o] E i A E e A ekl 2245

sPEEREA > B S IRE N ERHE S gt i i s a5 R P T AR LSRR &
& - SHEEEER (Messenger scams) ~ FEE 8 T-EF3E8R (BEC) ~ BI1ZRF (Creation
of Accounts) ~ IRFEEHF(Accounts Hijacking) ~ #1Z (Blackmail) ~ BEREEE
Fh(Disinformation campaigns) ~ FZ T 7 FEZERR (Tech support scams) ~ #38 TA2
% (Social engineering attacks) X EHEF Y0t 4 5% (Hijacking of IoT

devices)ZF °

PASIM -RHFF(SIM swap attack) &l - ‘B 7 A LATE Facebook B HEAM /5 HI1E
S ABTRIAREANERE  FTEEREE A TR gL - PGS X
HESERE  SLEMEELEE - SRS AGKEH SIM K FHREENE
LIRS TEH 7Ry SIM RER 2 NEE - 2 R HEE B RFENEEREEN
Email ~ #LBFIRGEE R E 786 - IIHEEHIRIES > S0E B GG REBRS
DUfgsHinZ 86l - EoRisrEmaliR=% -

s LR NI S M SR B IR R - AR T RIBFRE A T
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1. (KFfirEEsE - FrA Rl SAE (technological pillars)EREEIAL -
2. HEEAPIER @ A B 5ED ] DUE AR AR s F s E Hral i
3. ARFEPIE A OALEL A LIE THEINEE - AT SR EENA AN

St -
4. RIS EIGEMTERR & ARIT (deepfake ) A A BEE R & HHRIERIT
FEE NI S AT -

Folt > SRRSO pE H A VR I T SRS T

I BIREVERIEAZ(EE -

2. BIRZEENAZEETBIEHEEN SRR -

3. WALV AIRTHSEB AR - MECRILAHRR A8 ~ BN A dn A HAY
g e

4. DAy MERY A ORGSRV ERI(E N BRI -

5. fEEEEBRT (deepfake ) TEAEMEEE Rl @ BN v DI R FH B RS
FH(Real-time Implementation)fVEEEEErEE -

it

pil

(L)  RSAC BlErb&35iE (RSAC Innovation Sandbox Contest)

RSAC HYEIHr /b & (Innovation Sandbox )48 By EZEH AN EFeL Al
flr BHERER P E 25 T 18 45> A 4 H 24 HAE Moscone Center South
2 TEERYHY RSAC Al Daisi s - s a2 Al A A sk B ST R
BB LRI RIRE S - B HPTRES T & U B & L & s e e i Bl By e
g% DB RS E ST - B—FE ARRAEN 10 REZHMEIAE
AR S UE SRR > i 3 /i E s IR B IRET > Mg EERAR
R HY B8 7 o A ke 5 B 18 et o DA B A R A HL Al B ST Y Bl 4 2E (Most
Innovative Startup)fE5f

REF TG HiddenLayer FEMm EZEINAEfy Al BUEEEL » DIIEARSEE

H TRl AT A2 4 - DIRIFERT 2 (H FHBRR ISR 20T Al BEAVERE A 525

TR  BUR P AT (inference attack) AR - BREHAYE  GitHub

EHERDE 30 EEESMEAETR » (#55%3525 (Machine Learning) Bk

> Al BAIHSEREE AR AN A S » ) HiddenLayer ZE g Hitgen s

e B 7 E (Machine Learning Detection & Response » MLDR)ARS » EEELAE
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e RS AT N DR ERRENNEINY EL M - st BRI » RSAC AlFTba
RERIAT 10 AT ABZRILET TEE 75 R0 > F%E 7E#E 125 F35T
iEE - eSS T ETAE] - AT RSAC Bl b s Bl A =]
RO BRI A SRR L R -

WINNER

Mved 1 i .
r-*1.).:t 'nr‘.U\"all‘.‘E St-ﬂl’tl_]r] 202..

: € HI2DENLAYED

? .:tﬁ"'. vouRA ” af
‘ Y
e -

9

e R
11 ~ AFEETG%AY HiddenLayer
(-+) VTR S R IR B AR (Bui lding International

Coalitions to Scale Defense)

ANEFEEFZER National Security Agency(NSA)HY Rob Joyce B Australian
Cyber Security Centre (ACSC)AYRita Erfurt ~ fIZ&= Ak Canadian Centre for
Cyber Security(CCCS)HY Sami Khoury K FE[ER National Cyber Security
Centre(NCSC)HY Felicity Oswald F[E497= -

% BEE B A 2 (ransomware ) HI VB ZEIZ TRV Wl AR
RS S BN B AR AR A i SE R SR ARy A RERE 2 B o] AR FE T - Fo T
T7h B BT R A AR R ) 2R S T A B DA S A e BT 22 - SEIE ~ B
CBEONEBEFREMRAE - K " EEHEEHEZEES , (Joint Cybersecurity
Advisory) » FEEIAENH BT OTE R 2 Bl G HE LR S R - MG
B SE M S AN EE N IR E LR B U R E L ERNESR RSN E 7 E
BREREUIERENIT TEN DA, EAH AT 14 -

R EH N A amaSEE AN S - KE E i B E L EZ (nost
disruptive cyber threats) > sBFEFR T~ BESERMNEZ BT E2ERMN T
FEARfR A > IBHE B ~ 35 BRALEIESEN T E LG HEREY - HSBIEH
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HIE LRI R R A A TR B - S s 2 I  4HA% ~ (3R Y BN BUR KRR -
BIEE L Rz B G RIS B - 5 E B BRI RN ELEE - #2
ZFRIEZEHY -

S —(EFEBFERT - R3EES - [H AT AT EE CR G ER
WS 2 AR AT SR S BB AN ST R T B 2, SRR e IR
MEZEE - BRI R E LB - (DRFETZ 55T - EHETEE] NCSC ~ B
ACSC ~ 35[0 FBI #1 NSA FAHE. & 1F » nEELWEE ~ DITELHE M8 > el
AN B BURT R AH AR BV BRI T8 ASRA BB 27 ORI - SIf ) 25 R BURF (187 AT S U4
ERIT Ry R BB -

sIEMT S ERISEE L G Z B g AR - A8 - BEFHT
AT LAME > SHHMERESE - S ELEUR S R bR R E - S EIH > A E
REENT = Z AR ~ IRl B e RS > AR AN EZHEENEELIIT - 55
Ah > TS BT EA R > R B I B (5 (S - Mot g A ST
BUZH ZH ] - FEWCETRERR - AR R ZE R EERE REHE
B - iAWV IAE R RN B A FR G TR A L -

(+—) EHEEREEK(The Cryptographers’ Panel)

REEEHBBIE K Gonville and Caius College HYZEZ[7+ Whitfield
Diffie $&EFEFFA » W EER Clifford Cocks ~ IBM Infrastructure AYEEH
T F2Fifi Anne Dames ~ Dell Technologies HY Radia Perlman K DAE5EE 24 SR ELH
ZZFTHY Adi Shamir #E(RELZEA -

KRBT Z =PRI UEEA > MhoEag B3R T =EA RTRAVH R - 55—
&2 A TEE - F (2% HE - L=({E2EFE - it A TSR
BHES 0 40 Chat GPT SFEHRfigiEH T HAMIITHIN » R EE A EZ S RBAIBE © &
FHEE T > R ARG I E g2 2 M€ (Transport Layer Security,TLS) B
EHSEATIIE e » SEEN O EREAERBE I - B EETEMEE L B
AP0 H (] m] LA EY) il s A —(ERIE S B & RS T DAL
{4 B S S Pt g I B R R (R SR R

FHEIRE 2 E R g RBENE TERINZIEE A Eam e s o<s|
= BN 247 SR EEE (Grover 's algorithm) » WVEZE R B
H(symmetric key) fIEEZE=((hashing functions) » {HEJgE R R I ECE
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AN I > HAH AES EENEHEAG 2T E FEENEE > EY
HER S B4 > RSA INEEEDE ~ HIE- Ml S % #Eci(Diffie-Hel Iman) ~ H5El
i &REIE- M S i (el liptic curve Diffie-Hellman)ERE& 25 & &
FSHS R -

RI{sE H il & 7 B i S A DUET ] VI A BRI - 3
RARHRED 2l e LI 38 fg & TR0 B PS B (s PRI & B S A G A S S i iy
ek - 82N BTSSR HAl A g B4 > (55 HFTEERIAY RSA JosER0E
SHERI R FEFISEIEEUA  EARAGR A fE 21T AT Hh AR -

H R 5 ALY & T B 58 F &8 sk B & AR P E LT
(qubits) #&E - ERMUEETHM T KENIIR » BERAZBEIEE TREE (the
quantum volume) B¢in®E ~ Byt (qubits) ~ FifH ~ MEESHE @ AETET
RS2SR

s INMEET AR P BRSO 300 {EAGNEFEEETHNE &
SRR FFEITAE Claus Schnorr (RIF43# J77A (factoring method) 2 | » 3% 0774
Ft& i BEa i A B 2K A i R R B LB R AR LUE TR 0 - ERa CAE 2
& 787 B (quantum super position)sKEEELEA[FEELUET IR/ N &
MIEZE (cloud of values) ° &CRIAEIER AR/ NEEHAL > PARIELHAE > I6
A IEZES (cloud point)#im EIRIEHANIE & - HEE LA EMEERRE
HARA R A b A (R

TE4&(E H AT > BREAEE (Yale University) AY—4HRHZE A B RAA {7 EE T
HIEFA7T (qubits) Fafe 1| ZPEEE] 1.8 2/ - Kt - BT oM 2,048
LAY RSA fN#EEDE » TIREFR R EECRIVETE - AR BLEITHAEHEEDE » AR
TELEITIRZAF - ALl » EFEISE L TENR BT R A -

NIST 1% 2016 SERLE T —(#53E » HioesfnlesaiiiE T B B EEDE -
STEE PR T U R A M TR L A rp =R A [E) B S B IR S B2 S A
tres EMHZe et RS L3 - B — 9B EE, - #E78 B 7 EiE
PHAE S TR RIS AR — B (B > WIRIBL 50 4Bk 100 SFHRSTLT et - &
e N B AR AT 2T 2 IRE - A E NS RN R E Tk
HRIE R (H A RE T EEAAIA R EAAVER > SCE AR T ENF
AR S LRI RS - AR RGN AR R A SRS
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(+=) SHERELEAFRFEEBEAIEM?( Who Says Cybersecurity Can’ t Be

Creative?)

AeEEM Axios #Y Sam Sabin ~ Hacker Valley Media HY Chris Cochran »
Sustaining Creativity By Mari Reisberg ~ TikTok HY Caitlin Sarian ~ Axonius
Y Danial Trauner F:[E5r EAHRHESES -

HIESS Ry > BAETERZERAN T ~ 25 KB TE AR - AL A SR & M
AR 2 DRI EEER - WHUAR ST ER - AR EVERHIAEM: -

sHIETRH - EITE L TIFEERNE 5 - A —FllE—ENE - B
REMCERREEMEBDE RN - B2 TIEELL - R —FH LR — I A O T
H e > s L RS HE VR IR A - SRR Ry > (EHE AT > ERmE
WEZEMETIIGR - mIELMERTEGEISR - & A BB 23RS -

WRWEFIEEELEN - AR RS AT FTRERT A - DU
SR T AARIES - A HRERISF T HY S - SN IR E L S0 EaR A DM
19775 A B ERAA R TAET » DIATE MR B E R 22 (E 7 - Mt
st 1] USSR G20 SR E R nI B =0 - R E s s -

AR AT - S R TIRR AR i B EVESE TR -
2 N2 FELLAE S A FRVE - 590 EEEHZE R 280 - AR
St FERI R T ZE - ANV IRHi AT HH TR T 28 A DU IR S s v -
DIREER ~ BEEREY T A0 - BR S HEEA RN TIEE A -

fFIfEH - ATEMEARHERRAMATER T - BB B/ N H AT 2 A - REFE
R AS SR KT - MARHETFEE NG G0 AR E C ~ #RF
B0 ABEBEERIG ST > 0 TR SRR -

iR o S S ARSI A RS R - I RE AR TE U BB E TR
b WRE T—EIE eSS eaE - AN TRe s el 0L > R —H%
KETHITAEHERIRA - TS —E& TR - £ AL A mEayiEss
N EEER R SRR SR ~ A AR A AT AT RS B T 2 ]
MNERBIE I ARAIITTER > Bk BREEAREY -

(+=) Emotet Bt : YEEIETED THLIESERYAN R (Emotet Exposed: Insider

the Cybercriminal's Supply Chain)
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A Wware A E1Y L2 R EIZEE Christopher Kruegel NMEEE#H =
URHEES Giovanni Vigna FE(TEEEE

seraEH Wiwvare FYRT TR AWFZE T Emotet (EEEAEREHIRAHR » 8 MR
e B A (AR A PR ASAAH ~ o e kGt e A an B ] > MR 1
VMware 7% N\ B &8 S [a) AR g} Emotet BhREALORISRENY T B AHE -

eSS BH Emotet j&— T IAR H BBV E R4S > H Mummy Spider Al
MealyBug #H&RFZEH] > IS Ky 1L B0 i AAR AR PR AR MR B RR HE S
— o Emotet 8, & R RIS REECAIAE R Bk A S B A HE AR e 5 7 =
TR - BFZEGRRE] 2022 45 1 20 3 4HN[EIT % > Hfh Bmotet 348 Excel
4.0 (XL4H)E£ ~ T5A PowerShell #Y XL4 E£ERITTA PowerShell #Y Visual Basic
Application (VBA) EEEANT » WiEEAl o # 1 Emotet HYSERTAIMIIALE - AR T
FRALAVINAE ~ 2N DL S P2 0F T B 5 - HDhREfRAH TR BBl < B 75/ Emotet
WEHEIEIEEEZ - FId Wware BE o MralF 5 fEE] 17 2 (B EHHIEE © —
(& Fs B2 P81 Google Chrome BIEE2S > HAVIEREHUS FHRE - S5—E2F 48RS
Frmb (SMB) e » H Y Ry Th [ % -

IRIFE Emotet HYFEEEZERERETEE(L > WWware B T HlFT By tbBa S T i T
EARFEHL Emotet SRR HAVELERE - DA ISR Emot e t (2FE4ERS A
S A2 (Command and Control,C2)EREARHE » & 1A FHRA D K HIAE RS iRl -
VWware B2 53 M ERFIRES B HERIECE% Emote t {EREAERSHTHE -

TERESE B 0 Emotet 5 2(EALREESHE » 78 & Epochs © 1F 2021 4 1 H @45
FI$TEE 7 Hif » Epochs 1~ 2 F1 3 @I EEHE i (oF FH AV FERREESENE > 1f Epochs 4 11 5 HIl
EAEF T BIR (GRS I -

Emotet i F-{e 25 i (B (B i s A (W R R B 2 HY S5 jehir T 550 ERALA
IR B AN [EI RS » (S0 B el » 3G (6 HL L B E e M54 © VMware U 04T
EOFTo T 329 & 1P MEHEEVMIIE S - BURE M 18%HY TP MHLAr A EE] - HK
EEENDER » HAtr 2B IE A R 5 ~ TP ~ I RFISEE - 9T EBGTAE
329 1P Hrdlrh3% 2] 4 {3 @R - EHf port 8080 45 54.1% (178) ~ port 443
fli 33.7% (111) ~ port 7080 {4 8.5% (28) 5z port 80 {5 3.6% (12) -

SRS Emotet THZEASSRA0T ¢
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—_

B AAE T R R TR N R

2. EEEERIT hEEFEIEEARE AR A ar SRR (C2)
FIER SRS B LA -

3. IhOr#cEie b Emotet FRBEAEREHY N S RIFRERIELBERIE (C2) 20 K HI4EIRS
Ui A T T AT EER -

4. VMware B s3ATElFIERSE L —(E T E - nLI%EME Emotet {EEHERAYA
TIMTRMT - WAL Emotet FEAKSZ R EARAVEHIES -

5. {EHTHY Emotet IXEE > WZEEIRMEE W (B4 A FEDhRERVHTRAHE © —
{EEFI$ ¥ Google Chrome BB 5HY(E H-RENFEHURELH - DL —{EA]
SMB frpes T B AL -

6. i VMware AYEEES » o] DAHEER Emotet AY{T A& ol gE IEE E i HfEIE Ay
FZ 3 iy « AT FE AR RS 22 (Machine Learning ) fE &L T H 55
TIER -

VMWARE ZEsR4HARE TR TRl ~ P nts > DUEB A EZRE > (e 4
MK Emotet AIEANFEEERES :

1. RAHARBH K #% (Next generation firewalls) © 1F 48 B 8 §8 25 il BE
(Critical Control Point, CCP)RE{FIR=EME » WA EE 1EERAIH -
EAIEEEAR C2 1P ArikAy4dEs i & #E (Inbound ) B¢ (Outbound) °

2. UM R B (EDR) © & T RIBFHUSRFE RIS « i B RS - DU
PSS S et > AR (S I [ SEAR R i 3B 5 AR A T S8 5 8~ SR BER YR e
SRS (FH) TRt B RS Trag - AR Wmeh E AR
S E A

3. ARBAEEE 2T (IDS/TPS) © (i H EAE S S S B AR U E AR
FIREL (-T2 -

4,  YERSAEH S [B]E(NDR) « FREERAFHEUE A AIAIMECRIRE 1T > I 2 AT
BUEYE N T ERTT Rt - B2 A L ER TS EE -

5. rEE/FSTE% (Segmentation/Micro-segmentation) : B4R HETTITES
AH AR B LD S TE A A S 5 R 2 (I [ 4 S 15 B SR AR T B oK B T 4 B > A
78 || A B LA A A MRS IR P 1 E A T A (e (L -

6. FEAZEE-feERPEAERE (Lateral Security - Inspect east-west
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traffic) : {hSEERAH &, AT A SR PY [ 4ERs i & o0 M AR o] s 2 e HHE IR
HRE AR T R -

7. FEEAEES T (Scan network artifacts) * fSEERAH &, Al (5 H A TR
2 (AD) A EREEE (ML) SR AsHl & =R ARG » BRI 1T Ry SR AE
B e

8. Hhiim AHYEZIESEE (Implement robust password policies) : 12EE4H
QRFEMIERFTA THEEHY ~ FZAYAIESENY (hard-coding) B {nasgiats - DL
A 58K Y B Bss i - SEBIE T THIE L MR 2 RZE S (78058 ©

9. {EHEH (Patch management) : RFESAHGRIETH - MEEHE & FE L
45~ ERES ~ WERSFIE AR N L e T e -

10. 2FEEGHELHER (Penetration and vulnerability testing) : fEE4H
G BHAE T2 7 BRI 59 B > DA B/ D 4H 45 B Y B8 1T - 17
R B H R BRI -

11. FEEFEE= (Active threat hunting) @ {FEBGEHGMER RS TP HYH
GBI & W& T REAY S B I LSS TR i R IR P RE B
TR E LR -

12. BT #EZ4(E-Mail Security) @ {RIEEEHARIERZ ML PReE B T E(F:
IR~ ~ NAFEEHITENT ~ FofIFI[o FERESE - DB H (H BT ok (&
RS ~ MO A4S SV A S R IREEE T E A HIFE R 5e 5
VEERAEE -

(+r) EEM R BRI (The World on SBOMs)

ARFEREH Cybeats EREMAERT Chris Blask 1 Linux BB@riEm AR A4
El48%k Kate Stewart H:[EIf#ER -

REEFE T AR (software bill of material » SBOMs ) Al g £%
I AU B R B S 1Y £ {[E Th e) »  JE\P E TEE 2~ B T M A TS 7 A B
AGCERE T BRI ASRREE i BT H 25 B AR A1 SE AL » 53 7R S 13 Se R Ay 48R
ZrafE\E o EETERE SBOM N EPY T AE AR MR R E ARy B B - BRI
EHEGFE—(E B —HY SBOM H - BHSEAE A IR B AE G =AY SBOM » DA(HEE
BRI AT ©

{557 SBOM HY HAYFERA HE suk aG At iEg ch BB ~ mIBHEMERIZE 221 > B
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TR aH 43 E IR P (5 PR SiSCIF » IB e - AL AT AEEdiE SE T PR AHRR YRR
B ERRE T RS B AT A Pt re i RS L e SRS TH Y — - ER
—{ AR - FIER S R E R A B R S R T (s R TT AR (R BFERE R
IABBEAIEE =7 R UE ~ AEZR ~ A R BRI S &R - B S e e
by BHEEFIERE AL T - (SR sH AR m AR 4SS “EHERY SBOM - #AGRHSE A\ & ~ fHiEps I
(E B R RES E A E B E L - MECREAG A Al SE B2 2

FEARZR R T S AR (R G A e A S (EE0 0 Y S . SBOM 240
(A i ' U B PR RS A ~ B A R Rk e 2 =5 - 4
2021 FEREAAHY Logd BARUFIGHERIFE - BIIRERR (AP L EHiRE R - 254
AR EH NEEHEN  RARE R - & M B AT 5t FE b
FAEs btk - QtiEE 7 BT 225 - AEEPNHEEEEHEE Colonial
Pipeline M RIRAGIIEE T > LESSBERFEZEE ASUHIRNEHILIE - 102 EIBUF
—EEAMETGREG - FBINHAE B EPErS AE i -

RS R AR RS TR HEAER > #8 Synopsys %
o/ NEIHE - (FERBEREE T - A 90%E 98%LHERE (code base) & HBHIELA
i - HAE GitHub _FJRE SR ENFIFTES IR T H - olipBhaHs% B BhE T
& SPDX AR&EMY SBOM - fZE4HAKPTFEHC CVE 59585 K S5BE 52 55 BLE0HEE (NVD)
e g EL PN R (S AR R g Se e A %/ D 9glh - DURAREMN BT =0 RIPE4EE T A1 A
B ) TSRS AR » B T 223 A TAF - (R RSz ]
BEMNE Z AR 2L

s A A T DLCE R e A a2 A (R P B SR A BR AR H P AR - B FGTEER
BOACR ~ AR BCER SR S R A TR > Sy SBOM TR EL &40 T ¢

L. fEiEpsafs - gl - e RNy E e s -

2. &Mt oficka UG HER E RAVERG BT A -

3. AHfFRRAS © BERERSEE RV > R T E AR AN JeATHY R A B AL -

4, FHAE—REEE © R AE AR A TR T > BUE R AR B R E R A
##(Foreign Key) °

5. HHERE(R ¢ fEAEE ERAGRH O 2 iR (4 -
6. SBOM i {FE « A2 SBOM BRI E RS 41 -

7. FFREIEN ¢ BC#k SBOM BigdH BeAy H HAMINEH -
32



SBOM 22 BT P2 & (B BG (e g & AR » ] DUSE 4y bt i HEE (g o 1 B -
bR (s FH VR BE 1T S TR AR BOK < i N — e 2 BB B 2 MK
YRR R - BRNIREIRSE - TRER -

A% o SRR BRI A SBOM HUIRFIER » sHARRITERE MARAY 1 48 ~ 3(EHE 6
{IEl S AR - 73 B BEIERS ~ SRS (Integrator) RARIE B RETEM WAL
@ b TR RISk TR IR R A T UL BRI A R s Ee RS B 2 PRI
BIFERH R ¢ UGS AT DURER SBOM &ER > At ST IERV IR ZOK R AETE 2 3
AR BRI 2 - e A HaHy & 2T A

(7)) #eEIMA : NIST HERESVAMIEEEMERLZ 2 M (Phishing With a Net:
The NIST Phish Scale and Cybersecurity Awareness)

AR 55 B B S AR BT B S Ty Shanée  Dawkins A1 Jody Jacobs
FEE (LR -

ARG LR R VARG - et AR VARSI RS T RRaET
SR RIBE MR ZAARIROM - FRMIBEFHEIE ALY O0%HIEY I % - ZA1M -
UyAEEY 109G S R I FHEE R -

Training in Practice

* Simulated PRlshing ermail;
. Gami",'ir'g

12 + §ISE T ok
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Fo TIEFERR 10MSF RIS A AVERHEE > WMEY EREY
L EHT AR EE BRI 25 - 2800 HATEHE Y RE AT R IR E A
ﬂ#m%%?”ﬁmﬁﬁmﬁiym\ﬁﬂihﬁ%%ﬂ#%%@%%m#%mﬂ
B BAE A RRE AU R A -

Alignment vs

misalignment with Compelling vs,
expectations and : suspicious cues
external events '

Concern over ! Reality-checking
consequences i strategies

 NATIONAL INSTITUTE OF
STANDAFDS AND TECHNOLOGY
|

&l 13 ~ {EH= AT

IAIIEE > NIST FE P BERAEREHETT T2V RUSIRRIBTTE - M — D ahac2 i - ELeht
FLAERALTE ] > BHEERY I Y BN (B LR L 2 R E AN - S0t
Feas R Al LU B (Y f B PR HURE B - W IN5R$H ¥ iE — SRR EAR R BS54k -

ERER IR TEEAEZ - RS A T R PR R T %
PIR BRI BT B BB ARG « Bl 2B E N EIRTFTAYRER - A
SR {5 Ry 2 e Ot Bt RV EBE IR FefT T DUBC D SHER R B 3
PR B AR B - 15 SRR A BN TR S AHARH B B R /K > D Y S B R
HERCHHRE o
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Ursagy,

From: Preston, i (Fed) [mailta; i1

Sent: Friday, 4, —-—J'-P.mw_q_]
A + August 05, 2018 13. L)
To: Doe, Jane (Fed) <jar 12:03pH

ne nist
Subject: Unpaid invoice 24806 7

Dear Jane Doe,
Please sen the';m
ached in
4t the bottom of the lnw;n:em {doc) and remit payment Accarding 1o the terms (isteq

Let us know if ¥ou have any Questions

We
qreatly Apprecate your DFOmpt attention to this matter|

Jill Preston

t Invoice 5-3 7644806 21p
KB ¥

Difficulty: ery

Relevance: Low
Alignment: Low

N H T NATIOMAL INSTITUTE OF Difficulty: Least
STQND&HD:SHINDTEC%Q{DG\"

RSAConference2023 ‘ 35

14 ~ SRS HRRETFEEL AT

(+7) BFFEERAK : EE- KRS EM&(Stronger Together: The US-
Ukrainian Cyber Partnership)

A FBI By Bryan Vorndran #&(EF#F A ~ Cyber Threat Intelligence
Integration Center HYLaura Galante ~ FBI A9 Alex Kobzanets 525 ve i ER 5%
2JEHY I1lia Vitiuk IE(TEIEEA -

Sl Z BRI E 22 TR E A Tl lia SEMREE 785 2014 FLK -
SRR 2K H ATV - BB AR ] AR ~ DDoS FEXEH R
WHEET-74 - PIAAE 2015 5 > (RERHTE B S I ImENY > 1EREEME 25 BARIRA
ESIMLE - 5[5 TR - FEE RN - SR Ry AT T S I B RIAH R B
Sty IS -

fi& 2020 FEhih - FEE SHIRECEHVRIRRELRSE - RS IR IR SR R EUR
BN £ 2021 FEEE T 1400 2K 0 2022 FEF _EFFE] 4500 K - BN EME T 70 {E
N EFEE RS T R - (e BB HERAEF LA BRI S HiEE
IRFEIHERS - ST ESRAYSZ BN  7F 2023 4F - TEEBHAns HH i 2 R T 8
HIERE R 8 PR - AEET BN B R T H N A E A EE EHTEAE
- g s FERE AR Ry TSRS HAY > FHEARAEITEE -

s ESEEMERG T R ERAVE  SIHIRBEZ AL B M B T R A TE > DA
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/5 1 FRERHT B R A + 8 SR B M BB CE R I as Y BRI A R B AR TS - BEAT - W
JRGR A B3 B R HM B R A & VR HE R R MRy A B BT S F - 2B M58
FERN SR - FREFFEET 2RSS > WA BT S BB R Z1E R -

i 2 EEIE B b B T R (A LIS S o EAL (R ZR T RS I BB (A AR DL - SR R 2GR £ 8D

ERG RN T EERTE > BEEE MRS PTG 2
EPRERIEE, - DU AN EST B Lol - 35 LRERAA B Y HoAth B SR RIS S 43t
B ESHALIEITEN - hiseie it 2 Fpy & FBEHE L= -

" | T i
Stronger Together: The US- i
Ukrainian Cyber Partnership - I

15~ Stronger Together EFHHLIFEFA
(+t) BEEAEINmEHEER (The Hacker's Guide to Cloud Governance)
AsREN FireMon A Rich Mogull ¥E{EE#E -

A TR SR i Ao B A SR ARE - DR el B S I i AR O
ESEEN L E - EEmER T - SRR ARG RS =I5 Eikes £ - 8
(EFF IR R T H AR N 2 AT LRI - [FIHF - Sl B A 2 1Ay &
R AIPRE > BIaERIAE - SRR - e -
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B R IR A S £ EA LU N

L. RS SR P R BT SR - 32 A A
SR B PR Y » B AT A SR A S A —
BESURE L -

2. TwEERGHY > IR LUEEE RS - 8 iEE APT A R
Lt o B EHEE IITENER -

3. BT RSB e A ] = A A i S B R B B (0 BgsE
Ji3 e B SRR T A\ S FIEE A NI e R E
HAMh 2 = FE AR PR HBUR A 4R

G ERZ 20 BFEE ZIEVIKE - AMREN SRSz HEs
B & B E F A B A B R & B EH G B EEE G A AR - B
SO RRae A Ry TR HYE S - (R e n] DA O R AR (58 F & 4 RE 417 HUBRURK
‘A E AR -

T2 A Y A] RE R N B A 28 f 5 DU 2%

1. EHEREFMTO BN S SAMEEIRHR R - BN
FITERAEL > e B P o] R AL P

2. EAEEMEAE > A —EEEEEHEY > RIEMfIEEE > f—E
HHER -

3. EHGATEBEER RGN - o7 DN TH SR A P R 1 e R R 5

6 RE AR B U AR Y I 8 > DUAT R 27 e VRN 95 %8s - BB s =
AHA H] LSS IR G B A8 AT RE AR BRI N 22 & TRE - DASE s H B Ui AR A5 Yy 22 4= e -
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[

Development

=

16 ~ TSR0 (CCoF) HITHEESEHS

1. ElmaEfR

BT E BV E R (Clou Registry) ¥R EmryaHE o E% - EHE
AR AT R(ETHEH - WREER RS - &8 - B - RS EA —EnvED -

(1) $f2ft3% (Provider)

(2) B 54y /MRS% (Environment ID, e.g. account ID)

(3) HEHEZFE (Descriptive name)

(4) &HIM4534E (Compliance classification)

(5) EFE 578 (Risk classification)

(6) BREE57H (Environment classification (dev/prod))

(7) #EH % (Owner)

(8) Fefloligs N (Technical contact)

(9) CSP %8 A\ (CSP contacts)
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(1) — (RS U RIEHIA 5 B > FI P FE sk I 0y 22 e PR8I - DAK
EEIRRE PR EE A ZEREE -

(2) BEFIIG DASE SR Ry )« 2] H AR T 208 o & SN AR R AR E A
I E - EFE T ER B - WA R BB EEANET - PR

ez 4 B H AR e S i Y

(3) SM.AR.T.HERAI - BEEEZF & SMART.JEAI > BIEAS - A]# &
AP~ UIE AT > 0] DUREE 3 e e R I AE SR

(4) SR EP B 7B ¢ L H SRR SR e HY B P 2 SR - DA (R

MR EEimfE P & -

(5) BMEREAGR " BEGEBCRNE ) FWEET © Bk SR
k> DL E BRI E’ TR - HIEZ LN AL -

(6) fRIZFR ZETTAM 7y + el H AR v DURIBRAH SRV 7R KB T4l 0y - DARE (R
e el DAL K

(7) R PEIHE HE AR i 2 — P22 ) E AR BT B A 2l 18 e T e 4%
Bl — (& B R P22 1) E AR RHIRR I > DARECREE(E 2 PG R 2 B

3. [edetE

= &
no>
g

Org Isolation Minimize Access Separate Pipeline
« |solated account/ + Release managerllead . Shareld version control

sTJbscr'\ption dev/admin repository
« Consider separate org/ + MFA everything + Shared artifact repo

tenant » Log/alert on ALL human » Tight access to prod
+ Lock out org-level aceess S pipeline

management + Out of band visibility + Separate secrets

a a » Don't let SSO be the management and CD/
* &.g. StackSets weak point by

17~ B AR - ekt E

PEEAE (Isolate Production) HIEH&RMREE « B/IMEFiM KBt -
TRV SR AR B M ER 5 Sy BB 2 > DA AR E 1 ~ 2o = MEAT A] SEMERY S
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% o BEREER ER o R AR SR M IR B - B
TE IR REA BRI D Ty ~ R EETZRER TR SM& SR AR TR 5 T I B e 2 4 0
FH R - B PR _EAE B S Bt ke AR U BB B W s oy AR ~ A~ B
SFEE - B B AL E EIEPRE B BRI E -

SHERPEEE (Org Isolation) ZFEMFHARAYAFEERFT ~ S5 BN S R AH A
sy PRl EE - SRR IR E RS - R MEEREILEF > WEA
R JIE PR 1) 0 57 e S AR AR A RS BV R BOEE) - 4R IREEA B 4esE 8
BHIORENE > PR Er2E - M PRAA KL A B 5 ) 20 Y T RE M -

B/MEEARE (Minimize Access) EfEMRHITIZERIFEIR  ZHGEEHRAVE]
[ - & et AR e A e R A A\ R ECE R ETTIH - Ed s/ MESTERER -
A DL (ROR AE A RE AT T b - TR A FE Ay N B e DB M ERY &R -
e s Z =R REBIR AV T - BB IR RET 20 N B RE i/ ME
S E A o WAREE AT DU RGET 2 A SR E &R - B FR 7 ke SRR
HNRECEE & Y 52 TR R B R

JTBERAE (Separate Pipeline) EMKZEHFA[EHY LIEMAEBUMKLR 570
FAZK - Dl e O T BN - Sl AN AR B a8 G/ EA
(CI/CD)ERSE T - A [EIHYBH S ~ MBI EE AR bl - DA R R AR A 8L
PEAIRRE M - S EEUE A BN DT Ze ~ SR EREN A D EHE B > fEE b
RS E AR AN AT SEME

4. L% EHIRRATER RGN TAF TR R

4

18 ~ SN L R RI TR Tt

MAERR AR SRR T BRI — (% EHIRCATER S0 TR TR - B
tfE PRI VIS HATAR R R Y 2 - B EE il v] AR A 2R A R =UHE
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(1aC) R ~ FRICALAERVIE S « DNERAVEAEGHE ~ SR HAR - ZERIRUE ~ o
% ~ C1/CD THEES ~ Fast G/ EoliGgE > BuaNELETH > L
KBRS N BRI N B ERIEY T BER g

5. 2 (Go Full DevOps)

* |aC for pre-approved patterns
» Baseline container images * Required baseline templates

O « Baseline VM/Instance images O * e.g. |AM, security telemetry integration
* Hardened A * Control objectives
sonatype  + Embedded security tooling GitHub * Control specifications
+ “Open” images for dev/R&D * Policies

+ CI/CD tool integration

N N ¢

Project A Project B Project C

+ laC templates
T OO )

19 -~ Full DevOps Jfifg

EHE A S EFTHRESHIRRE > SCE R emTRmE - IS -
HIREE ARG R SRS | S YRR &G - EfeE— R E - BEbNE
GUCERSUE > BB TR EAFREXK -

HEE M EEHy

(1) ZLB R (Pipelines for security artifacts) @ EEILFREHE
Bl PR - RAFEEN BB LRE - DIHERZ 2
49 AR B S A S0 B Y R AE A AR o

(2) HEjM{E(Automation) : EAHEHEME T EMERAKBIEAEEMEEEN
£7% > Pl ag e - HIEL - B AEMRAEAMEIE - BEMLEBIN
D EEER > BEEER o e — 2 -

(3) F2=UHE A (Governance as code) © & & FH R & DURE B AT TP
AW AR ZEE S > EREEIE « oA ZESIRI ] =R A
i -

(4) BEF ChatOps TEFIT & » BB B IE RIS & MR 5
B AT L SRR A IR -
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6. WAEHE—HE

TTENEGRE R E A aUa T - R I —{# CCoE ZKEFiE—MAh - AR
B aLIERETREGHY AR E R B IR - 1 - BT TR L 2 R
FEAMEAVEZNE - DUR(ER TaC - ChatOps FTHRE(FZ 2N - FERFI24
B A R AT R

(-+/\) NIST 800-207 {555 : ZE(EEENBLSZEEZE (A NIST 800-207
Playbook: Zero Trust from the Whiteboard to the Boardroom)

ARigEH Zscaler BY Bryan Green ¥E(TE%E o

AR EIES T 4HFIERES TNIST 800-207 588 4 HHY Zero Trust ZEf% > 5%
L EEMEAES - S E SRR T 1990 2 2020 ME(EEADESE 5
DLAERE 22 2 R B (SR O A B B RTIEUE IR IR - W EEZ 2 BUR
BTV » T SIS ME ~ MERERING I T A ~ BRI R & (E - #3
T Zero Trust ZRMBHYMLSFIIRAN - W5EHE EDUEE Bl ~ BN
o PP REAY B P2 - DA BhRR SRS L e o R YRR BE - SRR Zian |

1. ZEFEEMEERRE

AR5 a4s 7Y NIST 800-207 fEmAVEEENTS » EHER M4 Zero Trust
ZRME Y B MR DL B S A et A e 0 & 1 > 6583 Zero Trust 28
BEREMG DRSNS ERE T ES K5 Extend the Corporate WAN
1 " Secure Communications Over Any Network , Z[EIAVSEL » 43 BIEHE HaM:
0T JE e B o B (a8 B A AL

2. HEFHEEEAVREBSS

B HE— P PRET Zero Trust AUEFRAVZEIEISS  HUIRHE PR -
ARSI 2 A o BRBIAER o e AR e AV AL e Y Bk 0 T AE Rk
1 m 2 BIREINI RS (L e R 2 - GRS AU AT (b SR E e i B G 4
EEH G SR ERE RIS R A E - 2 2 E R AR R L = B e E
(S EZRME - AR NS > ST T NIST 800-207 fEREFHY Z(SE4EHS
Z AR TEILAE NIST 800-207 fEraksfE RV EEAMAVERM: - MR
& 7 NIST 800-207 ZS{LAEFHVAHRBINE - BRI 5 ERHEGSHVHER 2 2
AT D R ERE - e HF G AEERENZ(E (R - WEEHNET
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WS LR ~ TR EE DR EE(CE BN ERAVE L - BRI T ZE(E
EZRMHNTRFE A R E RN R E RV EE Y - 2B E00ZE M ~ 35
I PZE Y IR A ~ BhRE R B B B DA R B NI T 27 s RS =

a—1 N (\
r—1 e
. . o — 1 I S e > D'..'
Application =) oo
Transformation Workloads in the Multicloud workloads and
data center everything as a Service
~|eggl  ..... &
Network : [888] : O
Transformation i :
Corporate Network Direct to Internet
Bels o i ) S - D)
Security @
Transformation Network Security Zero Trust
Architecture Architecture

20 ~ EEEHEEEE
B EE E AR SRR T

(1) R EMRTERFAEE L %R ERRECIEREZ 2 -
DRI 15

(2) EEFRFENIEDFERA AR L > flEmiR GRS -~ &
TERAEE - EENREDEF RIS R 1T RS N B A
¥

(3) A ARERAS (L - DABECHALR - I > (SEFEE TR EAS
FY R/ [ 2 AR 2 2 B A2

(4) RAEMAERE —E#(E TN > Fra & IRE T2 EE S (BN
FEA RE WA 15 A] PARG (R R &EFREHT I P B e ah A UV R R -

(5) LR ZEREMRIE DEIGEATEENTT > BIES0hes - TR - 22
BafEd o 5 o] IR SRRy 21 -
(6) B EEWAR - EFEEMIESSTEMBREH L2t - DU

TTIREMENEE TAF - = LIE B3 RS RN e 2 = 5
> BV EK

3. TS IRHYE(E (LR
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Risk
Risk assessments
Key risk drivers

Findings & reports
Compliance gaps

Maturity

MIST CSF

CI5 critical controls
Capability Maturity Model

I~ Zaro Trust Architectura

Trends
Threat intelligence
SecOps incidents
Exception Mgmt

Vision

Outputs

Inputs Processes

21 ~ Building your Zero Trust strategy

AR T Ao A Zero Trust Strategy FYERE » HEH VEA

g LEIy R B RS RE » STALATT

Security Drivers Business Drivers

Risk Mitigation Cyber Capabilities Business Objectives Business Agility
Prevent breach Leverage Threat V S Customer Trust De-risk MA&D
Attack surface bsilicreoe Revenue targets Time to market

reduction Co:ﬁs;cerg Data Regulatory & Hemote &
Minimize lateral TR Compliance hybrid work
movement E;aabrI: F?:r?y[) Corporate Governance Cloud migrations

22 ~ e E [ B A A
(1)Risk Mitigation
[. Prevent breach : {&FEFEEL, (L ARSI IENH A EHE HEE -

I1.Attack surface reduction : EEFEER/DINER » DR Z K8
Y JEL g o

[II. Minimize lateral movement : miﬁgﬁa HITT B E AT 248 N B
EIEE ST - DLBD 2 B S s R [E] -

(2) Cyber Capabilities

44



[. Leverage Threat Intelligence : 1>EFETLFI FH B 1F 37 AC e B i i
MR I EE > DU E 5 A 2 2 SR -

II. Consistent Data Protection : 155 H (R H B /T 2L (H4H 4% h 15
Bl — B AR -

[II. Enable BYOD & 3rd Party : f¥EFEHELIFE T(EHE AV
M= HLER - EREmREEZ S8 -

(3) Business Objectives

I. Customer Trust : fEE P BEEMAMRBENEEEE - 2 RKIRE
HREEFPHIBNEL > MR EEENEET -

IT.Revenue Targets @ WA HIEEfEEEBEREME HiEms ) E
BB A B - e REFELFWABIE > DIHERDFEENE IRV B
HiZ o

III. Regulatory & Compliance : BERfI& R K 2 DE T EE T
ERERRIT AR - R8T B R ER BT E &%
Ko DU DA R e o

IV.Corporate Governance : B3 6H Ei5bEEH B H P EESNEE
FEH - Z2RIEFTF R TFIMFEGHE » DUIECR M FEEE 5 350 & B E i
MMEREEN IR ESE -

(4) Business Agility

[. De-risk MA & D * FEARGFISAITR 7 R 15 b SR AE 1T ORI EF 0 HE 7R
B AR BE o % Rl AR B SRR ORI Sr oy J B > DAKECR AR SERESY
ARy GRS -

I1.Time to market @ _bTiiHF[E]FE 15 3R 2 i BUAR F5 HE [a] 7 25 Pl 75 U B
[ o 2RSS T M IR - DARECR A SE A o b+ 7 Sk iR
%o e FEK -

I[1I. Remote & hybrid work : BEALES TIEEfE B T8 IEREY
HEBETAE > BHIEEERT ~ MYEEER T - 22 RIS EE T REEAES
TAE > DIHECR B T RE %28 2 b 55 R 3 L SR FI 8 -
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IV.Cloud migrations : ZEZBI%E 55 E F R RIS (¢ A H EL b s i i A% 2
EBIGFERER o e RIETFEE L FFEBY > DHEREBEEH L2 HRIE
FERI B i8R 21 3 I B 5 i o

4. EFEIE5|(Defining the North Star)

Security Outcomes Business Outcomes

Materially improve cyber maturity Accelerate business objectives

Mitigate Key Risk Drivers Cost reduction

Consistent security posture Support Long Range Plans

Reduce complexity & Facilitate Cloud & SaaS migrations
technical debt

23 ~Defining the North Star

HESFE P L 2N ENEFRBINER - CiREESE 2 B
LZEWRAE - BgEHE - R 2 -~ A - RIETEIRIESE
Ko BHEGEMER T A DEBHEE Y —E RS EEERE LR - H
IRF SCRF SR IS RO 38 R AT IRT -

5. Migrating to a Zero Trust Architecture

Flat networks increase attack surface Prevent sophisticated threats such as
ransomware, phishing, 0 days

Increases complexity and risk Improve resilience and mitigate APT's

24 ~ Migrating to a Zero Trust
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Flat Network a8/ D 8 YA g5 BLER HH w8 A V) o0 25 {18 5 4 s B33
Fto HEFAGRBUERE T+ 288 - NI B A RS - AT e 2 I BB YR
R ARG -

M FEFRI PEP(Policy Enforcement Point)f& ° BB FEFETHEN B HIHE RAY
B2 EES ~ PYR IR Zero-day JRIEIAY FESE BATHP S - 25 8 B i E HY L
EFE AP EREH - B AR ECES S AG Y E A - BT DUR/D 18 o S 402 ¥ &
S EEEetk

6. BUER(RE © P5 L BUNEEE 2RI

Prevent data loss to Internet Manage 3rd party access Secure BYOD & Unsanctioned

In-line DLP policies for users, servers, Give partners access to authorized BYOD and control to
workloads, loT and OT Systems applications, not the network unsanctioned applications

25 ~ BURRE ¢ IR BURE R Z RN EE

FEGERSIREE NI IEBUR BRIV E R MRS - BERE T E E A A HIH
fiti > AN ~ BKE ~ AR ZRSS - DURERIE 2 R EREIR ~ Fb
HR I MR B R R R Y L B -

5380 o A RE R B AN B S = U7 B & (F R s 3 S AR AR - 4
@I REBLOLIERS ~ SIERPE B MU RS IR E R F S = T TR B R - B
=75 T RE 75 B AT T H AR AV OB N 2450 - 11 4H &% 7 2 B M A YRR I - 409%
FERIBRRE I ~ SO BRIt - GREMNGREHEE > RS =70 FHE
AZPERIZE 2R > G (R BUREER AR K B

MAEE AT TAEEABHER IR IR | - FHEOREH 8 T H Ol s AR &
PER SR ST H R BRI E IR AR - [ ORI H AR foat B TR E A
st LT TAF - DURIRIR MRt T RE A S > R E Y
PERIFEIE - aIaeEEMAERES - BRI R - BRI - A beCERRIRRR
Sl - DARECR BYOD FIFRFZAERL Ry 22 &k - BEAh - B EHE BRI T
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FEREASE31 » DSERS BUT SR A A 22 2 R MR BB R A9
FEE 3RS 8B -

7. EBEEETHISTE](Segmentation with Zero Trust)

App to App segmentation Warkload-to-h:lternet
segmentation

Workload-to-Workload
across Clouds

_\\ i _{-'-|__ ' [ gl A
D & (= ED =

User to App segmentation

& 26 ~ EEE THIITE

PR T PR /MBS RERR T ECSE - o EIEA ~ TIE&EK - RS LIEA &3
fY PEP oy B H > [RAGIEHE RFEULEAVER > DIREAFERER - TIF&
# o ZRFEER B G T EREG EA IR o n DU (I e R 2 2 i

Network Access (ZTNA)

[N
A

8. EETHKMENRMEIR (Zero Trust
traffic )flow

Terminate Verify Broker
. B N o
[ s |
Remote Users Public
.|ooo|. Enforce policy
000 Decrypt&Inspect @l AuthN J| AuthN g gER -0 ) R .
000 AL 3 based access
Data Cente
HQ
o Posture & Context Htiy Lty Direct to the resource \
(3] Data Threats
Third Party 10T/OT Devices
at ; . &
Cloud Workloads AT, g (] Cloud Workloads

Stop compromised
users & advanced attacks

Eliminate lateral
movement

Minimize the

attack surface
Apps invisible, small Enforce least-privileged Prevent app exploitation,
blast radius access without putting users find active attackers &
insider threats

on the netwark

& 27 ~ Z{EEMERT BRI

ZINA(Zero Trust Network Access)/@ TR L2 22MEMNT7 /A3 - BoR
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ST 3 FEFE T PO IS0 BRI B BB R (A 17 5 6 R
FOFSEHE > UEE 7R 005 R LR I SRR - ZTNA SR BB 2
AR5 TSR

AR A S 2 g R A 38 BRI G B GE 30T (cas tle-and -moat ) BY B4 > Bl
PN BB RS 7 1R Fy 2 1Y > T A MER AR S R 17 AR oS (LY - fHZ > ZTNA % Y
ERAGEE A AP EL 4 B E B A BIS TR - NG A BN AS Y & 2 1 2R pReE R A
iz -

ZTNA By 2 R AL 5E

(1) BETE  FECEERS - RESRE o 1SR E R R
WM ERSBATRME - LIRS EL35 TR -

(2) s/MuFTFEREPR AT - & 52 0t F P RIE s A s Y /M b a3 P R PR BT ]
BIF > DU D TEERY BB A U -

(3) rEMER RS - RIBH PRS0~ sEIRER E T UER - EHRENE
ARG E R > BRI E AR - BRI EER AR -

(4) BERER B hgng © ZORE(E M PR T B ks - DgElRE &7k
PEAIE R -

ZTNA By B35 75 2 AT DUBLTE (68 F R AL 488 (VPN) ~ 2 (N2 B0 B (MFA ) »
FHEH ~ FiEERIFIR (ACL)RITT B o iy - iy HARE R L2 Bt 5m
R~ BEERVE RIS 2 A4S R - SR A PR E RV AL B > HRE
HIR L R E GG -

ik mERf THNEREASGEABBEAN RS BEE A
T BEIEEEME S - BEGETEHEFFANNE - HEREZAEED IE
—EREAEENTTR > BEEE BRBESERIEAEHTEE - AF5
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b~ RefEIRE ~ REFHGEE ~ ErERNZER - BDE AR ] EIRAYHEE -

IELGRULE Expand
1st step strategically

Action bias

* Avoid analysis paralysis * Don't boil the ocean * Prioritize using key risk drivers

and your risk appetite
* Focus on progress, not = Opportunistically and

perfection selectively apply ZT principles * Define the desired end state,

work backwards
* Doing > Overthinking = Build confidence with smaller

attainable wins * Evolve methodologies over
* Build consensus across time: crawl. walk. run

stakeholder community

28 ~ ZEEREEEHE A ER

(1) 2023 FERERNZE - BEME ~ SFTRIZE# (Security in 2023 and

Beyond: Automation, Analytics and Architecture)
AHEHH Akamai =4 EIAEEFE E 22 E Boaz Gelbord JE(LEEEE -

ARG R BT RS 2 AT SR TG Y PREORTEIZS - w9 58 51 3 o) o L R S Y
BN~ ErmbHV AR G A B E s - DU 7 b B AR R PR RS EhaY
WEEH Y - SRR T T MR L e EA B L - AR R EEN
PRGN R AN T8 328 (AT) AR ER 2238 (ML ) A BE S A 4 s 2 = ol

sl [ DU B AU SR B A R JU SRR R e AT LB I8/ - D &
HVEE A ME LR s 5 B VA E SR S PR B B R IUSERVIE T - B H N E —
(HEAME - SHEEABL TR GEEAN - £ 0 @Ay gtesch - sH8
Y [ 52 15 Pt 8 S A

SIESIFIT Akamai BRSNS MBS BT Web JEFIE R IR FLL
B 137% FLEHBIR S (TSRO A I - (U S 0P T 30% B DNS T4
5y B ELBTRR 7% (DDoS) BB RIS 5 - S BAERBIEILLIY B 20% - BOHY RiR
70% -

aft EREE R B T HEE ~ AT RIZRABAERS R S R A S 8 (40 CEO B e »
WRFFEE ~ APT BRI Logd) F4HMFTHYRIE) AVEEM: - IWRFIEFEHRER
# - & EFEAEH CVE SA01&AY 24 /NEF A NIFHGIR B &A% CVE JRIFAAY %
& o NIL - s H BN EVER - FEFREBEEIE > BRE2KET
B AR AR A LI et B 2 (TR - il I A o R IR A L T 4 (ToT) R Y EE
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M NRBBEBELK > B — B E LY s A 1L TR R R -

s E5RER T HENME ~ TR AEREOROR 2 7 2 M T R B o R
BT YRR B G 5 AU R T RV RS IR EE - 11 5 B {2
—HYREEATT R o SEERIESRE TR MR AV E R > B DA Ik — 8 AR TR
FUR(EH SRR o B SS5RME B EE - TR (R A e 2 A
eV 2R ER > I HFRERIREAREEHIL —HIR - ik > SBEEEHE)
LT A RRBIENSHRIEE - DIRERRA B SR E LR -

(Z+) ARG EER T (The Five Most Dangerous New Attack
Techniques)

KEFEEA SANS 224 H5%7 Ed Skoudis ~ Heather Mahalik ~Katie Nickels »
Stephen Sims & Johannes Ullrich #E(EE8EE -

SANS(System Administration, Networking and Security){&LA4EREHEEERIR
Koz RBEIREEENEZHT N EMEAEHS  ATEEREOHITERE - R
2023 T AE 1S BEERY S Tl A P A B R i R LR BRI T

. RS [ZEE(LEEE(SEO)

WNERE 2N S H PR 5 2B B (SEO) AR 2 15 2 £ o g = Y 44 DL (ke 35 4t A7
A an 0 R A S A R e 5 [ 51 H R E — B > 4R I B E &K B SEO - (157
EAUEHTEI B RIETE S - IEM e I BIE BIHIRII A - Katie Nickels SEESR
71N > SEO {BA LI B2 12— T /e g O 7 BRI B U5 0 - B BA 4G R & A I FH Y4
EEAERE RS - B IR A HAR -

TEEMEBEE N T » IWEBEFIA SEO RS T555R < = H3h M FEEgEnt - 5]
BERE MEGEERE - EBREE R BRI > HBEEEE N L
R AR B AR DUETT R IAVER - SEO {B(LI BRI I B AR R
et B8l - BB i A LR 2 R (A S B R » By 1T SEO (&
{EX % - IRASFEEE T A RN E LB E = -

2. EEESAHNE

FAU S8 A B AR A A AR T A5 2 (B (SEO) HY B PR BRI RO A Fl B 5
(PEFRE T - MR UIR D T AR BUERR A RS - eI B th E R 2 F e R &
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(malvertising)/EENHYHER) » 15 LL/EEN A Rt & HLL RESR F AV A uh HR4 o SR
PA—3k# Fs Blender HYRE 3D EPHESHIIET RS Rl - & (R B8 Za (E R 52
FHF o e BHEAY 3 (E4EnhEEEERTE ) TR AVTERAELE - HEE 4 (B =4S
R APEA R EIESARVEERHENE o AN IR AN E B M BRI E EA
Blender BE#%-Foe 2 tHE » —RHPIREE > HIEHER -

3. EAeftrEsmn e

e - AR RS RS T EE O0REN SRR - EENE %
FRTAERASHYIT S B B — ROUEH > SRS TS T DU AERES
gt~ Bk ~ E ~ SRR AT R S HERED - U LR A bER A AE
o NBEAE SR R (S o mTRE 22 2 i b Y DN 25 T AT S

SANS BFFEFo - #RAG At e M B E AL R PR SR B SR = [ B IR G
b B 7 — - FIEAG LA 2022 AR Las tPass JlA SRR R 0V » 8
HI A R sk A R I e A PR B e P B G P R RE R - Y & R T
{SEAHARIMT S > LastPass R EEFEXoRR 1 2 BLE o0 T s e (R Ordr
VRHOIFRVEZRY - DEEHR A RHSERIRN T 220 - M0 ZEE R -
BB SRR L BUERG - (hSEAHERAE AR A B SRy 27 = MRy - AR ALY
A HE IR e B A e AR > B AL OReE L TR A A (I ER T - A S ol Ry B 2

4. AT NIRRT

FEZ (% ChatGPT EBHENAREESHEA (LI BRIERNE & > i~FaEZ A TE
8> R - E2EIFE A BRI > FIHELE AT TE M IR A
FAFIZEIS 2 (zero-day ) 5H] -

5. R Al REs (bRt TR

Heather Mahalik sEBENGERN > BRT Al BVRZATICBE ARSI » THETINEEE S 4FKs
KUEHEIE TS AT BYEEA > DUEM IRV A TAZRIE G E 85 = S T{E » ChatGPT
AR BB RGN A » S (AR R A nTRE R Ry — o KAV 4ERS £
R TIETE » FRlEEREE ) TR BT RE = TR - ChatGPT A
FAAR A R0t (R S S g -

£ Cha tGPT £y FAVAEA TAZ G A A F M - EthEwE R
AR E LA E R B A S 2 BB > BB A AR g — ez
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sk AT RE (R ] 1 B e 2 b - (RIS B Ry I e e PR PR A T - FeeH AR H
BN E AR RS > DAIMECR B TRESFEATEEERE#1 Cha tGPT AHRH B Y
B -

(Z+—) REEZHRR : 45/NEEENZ=FE(No More Time: Closing
the Gap with Attackers)

ARFHEAFEFRFERZEE(NCA) B FZHE S ER T E Ahmed Al
Hammadi & IBM ®ERZEERIGE 4E4SHFEEI48E Chris McCurdy #E(EEEEE -

sl [ S AR IS 2 = BB 1 B SRR A S A A ON I (- A8 - ZRTT Al
G| ET B2 BT 2R DA ~ AR 2 DB H K - BRIEER » MO B
R AG AT AR AR L 2 (8 A NiRSE A F] 4 K - sl R R R A E RS 2 2
PHYEEM: - DU B T A B - M M5Re8 e 2 PR LIRS &
ol BRI A S SR #e 7 U B R Y B T » TR AR SRy 2 8
AR -

Al Hammadi SFESTER T RolECR FIFA HFAF @ SRS E R R L2 HIHKEL - 98
S AERFIAIRAES P Z & F > AR B Z 3R S RIEON 15 & AR S R B Y B
P -

IBM Security ®EKEIXAFFELALEH Chris McCurdy SEEIRFREIE M4 G Y
—(ERASRRZE > DA BT 24 is 4 - sllEfifRE » BT AHEE T TEHIR
SR W E (ETSB S 4k DURAR TR B B2 ~ BB MR R MR R SR AR (B LS R ]
AN - PEFIAERS L 2 R IR EA PR - (R R s & R BT sk D Bl Z
ARG A AL A B P R R R - BB ) 2R RS R B0 S e R (e W 1 H e 4 5 1 I K
DI » AT AN TEESE A a gk )7 5 B B 2 B R P B [ FE A 2 2 )
RE]DHY -

s o oER T BEEAEG - M AT EZEMEEE - DU IR sH R A I B A &
LR LB A LA L e RNV B M - A\ LR BV E A LS (YA L -
DR Ry R e T B R 2 B B R SR T AF ERA B2 - SRS A E i TE AR
175 N R8RS EEHERE 2 A R s B My e oy 26 © SRR Rtk L EhHY
AERS 2 TRl > T AME (RS U S -

sPE Ahmed Al Hammadi &Y 722 & HE R HEEs 2 WM AEMEIR FIFA R
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MR BREE L TR FTIAG A RS ANEEE - 2OhE AR 300 SRS HE
IR > RS 7 2R Sl — 8 r o NI R R B G Ik B
g HEMERE BRI B 2

s Ahmed Al Hammadi di&f3w  Hayya JEFHREZ(AIRASERIME » Hayya FEA
AL B AERYER T R FIFA 5P e BREF AR B EIFEZN APP - &
PRANEE 7RG 150 B FACHEIE AR 2B ETEG - IRFHEE - WEREN
SRS SR - BEf% > Ahmed Al Hammadi 385 Z8 AFEEST ARG 224217
HEL - SRIATEDT ~ RN E S AR A e Y B

Ahmed Al Hamadi s#MEHEFE 2026 FHFIEREL LA ERAER > 8
A B PIRIRLERF T 2 fE S B A T E RV B B2 - IR B e RS Bl B A B T TN A 1
S o GEREGGREE - M RS - SZIEZRR A IRE & ERY T AR BT LAF
G SR B 2 FE e S E F AR > DA AR R EA NI -

(Z+2) RAEHFIBLERARZEEESIE(From Public-Private

Partnerships to Operational Collaboration)

AiFREA National Security Agency(NSA)HY Morgan Adamski ~ ZEEHAEES
(Department of the Treasury, DoT)HY Todd Conklin ~ FBI AY Cynthia Kaiser -
EBEEJEES (Department of Energy, DoE)AY Kyle Pfeiffer & Joint Cyber
Defense Collaborative(JCDC)HY Clayton Romans F:[EHE(TEERE -

sEIETEE B ISREE P T B Z N BRVARET IS > ST EZIRE
DAFAREBRLET TR > A RE AR E L E N E B E LA S 3 R A
SRMHILIRE © AR - RLOVAAERET Z It B H e R A REEE
FARE ~ B EFREEESITEEZEE 7S - HATSSE FBI ~ CISA ~ NSA % »
ERVENTEVE  tHEREL G EEEEE -

sEIEEH - BH1E 2019 1% - MREIRE LIRS 5 BB SR - (ST
ERF i LA R (A N RIS SR BB B TS0 > DOKE R AR S B L
B ARG IREE IR ZE -

sElEt O HNEZ &R EFEREEE - (EEREEUFEFIE 2023 4
FIHAT R 1E > E&LR 100 ZRTEAL ~ B FERAORNE - IIHEZ S5 - E
PR REEPT RN E % R E LEEA Je - Fr A RIB 1L T T BE & 4
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& EESEA DOLAMERGBUTETT » Bl iR B ZEE - &
LR WNLARG & #E IR S E 258 Tfﬁﬁé*@]ﬁ%ﬂ%ﬁ’&ﬁ%ﬁFﬁ@ﬁﬁ(é%ﬁ% ’
A YRR -

(Z+=) & OT/ICS BEHIRFEFEIUME Al B —&#% CWE-1039
(Stay Ahead of Adversarial AI in OT/ICS Environments - Mitigating
CWE-1039)

KEREA ObjectSecurity LLC HYRHZCHKESE TAZET Jason Kramer M BI¥EA
Ulrich Lang H:[EHEFERE -

Ak £ T E A SR TSR AT ARt 2 DU RAE NI AN (]
AL 528 > WHRET A AT ER A L BN e By 4 et 7 e DA OREEARRE AT 524 -

Handling of Adversarial Input Perturbations ‘&f5 Al & fh(d FtkeR e
%F HENLEHIEA RAHE R EE (WEHGEGE ) B AL R E RSB R
B EfE R AEGEE » BEEZEGET B AR - i AR TR -
FEAE AN [F B IERERYBER: -

* Consequences related to an exploited CWE-1039

* Provides a comprehensive breakdown of the various stages and
types of attacks

oBiECTIVE m FREQUENCY

+ Misclassify output + Data * One-time « Evasion

« Reduce confidence « Code « |terative « Poisoning
« Extract proprietary data « Model « Continuous « Inference
» Pose safety risks *» Weights » Extraction

+ Gain unauthorized access  « Physical environment

29 ~ CWE-1039 : Automated Recognition Mechanism with Inadequate
Detection or

5y OT/ICS B MY Al ARG » ANE B — TR G OUR i shar
EEESE SN E - B EBEERNR N B - PRET S ISR R e - Eo— {1
B SE D 0 T RE S AR VBRI G RV IR - BT AR Il S (RS 48 - BB
B BT - BRI AT (6 Y SRS R B AR SR BB A IRY - A
HE R A 5 2 P B SRS BRIV E R AR -

55



Al AR B R AR SRR AR Aoy Ry Rgss « — Rl > So— Al
TEPRERE o TR LI UHEORARIORSF 262 © MITRE ATLAS #7822 AE e
A5 - S BE R ~ BT S BB AR 7348 > o] AR TG T Rl A -

S IRTEE RS SE NG S EUf ik LN EEAe k=10 =t S a
BRI LB RIEER - ARG I IR RS - A - — AR A B
FUE A RER AR 2 — - TE BB TR LA RS St S I % -
RIS AT (RN B e - BB E AL 2 - BETT RESIA
TR - A AL RS2 BN SE R P R SR IS8 - AE EtGRE
RS RCRIV B AR - EEEGEMRAMT « B 8 - A5 b
FRSFIRR -

What-If Scenario #1: Delivery Drones

Model/data stealing Direct evasion attack

Physical evasion attack

Poisoned training data

ol

—~ -

30 ~ ATRERVEE 1B - 1 i A%

RIEEEZ N A AR N TS SRS E SRR - T A H IR E
AT BE(F > AR - IHN > B RTREA G MR B 4 A B -
RIEE > BRI ml g2 51 7 2% - Al R (R EESF/A AL 2 BB Ry - B4
FERRRS LR T TRERS DL ] B 2 I T B -

AT RRIE R v DAY By B OrER By Bl (e AR A R A > o8 F P B
TR A FUE R OR (- R T ] R M A B R A A A AR SR - ISR
TEFIEHBERRLNEE - WA FEFFE R AR R B IR e - WL ol |

1. TFEIfReE Al/HEESEEHE (Proactively Securing AL/ML)B]LAERET N PG &
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Bt s R

(1) 2B {L (Robust optimization)
(2) B ANPEFEHL R DI R S T 8 5 /Y 5% 88 (Minimizing model’ s exposure

to attackers)
(3) ¥idllgk (Adversarial training)
(4) 75 (L (Defensive distillation)
(5) Rl FIFI s EAYE A (Detecting backdoors and poisoned inputs)
(6) EEg fIEEES (Verification and certification)
(7) 7KENE#E (Watermarking data)

(8) A ER%E (Mode]l compression)

L EFOREHRIT S - HRESIRZ AR AR AT - WA KPR EERB MR TL
BN o BEIRGEEA S A APT  ~ IRAIHEMOTZOE THER - 50A]
DAL EEE - CURRS TUMERIRAVEEE - T DLst B e SR R A B B TR (L5l R
B (HEAE B AR S SE T B - Tl M s LRI AR ARk o - ¥
re R ARTE IR R AR MR S A (LA BE 2 th nl&a BRI /K Bl B8 P R R A
HEPREUR A G RERF MR - (& - A —LERPERY 7 7R A DUBR M AR » (AL o
iR PR AR SEARRE

2. WeEhfReE AI/ML(Reactively Securing AI/ML)FJRAEREU T i fRe&EHE i
5

(D)¥Efefl(Adversarial detection)

(2)Zm(Noise removal)

(3) THEZHEEIE (Preprocessing data)

(4)FEREIGEE (Model fine-tuning)

(5) R Bl (Detect out of distribution data)

(6)2E [FEhRI 58k £ 45 (Disable access and fortify system)Z o

S ENCREERAIT S - Ht TR R eV BRSO - WA
L7 greiZ i A e - 2R RS E M EE BT - KR - T H B 1T
BETIAE StHEURET TR IR T A GERIL ISR e g 2 2 8 -
b > ] DAGS AL G 2 ey R HE R B T - AR AL B o et - |l
GBS AT R —4HRF A Wie i EREE G A RE - &i& > A 25 1B
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AGR(EZEE > DABH LR ATRES [ AU ERAYE R -

(=)  NIST {BRRZZEHEZE v2.0 : WEEMFE ? (NIST Cybersecurity
Framework v2.0: What’ s changing?)

AeEREH Optic Cyber Solutions HYAEESZA4 TH2AT Kelly Hood & Paladin,
LLC AYSERE 24 TRZRT Greg Witte H:[EfFR -

MRS MEAR 1.1 RS 2014 SR38AR > MAEESZC2tEAL 2.0 ARFRIHIS%
i » A iy AH ARk SO A HL RS - DRI 28 1R fE R R — (3 S B & 40
DA EILIEF AT E R E EAES S AR b B B R A TR BB P Y
B—E0 ? AZNEEREEMN? | BEEEIGEUE NIST RHEARILAERS 27 21E
SRR > ISR TR BT

WERS L MESR 2.0 RRAHVE TP —(ERE S RL E e (L e s b B L B - BAE O ERS
B R~ ] DB ER HES R ~ DU B RERSG (e P TS AT 21
WA PR MIVBIR AT I R - I - MR8 fEAR 1.1 AR S5
TR AL T AR N EIFTR

NIST Cybersecurity Framework 2.0

Framework Core

Identity Management & Acce ontrol

(Awareness and Training | prar
Data Security | _PR.DS
cratian ProRacy

I

Anomalies and Events [ DE.AE

Detect Security Continuous Monitoring [ DECM L — e

Detection Processes DE.DP Detect | Adverse Event Analysis
nE

Response Planning RS RP ) [ Conthscns Monstann, g
iCommunications RS.CO
Respond AnBIvES RS.AN
Mitig: RS.MI
Improveme [ 4
Recovery Planning RC.RP
Recover  [improvements RC.IM Recover | Incident R Plan Exceuti RCRP
Communicauons RL.CO (RC) | ncident Recovery Communication | reco |
CSF v1.1 CSF v2.0

31~ R AR B

NIST #ga&ZretEZR 1.1 FRERIT By - 3%A0(ID) ~ fRe&(PR) ~ fHI(DE) ~ (ol
(RS) ~ AR (RC) 1.1 RRIV—THEE BRI R AR AR R 2 B 0ReE - (E R —(EEIPR
NELZHEENEFERERMEBET RS - WERTTEEEHHIRE - 1.1 1K
AR ARG 2 B o (B Ry T (R AH 4T 25 5 o A RO (] R R R AR A A
B o NIST 7E 2.0 WREGHEE T EL BN EH - A E a2l & 2H
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BERAINE > ARG ~ Al ~ (R - [BIERIFTEEY) - WAL IRIE - 548
FELEEMEAR 2.0 REEAILE < VR (GY) ~ 3R (ID) ~ FRa& (PR) ~ #22Mll(DE) ~ [5]72 (RS) »
AR (RC) > #EHUEEE ~ SAIAIPREEDIRE RoRRER A B FE TS AR e 2 T - AL
A~ [ RIAEThRE A M AR S BSR4 - MR 2 4R AR ~ [l e S B
FRIRE AR BRI B AEATHT B AE A TR 2B B

(Z+H) 40 fr CEO &aFERMABEINEIL AL MERYE (What 40 CEOs Told
Us About Building Cyber Resilience)

ARiERER ISTARI A9 CEO Rashmy Chatterjee &z ISTARI Ea4=# KEEfH) Manuel
Hepfer FL:[A]f#ER

[PEUEEE By ISTART B4 R ER R Rl —FEIVIHITT R » 54488 A (The CEO
Reort on Cyber Resilience) > FEEEILBRAAIMDZIE 37 {ir CEO HETTRAES > HEE
CEO Bl {2 @ T A B R P Ay A 6 ~ EURERIPT S8 R /EA -

ISTARI 23R EEHAIILH— R ERE LN E]  BITNHBIE FEILERREE - 3%
O\ EIBA R R ER R ERG 227 (Said Business School )i CEO Se:ai & 45 R - 7%
LSS EE A BN AYIA - 5858 CEO 7R 1T MR8 M AT S fEnIRASRIE A -

ey ISTAR FIERELRZ I8/ NEA R AR ERT 20 Manuel Hepfer {#
& fEASS ~ BONTSEN CEO #Ef TRz — NEF IS st » BN NP E e
120 f&3E7T » e 40,000 HE T - =577 —HYZEE R A e » BEZEREHY 9
fir. CEO Frr > My 22 =1 G B E1 Rl R B R (-
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32 ~ JEHEEE ISTARI Rashmy Chatterjee {7+ S Manuel Hepfer {8+

BRI B > B Ry CEO Rl iR S0 o GRS IAERRK
FyZE RO IR &3 ANV - (5% CEO HAE B L HM R AR EIEMEBEE - A
IR E S € CEO WEZRIRIVEEE L » o2 kiRt i - i
TEVERA EEN: - iEfa7R T 5 CEO MY E H B 2 Mk 5 mAEE L - Fral2
FERE AR T > CEO s R B st At (P36 Loy IRz ~ JHENIiE e -

13 CEO MY - P B EHERE - IR R EEE R T RS - 2400 > KRZH
CEO(72%) 7o » IS & ZAREN 2 AR - EEEE CEO R EL EEMAEL
YRR LRI ER - HiE FIRe g /e ARG ZEEIME: - IR E5RE
EFEHEF2 CEO 583 » FEE A RIS T - DAMEREHIAE - Rl R AE sk
Z R L R 2 E P R EE T

b Fe s 5E CEO m]£R A By DU R 8 S A (SR AR 1

1. SHERFEEE > MAEEHEE - rafZaiseydsE CEORon - HELYA
HEERME - AT —HEHHERERL2E (CISO)HHERE - H 7
Z— I 5% CISO M1 =572 —F=El &% CIS0 384 - fthfHy CEO J2 /3
HAERL - ARIRHIIE - IEREERAI ERYZERE - AR ER] > tEkiE CEO A58 5
HCOBAELHME » CEO JEHL CISO —#EIL[E R IEE T A NI & M
HiE -

2. e BEEEE LHIBEEME - % CEO RN ES BEERrBERRi S - ¥
FECRFF AT E RIS SR A AE - T IR (SRR BRI
i
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3. FrEERIER RS I EE - {2 CEO JEREZ Pl " el am ) BUE e
KEBAGHERN—K - EENERTEERAES R gLk
RS HER B ZEIN: - RN ABERG IR ERIER -

A% > SRERE TR o PRI BN ER R ABVEET] - FIFERI A ATREA R
IGAE > EERAEHEEZENFEK - CEO ESHHESEE - KoR ~ BREHR - &
F R ftiEpmaageimm i - CEO AlRe @ BAIHYEIES - #iEEs - WUCE SR -
SRR R T 5

Transmitter Amplifier Filter Absorber

Stakeholders

Stakeholders Siakeﬂolders T"\ Stakeholders ,’f

1 f ] SRl
| III". \\\. \
- L) pre ol 0
Nad
CEO ( ceo ( ceo )
L
§ \

JITN Iy

Organisation Organisation Organisation Organisation

/
4

33 ~ 13% CEO ST EIFF R A BT A sy A

ISTARI #Y CEO Rashmy Chatterjee ¥~ QYREIEER 2 EE T % 1T AURRAI
CEO #:D SHEE 3R 4 E LR TR E o 718 EhtH SRR IR A -
o] DU At [a] % CEO FTFERy 0y A (> NFE#H CEO 78 B 1T i 17 (s S 4R 4%y 49
PEEIME o

Cybersecurity Cyber Resilience

Departmental Organizational
Prevention Preparedness
Protection Adaptation

Threat Risk

Point-in-Time Continuous

Individual Collective

34 ~ CEO fERR NS 27 2 B BEl 1 1L SR R B 1

I 7 S RE Ryd SR HY CEO EETLAERR #IERY SOP HIMAIAS » H1IH CEO R ABRENHY
HAe P TEN ~ [ - EEREH AR - RIS ErE b B ~ ErE
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BRABZHME - ENEAELHEN - ENFEREESGH28] - WERFGME
HEZES

(=) ER—ERRE.-NIST BB EER A (It s a
Journey---Where is NIST Headed with the Cybersecurity Framework)

A R R 15 B Z AR B Ao 7EfE (NIST) BFEFCRESR Amy Mahn
K S ah i S5 RERY Cherilyn Pascoe L[EIf#sR -

NIST Fii& RERIEZEEAE R (NBS) @ BN EREPEHHHIIE B » Hia
HEFRHIERIES ~ BRIl - SE R BEIEBUNTERR - T3 BT » WAIERE
GIERE—EGERR > WEATHEZE L& " #EEZ2MESE (Cybersecurity
Framework, CSF), - S{EEZEHWNE RS A REOEITEDT - (EHIA o] FELEES
VRS | > BB RS - R B b AR - FERFIA R E RS » NIST H 2014
FHEH CSF 1.0 WRAEZE 25 > 88 2018 4 CSF 1.1 BUhi > TR Rttt SE BRI#RAE (s
HIHERS 22 AL HESE -

sr RSt BH H AT NIST IE#E7T CSF 2.0 BhRIESE » WiAEZS(2022)4F 2 HETER
% (Request for Information, RFI) > {ERCUNRIREER - BrRGERELIEGEE
130 2RI B B4 & AR BB S BIBUN [0 7 - PR REEERER
THEDLIT BHS ESE B RSE » 45 Microsoft ~ IBM K Cisco &5 » HAMAIZH iR
BER ~ R S B RS - SREREY By CSF 2.0 hiUMEAEREfE R ~ 581 H AR A
S WHERTERAZ AN « S5—I7 A5 (b NIST BEdFREAS ~ BfEZ
EREAETEIE NIST B8 R 2 R BRI — 2 - s bR A B s 5 [0 ¥ FERE
% -

NIST #Y CSF 2.0 hiUE RAEERR I T ¥ Bl ~ BRREAGE ] ~ (L b
BRI > ERMEEEE R

IT/OT PEFAIHESS : CSF 2.0 HUAR R MRS EY MR- BB (IT/OT)
SO Y TEAR RS TR - FES RIS 1T - OT - WIBAE(1oT) - 4553
(container) B> S » S T 3EHub 200 1CS) 4350 | BT ARIESR
= FEI I -

1. TR A BATRG A © CSF 2.0 ARFRRH: EhmE A T s
MRS > N R IE R AR TR Y R -
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2. FRITEAZERME  CSF 2.0 fERS-E TEERARRHEERAAE
(BIHNEEF ~ BLiERs  FEaneliR ) A ATER - e ftaasMES| -

3. {HLFEHZ2E M - LR 2B BT AR R R IR RE > EA
JE g f B FH (Supply Chain Risk Management, S-CRM)HMEZE » —fi=
wo By ERF LA AR A Y CSF HEZR o > DU e A R BB R I T HhESE -

4. WRGYIREEE (SBOM) B EE EE T HGREYIREE BERYTES | > LH
e ARSI BR (SBOM) HY 2455 | » SBOM 7 35 Wini ke 155 {1 8 e g 1 B 72

oo A

TRED o

A NIST A% (2023)48 1 3 8 CSF 2.0 MRIEESCH » IEBEAABNERS
1~ ARSI ERIBR A CSF 2.0 REEFHIEIRS - ST NIST T
SHE 2024 £EYITERS 5 CSF 2.0 1 - TERHIGBHS BTBUTALE, - RAEIB3EA04BR 22
SR A EE » 3 CSF 2.0 SO FRAT R -

August 2022 February 2023 Fall 2023
Workshop #1 Workshop #2 Workshop #3
February 2023
Working Sessions

4 000+ attendees
100 countries

2,000 attendees
69 countries

February 2022 June 2022 September 2022 ‘January 2023  April 2023 Summer 2023 Early 2024
NIST Cybersecurity RFI Workshop e
o Akl Analysle Concept Paper Core Draft Draft CSF 2.0
L
April 2022 Ma:cquzuﬂza Comments
130+ RFI Comments c
received rc;r:::: en.; s

351 CSF 2.0 Shits e

CSF 2.0 MRS ZEHEZEE /S ARAZ L IIRE » 70 il Ry 63 (Govern) ~ 8% (Identify) »
[FiZ€ (Protect) ~ {&Hl(Detect) ~ [O]fE (Response ) 218 JE (Recover) » 85 1.1 IRERH
K 5 KIZOIHEE » 23T "IGEE (Govern) 5 THAE » A1 - J& 1.1 ARAY 23 {EXER]
B 108 @751 - FERTRR Pt ase By 21 (B REL 112 EF0801  SOhRESR0 T

1. BRHESUE 2R F i E

CSF 1.1 RROCHFE#aME Fy T HR TR s A B S i 4 PS 22 2 HEZE (Framework for
Improving Critical Infrastructure Cybersecurity) > ZhigiilyNrtanmfig (g
TRREASEESBRERS N - NIST PR CSF 2.0 ARAVARREEE S ARG - BRI S e H A IR
FFEE -
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2. CSF 2.0 PREHMEZZ > R HE3RAEEEE R Y 25 B H A AE 22 235

CSF 2.0 higigs 75 48 | FH B R 2 TR AN R AASEE R FE R (20 e\ i BRAE 2R ~ [EALE
ZEFIMITRE ATT & CK @A AUMEZS ) 1Y = » EEAAHSFTIHERVEZEE - HIAET
%ok CSF HEZ245 4 MITRE ATT&CK FEZE » DAEFRAHS, M & SR Zk I H
7[:/9'5% o

3. e (Governance ) IEE

CSF 2.0 hARHE SR A3 T REAVEE RS - DUERER SR E A TEAE 5 iy
REETAE 2L AEE TR AL > O NIST A9 AN T 2R e S FfEZS (Artificial
Intelligence Risk Management Framework > Al RMF) | » A B 4H 4K 55 2 miHh |
JEAERS 2Pk - BRI 2 B

2 11 CSF 2.0 O IRe R R 447

NIST Cybersecurity Framework 2.0
CSF 2.0
Eﬁﬁi CSF 2.0 Category :Zd;i;e:uﬁr;
Organizational Context GV.0C
Govern Risk Management Strategy GV.RM
(GV) Roles and Responsibilities GV.RR
Policies and Procedures GV.PO

Adverse Event Analysis
Continuous Monitoring
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37 « NIST 3%

(Z+t) REEENREABERNTMERAEEIS (Protecting the
Attack Surface and Data silos of an EV Charging Network)

A E M Techniche BY Thomas Caldwell $E{(FEHE -
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T HI5EE BN A] i EehI AT S R I -

HAl~ EV A E rlse ArIER e

1. BUEp R

2. WIEIRRARETESET

3. HREG K Kb

4. ZEFCE R AR ERV R RE AR 2 Rl - 15 LRI A] RE & 1
BRI > R R e A AIAH B e (R A A IR 5 S -

REHTEA BV B BRI > Bl ERATEREA LU TR

1. %42 Wi-Fi HIEFHE
2. {HFHJ1772 FEREAEAE
3. FE(EAVRERSRIERBEESET - RNER R A S (RS EE

MR EHEEH S PR E A e R B R 5 (AT T

1. FEESEEEERIN Telnet W - HEASTATSRRAGA LRI - (HA5TEAE
VRS TG A » SO e LURIFR S (DR A A B TS A
PRSI -

2. FTEEEFERE  BEE A DA RS (SR AR R » 7EMmEE
SRESIEEL > SR -

3. WEBEHALIERE AN P RIEERFAGFRIEATR LR T AR A
H o RIS REE BB 5 DK K -

4. EESPHEBEEHE T R - (H¥ R B o

5. DUEEE T LARIO AR Fe B A2 - (e MPH LR R - iE T AR
P ECABERMMESE - SR ERER AR T -

e fEHE— D PRET BV BB HVIEEEAERS > Fon BO A E]AREE 1T 4000 {E T E
BCE > HP RNy 2 =2 e LBl » g A] LS R H C RV U HE R EiE
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EeyrERes DARER AR -

WA LIE 10 s NS e s i S RS ~ ARl 7o & th HUERS A
4l ~ FTP 1 SMTP 5856 S AR I #id B RURGENE - EEalE i DI e &
B AW ERIAVE B (S BE AR -

s A e A B EE REE I AR 223 - ERER (A28
BRI - BUFRIE S - FIEF - BEMEREE SRR AR INZRATR#E - ] DUEE
BEILEER AR R BB APT 2REH - AN > BT S RInBAEH - FFEER
HUH PRy 2 B A IRag B8R - & LR G (F - HEMbMBEF T =UREHEE R
KIZ 2P -

BV mEEENNEI T EZ - BIRRMNRFEA ST
1. Fofa] BV e s E B PR 7
(1) POS &t * —LE EV e as8l POS Z&tHAERE - 5 A DS e d e s

5H -

(2) OCPPgfERafZEfnizd « FAGU TR iR (OCPP) B —TEfEkElmE - H
2 BV FeERas NI th FVE B 240 2 FRIRVR(E - 33(o = m] DU AR B e 22 1

(3) BEETEMN - —LLEV REaEiH T EEETENR > BnAR T ERERE
HYERUEL > BN FE BERRE A PR TR ERIF ] -
2. EV FREEuh AN R RS 7

(1) U7 LTE 4G/5G % © —2LL BV sedR A B nf DU Al e A i R S 4 S

(2) Wi-Fi : §F2% EV mEAEE IR Vi -Fi 38 S EHP e LUEETFHE
PARFZERICE AR -

(3) ZRHEHE(LAN) @ —28 BV B AEE v DUm R A 43 LUK A9 R R4 RS -
(4) EHAEERIAYE#EE © F140 FTP ~ Telnet ~ RFID FIEEdH 48 BALE % -
15 BEOR ] Y 2B R AL T A (S A (BB ARz - B4 o fEE R Wi-Fi R alaE ey

WA A SRR B - T A SR SRR T RE & S I 2 EA SRS - NIt 28
it 45 EE AR 7 25 8 4 e MR (A 2 [ -t
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I EV SRR E R SOk 5 MRS HIRAG B8 > B R g R E N IEAEE
TS BRI - [FIlF - BV e s S B = o] DR H SEBUR (i 28 m (e ikes - B rReg
B PRGN A = -

PRIt Z SN 8 nl sE G A TR SR AR AR TR A E - [ ME AU ER S
Ve S B SO TR M - B 38 KR i AE e S E AR SRR 5
BR - DU A2 IR A Rl

Risk Est. Impact

Loss of personal and financia > $100 per person per year for credit monitoring + exploit

information management cost (if any)

Damage to EV battery and other

s £3 000 per event ber vehicle
»3,U00 per event per v Cle
EV systems l

EV charging station malfunction > $100 per diagnostics + repair/replacement cost per station
Grid outage ~ $40,000 per hour
Hotel: up to $0.5M per incident per property
Restaurant: up to $0.4.M per incident per location

= Supermarket: up to $1.9M per incident per location

Building network breach : : )
* School: up to $1.1M per incident per school location

Residential: up to $5,000 per incident per tenant

Manufacturing: up to $0.8M per incident per location

38 ~ EEHTREIRAR TR

sHEJR oy 5 BV SRR E B MY - B BV R E R R4S
PEIRRENRER @ MRETERENIIR/KFELREE T 350 kW - T AEE]
i 1 (o eI 7 TR T RE T R TR IS IR K THEIVRE ) R E R AR E
IRf = b TR T RE G R 2 o D SRR AV SR A R B R E I -

Vehicle-to-Grid Chargers Bf5—THCEIEE - ] DURF B Eh =AY B (517
HIREE Rt tH 2 4Es - - St R BB AR I sE g o b (R A e
o] DU FI BT T8 - H140% BV Charger Botnet ZEZRIUEEFEHIFIALIESE Y
REE » ARE SRR B R AL A 1 A

M Charge Point Management Platform (CPMS) H » %A CPMS BEH &
2SI 4E,
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1. DLEHIHY Saiflow fFfE A Open Charge Point Protocol (OCPP) iEi#
Web @S BEr 28 20 T WA DR -

(1) S EFTEREEN AT - ARTEEE L PEHEREE] CPMS
(2) 595 (0ERsaoRms « (RGN B 0y Bt ] IS S 5 M

2. EpREERHETR S (DoS) & ~ EiEMIEE IR FEHL -
3. FIREESELLAN Y BV SEE A EAEES #ETT DDoS I B (B BEAEES -
4. HEREERZHEH -

5. BERERERZHZEN OCPP 1.6] A » AR EMAEEER
OCPP hiiA 2.0. 1 higAH7

FEEUFEH 51 » Federal Highway Administration: National Electric
Vehicle Infrastructure Standards and Requirements f&—1{7 FH 35 B & i S5 F0
NESEHEEAMAINTER » R EEREEER M (NEV]D) sTEI&EBHVEE - H
AL EV RS EAVARARAE < 2t A S RN At » E ST E

Hrp R RE T3 Plug & Charge 5268 T REHT P HAERR 20 5248 » DUE— D IRFEH
B o EHER R A SR E IR A A SEME - DU )30 T HAE
W o

EVSE Vendor and/or
EVSE Operator Cloud
{Web APT)

internct Ascess.

nnnnn

Distribution

Electric Vehicle Supply Equipment

& 39 ~ EV ;e A E 2R E
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BV FesRAEE N Vs A - Nk A — SRR e E M
YRR EE o FRALNIE A (F R B S MR L eat L E02E M5 - IEIEE Sandia
National Labs HYREEEEESCIELIBRARAN Orag BV Fe B E MAHRBHEBESLHE - 1M
FE=AEH s LAtk St &Y - TR SRR - feE R ua LIRSS -
UK IR E] OCPP 2.0.1 PARIEHERE 72 - ik > @it BV mESE A
REAFCRIVERS ToT & GRE —RES  DIEFhrETfe 25 -
Al FH R E B AE G & IS0 15118 F1#2%( 7 OCPP 2.0.1 Bl Vehicle-to-Grid
FymER o
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= RBEEE
(—)  RSA SOC Ek#%2(RSA SOC Room)

1F RSA =AY » B & 280 RSA SOC Y= » H netwitness ~ cisco F1 [BM 3t
[EI4HAY > BTN EIEAICREE RSA SR BARIAVAEES IR » DIMECR S sk BAR A4S &
& NN ESHE VBRI 2 2 -

FE(E RSA SOC BRI = AVEIERIEIEEEHM S - Bt FrA 4R =4
HBIEJEAY Cisco Y8R5 A (Cisco Catalyst 9200) HEfTHEHIRIET o iSEbsbfi(H
Fi SPAN 74t (port mirror) & &% (G B M RE Sl a5 e AT T — D AT AR
H o

XDR Data Pipeline Tl
T e -
| sacusity Eumres | Event | ) 8 ™
! - -
- Becorded w Incident Ingestion —— :Q:
1 Fuuine Creation/Ment ! 'R N |
_ . Correlation (- Firepower
¥ Pulsedive opiveid . Secure Firewall 4145 NGIDS
[2IVI¥F| Detection Logic N Py
Telemetry to Security :
] viRusTOTAL Events eNeore SPAN
, Seonas 30 gpe Sals Bsomaur logs
Detections e H
Threst Switch:
res = Catalyst 9200
intelligence ;
Malware Analytics 4 =
| \ntegration Formerky Theeat Grid o N
st Flles -
¢|1c|° XDR '%*_?' SPAN
. Enrichment
Siehtings
50C [
a3t slack JOMETWITNESS
¥
Platform XDR -
Sightings ' Full pcap gmraaaaii
.. ) Logs/SIEM i '.
W NETWITNESS i
i i !
Umbrellava |
Umnbrella -
RSAConference2(23

40 ~ RSA conference SOC 4dp&Zof

Cisco Firepower Z%IHY Next-Generation Intrusion Detection System

(NGIDS) A1 Secure Firewall BB IMHIBHAEEEN AN - L HFIH]

SeHER L A BELANIERHE - HEEE s 81T RIS BRIl - DAMECR & sy
HESERIRHZE 2 -

[EJiF > NetWitness #HFEAIITAIZ 2B MEAER (SIEND VP& - B
WA 3 e Cisco st AR R R HEEE R LUR BtEr E iy 2R 78
FIEE TER -
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BT NEREEZER1 53T > RSA SOC BEXIFEE B E T/MNPEE E R EFEE R - 28
& VirusTotal ~ MIPS A1 SHODAN ZEA1#4 -5 - EME Mt T RIN R EE FURIFET &
2> DA A B RO FE B B AR R -

RSA SOC EKIFEAVEERFIERE - HFEAL 3 RAVKHHE - fEEERHEN -
FELEI T R VS ~ WS RIVENE RN - BEUR T RSA SOC BB =M
S RE A /K E

EEAN - SRS - £F RSA a5 (& » RSA SOC B =R &5 AR it
BHETHE DRI IR RS 85 - EIEET SR A B R e G s R Y T
IR AT RERY 2 B, » GIRAARIVERI IR - 3830 T — SR EACR > R &
SN EIEER A T T T BT TP ARG ELRE DLRCR I HY STP il st MR -

RSA SOC Bk Z=AEPRE RSA & s I AVAERE 20 4= U5 I S84 7 (R A - i
BAFENZ R ot TENEEER V6 - EReEmmEE - orRESEE
AR - [ - s ek ns T S ESWNRER T E e EE - DUInsR B4
BRI TR IR ARE ) - IEEEFEHEAUR T RSA 4 SRR & AV E IS

@ A mommE v
(enromuzamE-] = O

41 ~ RSA conference SOC {#M cisco XDR =M@
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MITRE - Tecnique

42 ~ RSA conference SOC {#HF NETWITNESS =M@

(=) Fortanix

Fortanix B—ZREIBEL AT BN IREEE - BGERNES IR
IR e o s N EIRILTY 2016 4F  ZEERA SN © 2022 4£ 9 HEARSERL 9,000
HETC C s E > S B E A S /A E] (Goldman Sachs) I T AR RAGHEE B HIL-
Hii&&E#H GianLeap Capital MIFAEFEET Foundation Capital ~ Intel Capital -
Neotribe Ventures 2l 7 lREEE -

B A TR AR S i L e SR e L [HREIEZ 2RISR -
Wi 1 S N ZR B A AT AR AR A B 8% 22 ol - (SR AT Ay DRSS B A -
11T 22 ey 45 ¥ R BB P B IR RE 1 73 By = K - o il 2 (1) B Fdanik A8 (Data  in
Transit) - BI&EESEEAE T VRS - () BIEFGIRE(Data at Rest) » HIEHE
TEWEREAIFEEEFE T ~ () BIRE ARG (Data in use) > BIEEIRNAT ~ EEHHVEL
1 - RIS A E B A S E VB T T - BRI A E S AL TR 2 5]
RECPAERTRHFIELY - Rt » PReEIEAE A AVEIE E s 4 an B HH 2 58
B e E -

Fortanix 825 > (HAEHYEIE 2R ER FERELITH A - EEE
(Confidential Computing)f#A 7 e —TEREEIBEEA LRl > 5% R o a]
TR B A (5 HARTAA LB I IR EE - B SR « B EENE S BE R
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3. [SRLORE - IREERR T KB E EEE T R EIR A, - HEIRE
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R E R R T E A SIS R P ER - BFEBUREIR R - e A
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T ESEI T THE FEAY 3SR > 5 ARM TrustZone FiffT & IntelSGX (Software Guard
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(=) Orca Security

Orca Security R LS EMZE 2N E] - I 2019 4 - Orca
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PRI R TR LS -

Z AN B L e A Ean e R - FAEAEXNEG L B E B e
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e = Attack Path Analysis » Agentless Breach Detection
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ME A2 MR EEE G AT KRG ~ IDS/IPS ~ BSHHERERT 2404, - B M ST
AHERRECE ~ T~ THEEBHTIEIESEAS R TEF2MH5HE » Cortex XSOAR tigft 7
B4R AT A S E B E BhERsE I DIAE - M B HRRTHY PR AR A (Ao R A Bk
R[EHERAGIREE -
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MR B b B BV ERL L S IR SR fE ~ BE 7 2 RS - 14
{ERETERER ~ fEmatr NBAEEDT - B hm - GHERRAERE kT
I DAREERATTERESN > TRV N Ry shen B H B sh 2ty ] RE M - (2R A D FHAE R S L
FRSETBEURANHE - [FIRFREfe i MIER TS ERER -
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60 ~ Palo Alto Networks S#JE

A~ BEEHEIAEFERR

RSAC FyH SRR EZ T - SXARE 500 RAEREE - SErEIMUEEE
BHEFRN 2 R BRI E] > LIRSS S e B I -

(—) ZRFE A B (LYDSEC)

AEEINLFHSIERAE RSAC 2023 F B @RHYEE fn By KEYPASCO > JLEESHE B
LIZNZR G 773858 (MFA) RO B SRR AT % B R Ut e %
ERtaa S > DASIHHGSGET Rt 28 PRSI i - AR ~ 0% ~ PR
SR & HE H CHUE > FIRF R AR E DRt B B R Ry SR -
LIEOR R SOERTEE RPN A R - S5 8FF PKT 0B AR i Ay B i
il - MO R R b B B S AR LR (B B & > il DINBR A TR R
EREFRUEE B EE - PRIb 2SN Pt m] UK RR SR = s T e B AR £
P EARRE G 2 -

94



RIS SR AR IR G M T 8 o R R o 1l BH ot 5 L 7 A Ry €0 R DA
P BT B T SRR 5 = [RIRe AR KEYPASCO th EAEAE(S 5K 16
B HArs R EKEE T RfE - AN REAEBIFmE T G ESHE
ESEH L FEIRRE R T -

AR L B
(=) B

B2 (TXOne ) Ry RHEIEE R L 2 A E] > BTN TIEE TN E 8
P > BUEN TR DU B SR R R s TR L B E (VAR e L )7 %8 - X
7 RSAC 2023 F 2 nH B Ry OT S E b il s & e BB fg it FE i & 2R
Pt #E 8 AT R e AU AE =0 (Angetless) O B R Y2 an - -Portable
Inspector solution il H FHEVEMEZHT TR INFRACH B 3 H S THE VR E A
T a0 (HFH USB BESHE h ke & T B » wb o] DUE H R s S AT e AR
A B AT DU 290/ » WAIF TXOne Networks Y Element One RIS B
1 SR AH L BEAHRR A SR T 8 (ICS) A1 OT EREZHMETTEfmaYAd -

B TR F R TR EAEETE Portable Inspector solution AJLA
F{LAETZ TIF » [FIRF(E SEMI E187 &%k N » ARUEHIB AN G/EHNERE » B
EHHGFRARAE » WA g5 | ABRYMIEFES BEHE < 125K TXOne Networks fi#k
T EA LTEAR BRI 2400 B RS N R4 2 Py E I T SR Ae Y i

HIRUERR > BT Grak FROE Y S B R TP 2R I 2R B MG HIARE © B S
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OT FRIFEMAR 5 3 e 25 e BT TR AL s A Rl ~ UimasBh DR R es 5 22 5 T F s
Fok e B EHEERYRE -

62 ~ TXOne f#F 152 63 ~ 235 TXOne #fir

(=) Skydio, Inc.

Skydio A 2014 4 1 HRKIL » 48EMU A SEEIIAtE/Eam AV EE B BE T (San
Mateo) » B3 TR P IIFHEIESE NEY R ATE (Hayward) © 2023 522 A5ERKT 2.3
fEEICHY E imEhE - REtREEES] 5.02 (830 MER(GE S 2 22 @35t Linse
Capital /& ElmRi EHIHIAE  HMRE 783 Andreessen Horowi tz> IVP~DoCoMo~
NVIDIA F1 Axon % » HH1 Axon BRI ILZ I AVRITHET » 2 Skydio H
FEINFAT S TERAE © 3 AEEM Skydio M A MEM I BIRIE0HYEHE 7 <7 6
I — A AR A A ~ 47 {ENEYT 200 Z5{E A 2 2R 60 25 {EAETR /A
HENEFER > BEHE TR Skydio BIRAEERR AN AMLELER > WE
2022 “E Deloitte Technology Fast 500™ #IE e/ o8 AdLEM R YA E 2

Skydio EEFEH A TEZRM » ATEE MR HEZH IRTHO > £8
By B BB E T E - #VA SRARAVRI - 52 A SR 2022 £ 12 HEATHT—
X Dock Z51(Dock and Dock Lite) » #FARLIR « HESHAHEA AT KiTHIE AR

"B RERE | o 5% Z SN Skydio FATHY Remote Ops $REGHlT - % P RES
PRI B A thE SYE I3 T > TR 2 ~ RESS AL AINAE - AT B S
P~ A 2B N d 5 A K ERAVEBESERT (55 - Skydio Dock & {GHNIAITE
(&R 4 FIT5R > R 62157 - Al 5 HEVEAEIRAS Y ZE R - 1D > Skydio th
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47 ~ 255 Skydio
(M) Rubrik
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Alto) © 2019 4F58RK E fmmhe - RElRh&E#E] 5. 53 (B30 MERMGEEE 33 &
T e Rubrik fERBKEA 16 @A AE » B & RSB A5 RET#EME 4500
%X EE R (Westcon Taiwan) BEEEEHER - 778 Rubrik [AIRFEEEEAIA
HHEEIN G 2 PR LA AR T -

Rubrik MYENGEE SR 72 (Rubrik Security Cloud) @ BI#EfTESEE
O F1 B I BOR S B - BB M (Data Resilience) ~ 8% u] #1214 (Data
Observability) Dl R EdE W18 (Data Remediation) = KINAE - EBhELEF i )5
e - BEINEEEE - RS RN BN BB AV B CHER DL S
BUERER N BN B e o

Rubrik AYFE T &7E L2 Google ~ AWS ~ NetApp ~ Wware ~ IBM ~ Cisco & 5
AT 2021 7% A THETRAERE - BT EREMHE Microsoft 365 BLES
EHVERHEEIRR > WE S Microsoft Azure FAYERRZEIHGIRFS » & Rubrik AYHE)
RN EERER - BELEREM R ER B 2 EWIVEE S > ERHTE
Microsoft 365 fENHYERFUL ~ Bk K BilmERsE I -

66 ~ BAXKARTEEHE 1Y)

(&) Mammoth Cyber

ER MR (Appaegis Inc.)RRI7HY 2019 4F » WifA 2023 £ 2 HIERELE
Mammoth Cyber » &BEEALFESEENIFFEE ie MNAIIHEE BIE 7 (Palo Alto) ° 2021 4F
K IS S E KR A ) SA1 & TSVC Alumni Ventures~Silicon
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Valley Future Capital ZFIHL[EIEELGETE 770 EESE FE R - 2022 FFERE A%
¥ Red Herring Top 100 Global Winner °

Z N B BT R & sl 2Rl R R E IR R R S S E VA
i 2% (Mammoth Enterprise Access Browser) @ IIAEEL & B EHE - iElm%
B oslEaE - BBy NEPEES - SR A E FEHRE = E 4 Web ~ SSH ~ RDP
Bitbucket®% » O[S EN AR EEIGRBIZ 2 - HaeEBtas
AWS Marketplace ~ Microsoft & ©

(73) Traceable

Traceable 1LY 2018 4 » SHERALAEEINIINE SLLUTHE - 72 2022 F 5 A
SERY B #mEhE > [ Institutional Venture Partners(IVP)48#% » H & & RS
Tiger Global Management DAK AR A #m+E&7E Unusual Ventures F1BIG Labs » 44
J& 6000 #3557t > MIERMGEE 4.5 B55T

Traceable F|Ff#ER 22 E L i78L API Data Lake FATFIIREARIEHL  FEIU 53T
MPE R DUT R AR ST Rt M B AR e 2 58l - A AR E R
TrGUiEHE A B AR - R FHEft AP eFAh bR PR ATEA! ~ AliEHE 2 27
RN > B IERE R AT B A B BN - BHAE APT 2% > W T4 2
HRAE -

67 ~ Traceable A&
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(t) Safel.iShare

SafeLiShare FRIZHY 2021 4 8 H » SEHMALHREIRFALLTE - BT HRf s
B REMIRE KPR S) MR  SUES 500 BRIt e -
SafeLiShare E—RifR HtZE (LRI RER 2 BRI DR - FIIF 2 SR i
TR et FREE - EEFE IRV O (R S B IRRR AL -

SafeliSahre {5 BT ERE AR E Rl > R LOER e e A B BER ol
PEBBEN (- HUE » S8 AR B s FH 5 AT e 2 A URR AURS B St T BRI A T -
DU e B I s B - SR B TR ~ S PSR AR A RE e 22 2 ]
b BAFRERAAE RETERIRF - WREMmEZ S -
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68 ~ Amy Mahn, International Policy Specialist in the NIST Applied

Cybersecurity Division.

Amy Mahn £y NIST FEFHAERS 22 B EIPRBOR X - ILA TR T2 BB 2R
LRSS AR 2 R MEZRAY— 8 © Amy Mahn 2 BIAEER + 225 TAE 11 45 > BT
WS FERR S  BFE R R M ETES] (National Protection and Programs, NPPD)
RS ~ RSN = (The Office of Cyber, Infrastructure,
Risk and Resilience Policy, CIRR) > EEHEESZE MG S ARER LT3 T TH <
BRIPEELSR -

69 ~ Jim St. Pierre, Acting Director, Information Technology
Laboratory

James A. St. Pierre E&ERFiTE R (ITL)REEEAE - ITL 2 NIST /A {EbH
FEWE — FETHELR 1.6 8370 ¥ 400 %8 T > DUKEY 200 $42K
HIES - RENYNHE = 2 A& - ITL (WA S EEERLY S - &
TEMBEMN A TREEEFERZER &R it - sl - TR ZFEM - 1994
FEANANIST ZHij > James A. St. Pierre ¥ 1{F Loral Space Systems - HEEE%E
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HIBEROTRE A > WAE [BM Ry 828X B D D R TERIE B SEbEas - tEAh -
PRSP KR S R S - ARG THRRR AR -

70 ~ Kevin Stine, Chief, Applied Cybersecurity Division and NIST
Chief Cybersecurity Advisor

Kevin Stine /& NIST HilFLlr b= (ITL) EAMERZ 2 I &5 A » ThE
NIST & fEAEs 20 il - fE S LR b > Mi9H28 NIST B s - SRl S ABUR &1
TR R B SR FIREAE ~ AHRH B BRI R a2 A S 2 M PR AL LR -
SRS 2 = B A 2 B E A F R 24 L MRS » LTRSS
HEZRTE L BTN L (R AR il ~ B B4 ~ B AW BN LRl S st -

71 ~ Cher1 Pascoe, Senior Technology Policy Advisor and Lead for the
Cybersecurity Framework

Cherilyn Pascoe /& NIST B2 R i BUR B o &R ila 5 Z MRS E 3R (7] NIST
EEtR L o SRR LS~ BRI T EE o #hiEHE NIST Jis L eELe
TR EAFREE NIST Al ﬂﬁﬁ?mfiﬂi% o FENIANIST Fij » Cherilyn Pascoe B41F
EFHSHEE - REEE B GETEERE 28 - ARG THER > 4
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HR e T RIRE AL - BRESER (BB L) (U.S. Innovation and
Competition Act) ~ AV Start Act) (HEHEZEEZE) NTIEMERZEEE -

72 ~Marian Merritt, Deputy Director, Lead for Industry Engagement,
National Initiative for Cybersecurity Education (NICE)

Marian Merritt /& NIST BUZRAERE % 2205 Bk (NICE) I £(T - EEREES
B~ NABFIRIF MR 2E 2 48pE 24 - Marian TE4ERE 4 S AEE A HEAE 20 42T
TE&EEs - W2 BIfE Symantec JE(LARE BB NAER L 5T H RS - MEIE RO
[ R (EERs e R T e s aET R 2014 FRLE) - B THEOCR
LS (W E MRS B ) 8 R S T A4 S B RARRE & AF -
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(F)NIST &I A 43
1. BEFE

NIST(National Institute of Standards and Technology) &FEERRHFLEFI&
TIA%RE > BTN 1901 4F > B W) B IE4ER (National Bureau of Standards °
NBS) o & BRI - Flo SRR » fHTENDIE RS - DURETTHERAMT
% o

1988 4 » NBS 244k NIST » iz Frda S IRE Rl AEny 38 R FIHEE - NIST HY
BE AT - FIEfENCNERT » IFEEAIRIEIAS PRt Rln SR - DA
FAERERGEERE - NIST BEREHNEE RV R EEENEE A4 > WA
B R A E RS S il i B ATAE -

NIST BB ERITS S - SUIERIME A - o TSR T8 > St
AR PP SRR F > SERE SRR B 1E S RRAR I (IHE NIST SR kA i

(technology) ~ JHI&E (measurement ) FIFEXE (standards) °

NIST P&y & e =7 st & e ¢ (1) a0 & 52 = (Communications
Technology Laboratory) ~ (2) ~ T2 E 8= (Engineering Laboratory) ~ (3)&:H
7 17 2 B = (Information Technology Laboratory) ~ (4) #f Rl 8 FEi =
(Material Measurement Laboratory) ~ (5)NIST FFFHF22H 00 (NIST Center for
Neutron Research) ~ (6)¥)HETEE = (Physical Measurement Laboratory) e

NIST J2&— 1l 85 SR H iR - SRR B A 55 6 55 BN T SRR 25 A al
TR AR

2. SHEEEE

NIST fE & a2 2 U7 Y HEB e L 1 AR e E B el e AR AER S B > IR B
BUFAI SR I RHTE RN 225008 (REBUREIE N 20 210 %E - LU T E24(E
B A EN S

Cybersecurity Framework :NIST 1F 2014 FHEH T Cybersecurity Framework:
ZHEZE R —(EiER - fRE T —(EEAH &N 2EZE » BB MU R A
EmHE N IRRE - ZAEZRETE 5 (B 2401« 3801~ Prag ~ (=0 ~ [BIFERIIRAR -
A LB BhAH SR — (B e BV E L A RE R -
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@ EEE | NIST #Y SP 800-57 SXPEZFITeft T RN iR B HAVIER > BAhais
A~ 78k RSN ST - B e R n] R B ARG T B 2 =0 e
HR > DRSS 721

OREEME ~ SEEEMEAT AT A © NIST #Y SP 800-53 X A5 IHR (L T RAT & el 2 2245
HIHUTER - BFRBIRENE » SeRMEATT VRV ORGETENE - iEef5 g T AR DI E
fti i A > DARECRBUR B R R PRt ~ seBEMERT AT I -

THHER - NIST @ E BT T i E AT e IR 2 A5
iy 25 2 FE A > Bl 4] Advanced Encryption Standard(AES) Al Secure Hash
Algorithm(SHA) - 75 SREAEE BhRECR N IR RN 221

FERG AR NIST A& RN 42 77 I HOHEE B B B2 B B A SE M BUR R R R 1L R Y
HaZ e WiE e ra AR DI ORI EIE A RS 22 -

(73) 3 B BB AT

1. ¥fhK Cybersecurity Framework, CSF 2.0 HEEHASR
(1) FAR 44

E B [ 57 AE B g B 22 5E (National Institute of Standards and
Technology , NIST) Btk & @ Z e HEZE (Cybersecurity Framework, CSF) 2.0 >
e 2022 2 A#ETE R#EE (Request for Information, RFI) » DIYE BrhfR
P% o

H RS REEAE R AU SEE 130 AlO7E - A 2K B BIFF AR 4 e A4 4k i
FEIEUT - BEFEOR B KR R, - B85 Microsoft ~ IBM ~ Cisco 2 » HAhA]
A E N~ BEIR ~ SR B EE o

BRI Ry CSF2.0 MEAERFAEE - B ME HAe AN S e » IAECRATESRRAS
AN » S5 —J7H Ay S5 E NIST BdEFUAR] » BPR 2B E IR NIST B8 2
FERIA— M - SR EAER B A B S 5 RIS ER (% -

CSF2.0 A FEFR PE E & s R /& 23R (1T/0T) PR B FR Ak Es » 4 e b
EHER > FefmEe [T 0T #7848 (1oT) »era%(contalner),\ﬁﬂﬁﬁf}aiﬁZgZﬂ%
FE o B TR SR (ICS) A ta o [BMEZR B EEERR - BEREREL R EE

107



BRI S s B S S URH S AR AT P R

CSF2.0 s st 2 THENARRME B R (B0 55 SLER el )
LRI MES | « —REEHETE Ry CSF 17938 ¥ IERL A 1Y A s i -

R R E AL EHE L 2 B - 28R Rk » BRI —(E it
JrE e JE\ b B (Supply Chain Risk Management, S-CRM)FEZE » R4 S-CRM 44 A
BLAY CSF fEZLHt R IR ©

FEEEEHINEN L > Ei# NIST s&(LEN YR EE - CHEEBYEER
(Software Bill of Material, SBOM)AVZ‘2F55] » SBOM 1F 2=k 755 (L HE S 8 7> B2
SREREN o

NIST FEZREY CSF 2.0 & R R WUR AR V)R AR - BIREAGEE A - BtiE
i " B T LR R AR BRAE R Y i R ] PR S S BRIBU Bl 5%
Bl 2 BORER— EH 2B g -

(2) BRI

FS NIST S 2o B CSF HEAR - MEZREVIZ LRt > B — (B Rydb st
VRESTRAEIE (BB RFASAESS -

HEBUT Frg B EZ > FEAE 2014 FHIGHBIERINS  BIREBEL 2%
T ERFEMEBUT R - BB B REVEHEHER - AT BN EA BURAGK
B - BRI S S - LRGSR RISE - U E S T TSR &
GRS V2 SECPAAS » #EH " B AVERFIRTS | - ST B L EE e
BLRRBVERETREH] - TR PRI Rt il H CELREVEN 2% -

PR T BUMNTRRHETARIRSE - B iy /NSRS - B RAVERIRES
[EIBRRERT AR E B > S A JERE B PR bae e H R » DIEREE bR & 20 7 it dsr 48
P -

(3) At

1. [ NIST S%BhEE 2R 587 CSF fEZE » CSF 2.0 fEZE NG EFRA N T
EELERE b (Hea ~ OReE ~ (000 ~ [BFE ~ 18R i TOAHE | THEE - BRIFERE
A L E R R e By e 2
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I[T. CSF 2.0 fEASE A A =ML ? (EE 5 LG BB L T 2
2. NIST SP 800-171
(1) ZEAS A

NIST SP 800-171 j2& =B AT Bt FElE (NIST) il e uPEsE it -
B ERERF SRR E L2 TR DrRERF &4 8IS B2
AREEPZREAY A HIURIBLES - A 2 S B A ] Rt 3 IR s A e A o 2 B Il
FEPREERN(CUL) A%t > e s 7B HIEFTFRaiEHy 22 MR -

NIST SP 800-171 FEAESC {2k E T 110 B2 ¥EhIrE - S ehim s Ry 14
{27 =380 > BUE - RERAIHARECR ~ Bat(S ~ 2RSSR RS~ B S
B et IREEH BEEHE - BriRseisiEd] - ENEERE
ZHNIBEIRE - ETIMEEE R - VHELIRE - BURIRE - BRFds -

TR B Lb 2 2P » NIST SP 800-171 $2Ht TR i EE s 278t
LI Bl e ptE R L B A R AT SRR SR - B4 - NIST SP 800-171 &
BAE TR E bR ~ et s et - SRS F T mAvEEEE
LI BB S &P E B i J el 2 2t & -

NIST SP 800-171 WiIE—{EFEFRZK » (HEFHYBSEEIBFREUNT #E ] &4 3k
FISHERT S > H IR R —(E R EDR > R RE S AR S 445 E ~ SiEd
{IUPENE eSS

(2) HZERE
fR2EE{E NIST SP 800-171 FYEEMHUET -

PTG - SR ERH S AR PR a b - I B 2

B ] - R SERERZ IR NIST SP 800-171 H51HIAY 110 {EZ2 e H T E
B2 2% -

ISR AT SERER B THRAVA RSN EMEIISEE - LigE i frE:
ZRERAIRETT -
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BRI © (S B PR SR 0 - DA RS2 2 P S R
ST LR -

Bt R[] FEFE N - (RSN RS A B FESETE - DAMEOR{E S84 27 S HFHF
RE) R By g 5 PR U & 1Y [ FEFE M

SEALLFERS ¢ SEER L E AL ERR I 222 MEE T - MECRE L ER T & NIST
SP 800-171 HYZEK -

Grer DL R - 2 m] DU T —(E e B E L R G & IR R E
AR EIRE R RIRURER - A - R s B L eiEte s e
NIST SP 800-171 BYEK - AIRATT & > AlfEGEHRAEITER AL -

(3) CMMC B2 NIST SP 800-171 Hy[HHEs

CMMC (Cybersecurity Maturity Model Certification) E—{EHHYEAZ %
AR EICMECRR RS4RI E W HE R AR E N T R0 PR o
NIST SP 800-171 Hil;& CMMC HYEEHE » (RUEE By CMMC $2(t T & el 12 g iy AL
B o

EASZER > CMMC BB EL& T NIST SP 800-171 FUFTAFESIFEHE » A4 AN
TESMECRAEEIEE o DR SR E R A B 7 Ry T -
CMMC 73 Ry 5 (4K > FHEFPE AR FINERAEHETEE - RNy Z 2 fiHE
HEE S = 8FR R 22 IR B -

KRt > BEEEE OMC B » ZERFE NIST SP 800-171 AYZESK » WiE—5E
TEEES N ZE PRI » DISFE QIMC By S4B EE5K » NIST SP 800-171 AILAfE
Rt SEE i CMMC YRR - WML EAE FIOEA e -

(4) CMMC B2 NIST SP 800-171 HYE&FR

HAEATE @ NIST SP 800- 171 HY H AR frate I Rl FO B B A A2 il sk BR A 5L
EFEBUFEE > 1 CMNC HY B B hE R Rl S AU ISR A T S B 22
KIVE L 2GR EEHE -

JEFIEIE NS @ NIST SP 800-171 FERI A EEIERUN S ENVIER T E RS -
i CMMC {388 FH A R B S A & m i 2 -
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PR RS - QMMC B33 7 NIST SP 800-171 HYRTA el - Wi hn 7 %4
SNNESKRFIEHETE H o DRSS S E R4 EhE T 222 28 -
It > CMMC BYZ2 255 e EL NIST SP 800-171 HATH] -

FEAEIEAEARTE @ NIST SP 800-171 AYREL 23 B FEHE - 1f OMC YEEEEE
B = TR T o A QMC £ T FBER B 4R AR S S & S
L2 FREAE o T NIST SP 800-171 4 A%54k 571 -

FERSOKER » CMMC 2% NIST SP 800-171 HYE— TR EANIERE - EIIATEZ
AYEDRRIRFEIEE - MR B S S E HAHRERE - SRAEE I CMNC By - RTT
& NIST SP 800-171 HYEDK » W#E— P H RSN Z 2 ERIEE - PAS QIMC 7Y
S EERREOK

(5) et

. NIST SP 800-171 2&7F $HAPHIRE RAVEEEE © R FoEl e i
&R Fyfe]?

I1. NIST @& FEHEHES | 15ER 6 rE ] St FE R R s 2 S 7 & NIST
SP 800-171 ? 40{a] fE F§ NIST SP 800-171?&FfhfE /22 & H best

practices ?

111. HRTEBEEAAZEEE NIST SP 800-171 {EZEZ R Byfa] © WftbFe g
AIEER S 2 R A By 2

IV. NIST SP 800-171 2 H EaF AV - LRz AT EfTRv AL - DURE
TR E ? HEHERE 245 NIST B G AR HE RS EENES (2

V. IS0 27001 /2 HHEIFEAEEELAHAR (1SO) HIER—ERIRIERE L2
BRI EMES: > AR TN L 2EHEE % BE R - &
bepa B ~ Zr A BUR ~ PEH] R R ERESMERE > EEF S EEEA
B OIS EAEZ — NIST B2 & A3 EL&RG 150 27001 HyfR#%
et e 75 NIST SP 800-171 Hyf551 7
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DR RER

ARG G H - BB 5w DU BB MBI B B FE Y EHELA
BaRE - BRI > ZRELMERMES

AT

A

ARG o B EE L SR E TS NS EBUR & RS -

SHE - AMETERVESEM: - DU EE SRR (ER AR A A IR A ER DU & B i
FSEE < BN - RNARIE L LIFHYE S8 - e LUEsR &2l - PHAEH
NN E LR LAY NS R - 12 Ry B I R 6 > DU ANl B R %
ZHHIE ~ BB LB SR ~ R EIKE 2GS F R A B EER(LE
ZIGERG 2 o SoMISREE A LI E B I AL S Bl S A A R IERL
A BNEEFES B H SR - R E 2 B 4 - H o HRITE - AR
BN RS S F - Rt AKE 2 H F RV E 2R R - SKEBUFEF IS
CISA ~ NSA ~ CyberCOM 4] & 1E R [AEE - tWEMESHENE ZELfE 5 -

I

-

BZHEANIST CSF 2.0 HYE A RIAERERAR » RIHAEAH Gy &2 IR
b B b JE TR B RS 1 » TR ] 275 [ PR AR A R H Gy el 22 2 05
TReT) > PR HHSAVERNZ 2P « IS0 > MERFEGEHET T BB 2% T
SREEE IR - HECREH(E A B RESRe R B B 2 EE B - Iz H el P AH ARy 202
E AR -

= RffoE

AR T Stronger Together» FALIZ T & EARET S NET LT E LB E -
SEmeR e BRI AA TSI ZE A0S BRERSA TEE WD IR
RGBS A (LLM) - ARG #A 2 10 53500 AL EFR SIS BT > Al TEERT
FAZRAGIE R ~ (R S AEAE I - AR 8y R 2RI RS - S AL
11 AABA#AE ChatGPT(AT BIKA%ES A ) AR Midjourney (Al HEARRE F ) Sl
KIEF » AR T BAIEEWUTHI I ChatGPT 28 EHZ HIRF - 475 5 S &
MRSV E T EME - SR AT BREESR ST Ry o BT T A1 > SIS T EERE
A A SRR TSRS E -

WIEAZX RSAC BlIFT D& Al 10 LHVEEFIBE T ERSFETHIE M
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