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6 JOURNALISM, ‘FAKE NEWS’ & DISINFORMATION, Handbook for Journalism Education and Training,
UNESCO Series on Journalism Education.

7 Fake News and International Law, 14 February 2019, Bjérnstjern Baade, European Journal of
International Law, Volume 29, Issue 4, November 2018, Pages 1357-1376,
https://doi.org/10.1093/ejil/chy071

10


https://doi.org/10.1093/ejil/chy071

® .« (Center for Lawand Democracy) % s B = B3 # 7 T3
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DECLARATION ON FREEDOM OF EXPRESSION AND “FAKE
NEWS”, DISINFORMATION AND PROPAGANDA )
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(AP ) w s g Frss 1999 & 11 % 26 p ~2000 = 11 * 30 p ~
2001 # 11 *» 20 p ~2002 & 12 ® 10 p ~2003 & 12 * 18 p -~ 2004
£12% 6p ~2005# 12 % 21 p ~2006 # 12 * 19 p ~ 2007 & 12
12 p ~2008 & 12 * 10 p ~2009 #5 % 15p ~2010 # 2 * 3 p ~
2011 #6* 1p ~2012# 6% 25p ~2013 25" 4p ~2014# 5
" 6p ~2015&5% 4p 2 2006 &5 Aporgiamite it

& JOINT DECLARATION ON FREEDOM OF EXPRESSION AND “FAKE NEWS”, DISINFORMATION AND
PROPAGANDA

9 The United Nations (UN) Special Rapporteur on Freedom of Opinion and Expression, the
Organization for Security and Co-operation in Europe (OSCE) Representative on Freedom of the
Media, the Organization of American States (OAS) Special Rapporteur on Freedom of Expression and
the African Commission on Human and Peoples’ Rights (ACHPR) Special Rapporteur on Freedom of
Expression and Access to Information,

Having discussed these issues together with the assistance of ARTICLE 19 and the Centre for Law and
Democracy (CLD);

0 VEREESE  EE 0 SREIRE N EOEE 2 EHIE R E - BIFRE S B RO ANVE
Bk Hiﬁﬁ%ﬂ&fﬁ%ﬁﬁmﬁﬁﬁﬁi w5 30 H o HEERE] 107 F 11 H -

11 Recalling and reaffirming our Joint Declarations of 26 November 1999, 30 November 2000, 20

11
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November 2001, 10 December 2002, 18 December 2003, 6 December 2004, 21 December 2005, 19
December 2006, 12 December 2007, 10 December 2008, 15 May 2009, 3 February 2010, 1 June 2011,
25 June 2012, 4 May 2013, 6 May 2014, 4 May 2015 and 4 May 2016;

12 Taking note of the growing prevalence of disinformation (sometimes referred to as “false” or “fake
news”) and propaganda in legacy and social media, fuelled by both States and non-State actors, and
the various harms to which they may be a contributing factor or primary cause;

13 Expressing concern that disinformation and propaganda are often designed and implemented so as
to mislead a population, as well as to interfere with the public’s right to know and the right of
individuals to seek and receive, as well as to impart, information and ideas of all kinds, regardless of
frontiers, protected under international legal guarantees of the rights to freedom of expression and to
hold opinions;

1 Emphasising that some forms of disinformation and propaganda may harm individual reputations
and privacy, or incite to violence, discrimination or hostility against identifiable groups in society;

15 Alarmed at instances in which public authorities denigrate, intimidate and threaten the media,
including by stating that the media is “the opposition” or is “lying” and has a hidden political agenda,
which increases the risk of threats and violence against journalists, undermines public trust and
confidence in journalism as a public watchdog, and may mislead the public by blurring the lines
between disinformation and media products containing independently verifiable facts;

16 Stressing that the human right to impart information and ideas is not limited to “correct”
statements, that the right also protects information and ideas that may shock, offend and disturb, and
that prohibitions on disinformation may violate international human rights standards, while, at the
same time, this does not justify the dissemination of knowingly or recklessly false statements by
official or State actors;
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17" Highlighting the importance of unencumbered access to a wide variety of both sources of
information and ideas, and opportunities to disseminate them, and of a diverse media in a democratic
society, including in terms of facilitating public debates and open confrontation of ideas in society, and
acting as a watchdog of government and the powerful;

18 Reiterating that States are under a positive obligation to foster an enabling environment for
freedom of expression, which includes promoting, protecting and supporting diverse media,
something which has come under growing pressure due to the increasingly difficult economic
environment for the traditional media;

1% Acknowledging the transformative role played by the Internet and other digital technologies in
supporting individuals’ ability to access and disseminate information and ideas, which both enables
responses to disinformation and propaganda, while also facilitating their circulation;

20 Reaffirming the responsibilities of intermediaries, which facilitate the enjoyment of the right to
freedom of expression through digital technologies, to respect human rights;

21 Deploring attempts by some governments to suppress dissent and to control public
communications through such measures as: repressive rules regarding the establishment and
operation of media outlets and/or websites; interference in the operations of public and private
media outlets, including by denying accreditation to their journalists and politically-motivated
prosecutions of journalists; unduly restrictive laws on what content may not be disseminated; the
arbitrary imposition of states of emergency; technical controls over digital technologies such as
blocking, filtering, jamming and closing down digital spaces; and efforts to “privatise” control
measures by pressuring intermediaries to take action to restrict content;
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22 Welcoming and encouraging civil society and media efforts aimed at identifying and raising
awareness about deliberately false news stories, disinformation and propaganda;

23 Concerned about some measures taken by intermediaries to limit access to or the dissemination of
digital content, including through automated processes, such as algorithms or digital recognition-
based content removal systems, which are not transparent in nature, which fail to respect minimum
due process standards and/or which unduly restrict access to or the dissemination of content;

24 Adopt, in Vienna, on 3 March 2017, the following Joint Declaration on Freedom of Expression and
“Fake News”, Disinformation and Propaganda:

%5 1. General Principles:

a. States may only impose restrictions on the right to freedom of expression in accordance with the
test for such restrictions under international law, namely that they be provided for by law, serve one
of the legitimate interests recognised under international law, and be necessary and proportionate to
protect that interest.

b. Restrictions on freedom of expression may also be imposed, as long as they are consistent with the
requirements noted in paragraph 1(a), to prohibit advocacy of hatred on protected grounds that
constitutes incitement to violence, discrimination or hostility (in accordance with Article 20(2) of the
International Covenant on Civil and Political Rights).

c. The standards outlined in paragraphs 1(a) and (b) apply regardless of frontiers so as to limit
restrictions not only within a jurisdiction but also those which affect media outlets and other
communications systems operating from outside of the jurisdiction of a State as well as those reaching
populations in States other than the State of origin.

d. Intermediaries should never be liable for any third party content relating to those services unless
they specifically intervene in that content or refuse to obey an order adopted in accordance with due
process guarantees by an independent, impartial, authoritative oversight body (such as a court) to
remove it and they have the technical capacity to do that.

e. Consideration should be given to protecting individuals against liability for merely redistributing or
promoting, through intermediaries, content of which they are not the author and which they have not
modified.

f. State mandated blocking of entire websites, IP addresses, ports or network protocols is an extreme
measure which can only be justified where it is provided by law and is necessary to protect a human
right or other legitimate public interest, including in the sense of that it is proportionate, there are no
less intrusive alternative measures which would protect the interest and it respects minimum due
process guarantees.

g. Content filtering systems which are imposed by a government and which are not end-user
controlled are not justifiable as a restriction on freedom of expression.

h. The right to freedom of expression applies “regardless of frontiers” and jamming of signals from a

14
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broadcaster based in another jurisdiction, or the withdrawal of rebroadcasting rights in relation to
that broadcaster’s programmes, is legitimate only where the content disseminated by that
broadcaster has been held by a court of law or another independent, authoritative and impartial
oversight body to be in serious and persistent breach of a legitimate restriction on content (i.e. one
that meets the conditions of paragraph 1(a)) and other means of addressing the problem, including by
contacting the relevant authorities of the host State, have proven to be demonstrably ineffective.
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%6 ). Standards on Disinformation and Propaganda:

a. General prohibitions on the dissemination of information based on vague and ambiguous ideas,
including “false news” or “non-objective information”, are incompatible with international standards
for restrictions on freedom of expression, as set out in paragraph 1(a), and should be abolished.

b. Criminal defamation laws are unduly restrictive and should be abolished. Civil law rules on liability
for false and defamatory statements are legitimate only if defendants are given a full opportunity and
fail to prove the truth of those statements and also benefit from other defences, such as fair
comment.

c. State actors should not make, sponsor, encourage or further disseminate statements which they
know or reasonably should know to be false (disinformation) or which demonstrate a reckless
disregard for verifiable information (propaganda).

d. State actors should, in accordance with their domestic and international legal obligations and their
public duties, take care to ensure that they disseminate reliable and trustworthy information,
including about matters of public interest, such as the economy, public health, security and the
environment.

27 3. Enabling Environment for Freedom of Expression:

a. States have a positive obligation to promote a free, independent and diverse communications
environment, including media diversity, which is a key means of addressing disinformation and
propaganda.

b. States should establish a clear regulatory framework for broadcasters which is overseen by a body
which is protected against political and commercial interference or pressure and which promotes a
free, independent and diverse broadcasting sector.

c. States should ensure the presence of strong, independent and adequately resourced public service
media, which operate under a clear mandate to serve the overall public interest and to set and
maintain high standards of journalism.

d. States should put in place other measures to promote media diversity which may include, as
warranted by the situation, some or all of the following: (i.) Providing subsidies or other forms of
financial or technical support for the production of diverse, quality media content; (ii) Rules
prohibiting undue concentration of media ownership; and (iii) Rules requiring media outlets to be
transparent about their ownership structures.
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e. States should take measures to promote media and digital literacy, including by covering these
topics as part of the regular school curriculum and by engaging with civil society and other
stakeholders to raise awareness about these issues.

f. States should consider other measures to promote equality, non-discrimination, inter- cultural
understanding and other democratic values, including with a view to addressing the negative effects
of disinformation and propaganda.

28 4. Intermediaries:

a. Where intermediaries intend to take action to restrict third party content (such as deletion or
moderation) which goes beyond legal requirements, they should adopt clear, pre- determined policies
governing those actions. Those policies should be based on objectively justifiable criteria rather than
ideological or political goals and should, where possible, be adopted after consultation with their
users.

b. Intermediaries should take effective measures to ensure that their users can both easily access and
understand any policies and practices, including terms of service, they have in place for actions
covered by paragraph 4(a), including detailed information about how they are enforced, where
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relevant by making available clear, concise and easy to understand summaries of or explanatory
guides to those policies and practices.

c. In taking actions covered by paragraph 4(a), intermediaries should respect minimum due process
guarantees including by notifying users promptly when content which they created, uploaded or host
may be subject to a content action and giving the user an opportunity to contest that action, subject
only to legal or reasonable practical constraints, by scrutinising claims under such policies carefully
before taking action and by applying measures consistently.

d. The standards outlined in paragraph 4(b) should, subject only to legitimate competitive or
operational needs, also be applied to any automated processes (whether algorithmic or otherwise)
run by intermediaries for taking action either in relation to third party content or their own content.
e. Intermediaries should support the research and development of appropriate technological
solutions to disinformation and propaganda which users may apply on a voluntary basis. They should
cooperate with initiatives that offer fact-checking services to users and review their advertising
models to ensure that they do not adversely impact diversity of opinions and ideas.

2% 5, Journalists and Media Outlets:

a. The media and journalists should, as appropriate, support effective systems of self-regulation
whether at the level of specific media sectors (such as press complaints bodies) or at the level of
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individual media outlets (ombudsmen or public editors) which include standards on striving for
accuracy in the news, including by offering a right of correction and/or reply to address inaccurate
statements in the media.

b. Media outlets should consider including critical coverage of disinformation and propaganda as part
of their news services in line with their watchdog role in society, particularly during elections and
regarding debates on matters of public interest.

30 6. Stakeholders cooperation:

a. All stakeholders — including intermediaries, media outlets, civil society and academia — should be
supported in developing participatory and transparent initiatives for creating a better understanding
of the impact of disinformation and propaganda on democracy, freedom of expression, journalism and
civic space, as well as appropriate responses to these phenomena.

VBRSO By BBC Wi IR S B R ¢ EeHE ARSI S s A R
https://www.bbc.com/zhongwen/trad/world-39164914 -
32 Huff, Mickey. 2018. "Joint Declaration on Freedom of Expression and “Fake News,” Disinformation,
and Propaganda." Secrecy and Society 1(2). https://scholarworks.sjsu.edu/
secrecyandsociety/vol1/iss2/7

19


https://www.bbc.com/zhongwen/trad/world-39164914

A I tmE 7y G {%¢§éf|‘zkﬁfﬂ}aLmr?§;
# , (informationwar) i & 4 § > r2 g L nid » B )
Iu lim q‘ﬁ‘l' gi%glrﬂ’_o

Vi

e P BEP LT ¢ £ AERE - o 2
FEREEAARR  LRFATEH b S Sl d By
T LR R R ﬁf&33%ﬁﬁ<€%mééxﬁa%$\¢wmaix

=2}

J_Eiﬁi/r'_g_‘éii%p >>"'Lf’33;}%7 tEABa e > HFupa
%*“VﬁJ%ﬁW%%%wJtﬂéﬁki’éz—z$p@~zbif
PR BB FRARASN S A B - BHABERTE
RER RS - E&]mwﬁ“a‘;i%ﬁ&]p\ P AR o
TN ET BEAE? TP A AP ERBEEY s R
RATEEMEEP H 2y @#%,wgaﬁlgﬁgiﬁm
AR 2R (PR AE)

3 Bk CE R BBC Hi " BrEaEER - BB S EEERE
https://www.bbc.com/zhongwen/trad/world-39164914 -

34 Andrei Richter, FAKE NEWS AND FREEDOM OF THE MEDIA, J. INT'L MEDIA & ENTERTAINMENT LAW
VOL. 8, NO. 2., p. 30.

20


https://www.bbc.com/zhongwen/trad/world-39164914

¥ =

(-

S -

FEPHIBEALPREFANE

AR o B4 (disinformation) nEE s ¢ 70 R
(misleading ) & %= 45 3% 4 (outrlghtfalsemformation)
@ Ak 2 FTi B 4 np m’E'J’?"{:%”J EARTE A F LA
5?:*’ Foo 5] IFAF LAEEZ kR  BHELR € REwML
% 4 FIR > F TP % - ﬁ? Far s 2o " R LT R
z -;%- » 1 ri/ﬁa PR B L AR 2 fw EP-A5-

) WPEHFEERLZE%X (EU Code of Practice Against
Disinformation)

2018 # 9 7 > wmp AT (FHFERLEF) ’sz EngsS
¥ A AFILREER o p 2018 & 10 7 A «’%ﬁ»;—l
. BT %%}55’”’?/}?’?&%““”?2 %— (+
FRALER) 2 FAFIRDT Fw bl KR F L
T T RAR R

“F

g
# .
POk EC BRI L R B R e sk B2 T x

e R 2 E L EGRIDR 2 L ek
fRi-pte 52 A W E A (online bots) = 48

%%ﬁ%%(i%i*%%i)%%ﬁﬂaﬁﬁﬁﬁﬂ
FHRARTE KRR B RPREIRBE P F R LR
2 EER

® WAFIEMELPEEPRFT OERT T DL HHT
i'iﬂ’r PR B 2 B

3BT D2 AAFRME FR(FEBRRLER)
THEHET AR DL ST R o Google 2 jud4F
Twitter 353+ 2018 # 10 * 10 p 5 % (F# B L2 %) ;%
% Facebook R|*+ 2018 = 10 * 11 p % % : Mozilla (& & F
B )3 2018 # 10 2 16 p & % 5 #cdic Microsoft f»t 2019
50 2 p 4 r BF (FHFBRLEE) niFsPo ok &

*

NREEEEE R EE4EYh © https://ec.europa.eu/digital-single-market/en/tackling-online-

disinformation -

ST

Z {7+ Roadmaps to Implement the Code of Practice on Disinformation,

https://ec.europa.eu/digital-single-market/en/news/roadmaps-implement-code-practice-

21


https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/news/roadmaps-implement-code-practice-disinformation

<~ ¥ 3¢ (4o AACC-EACA-EDIMA % %) * &k §
(F#FELz%) @\Eiﬁgﬁ-‘%F"Ti—‘m;l”‘?;’ﬁg
Fhor 2 k2 pHE T ARBE N Z TR Y
A o

ml‘?i

5y

o

=
2

©2019 & 17 3 2019 # 5% Bogp £ | ¢ (the European
Commission ) %} Facebook ~ Google 2 Twitter et B K ZEiE {7
?w%ﬁiﬁ’i%WﬁE&%W§§§$f*ﬁﬁFoﬁﬁ
LR gaak 1‘\:52 Be 8F(FFEBEARLZE)ZEHT oo
R NEL S ﬂw gt ek ﬂ’w‘mﬂg‘\%h - T
FrCe R 22 LRARMA L LB R, - THERREZE
LR PWEA 2 T | TR BDERPN o HE LR T
&7 B 2 kT ] Facebook ~ Google 2 Twitter #14% 4 L§
PR EREPBRELAA G Ot RiFL  AHELA €2
b WT AP kAR 2 23N 5 o

(=) WE+EFEAL f‘rf:%;}‘,;, %+ 4 (EU Action Plan
Against Disinformation ) 3®

2018 # 12 % » HE VAT (T HFBERAL TR ES 4) o
iﬂf,’iaéﬁ%éﬁxﬁmsb"ﬁ*%\ﬁ@w“mk"?’ "%?:a‘_ FILTE
N RN s

® T 4 4 ehid & (detection) ~ 4 47 (analysis) %
#% (exposure)

® it £ i¥ (cooperation) ¥ £ %t & (joint responses )
[ R

@ g f&&x T Lz g% (online platforms and industry )
mb IF'J P\':'}%;IL”L‘IE" T2 NN

disinformation

37 E—(E H#4E ¢ https://ec.europa.eu/digital-single-market/en/news/first-monthly-intermediate-
results-eu-code-practice-against-disinformation - 55 — ([ H #}45 : https://ec.europa.eu/digital-
single-market/en/news/second-monthly-intermediate-results-eu-code-practice-against-
disinformation < 58 =1 H ##45 : https://ec.europa.eu/digital-single-market/en/news/third-monthly-
intermediate-results-eu-code-practice-against-disinformation o S5 VU{f# H < :
https://ec.europa.eu/digital-single-market/en/news/fourth-intermediate-results-eu-code-practice-
against-disinformation o 5 71 { H ¥4 : https://ec.europa.eu/digital-single-market/en/news/last-
intermediate-results-eu-code-practice-against-disinformation -

3B BEANNFEEEEZE SN, © https://ec.europa.eu/digital-single-market/en/tackling-online-
disinformation -

22


https://ec.europa.eu/digital-single-market/en/news/roadmaps-implement-code-practice-disinformation
https://ec.europa.eu/digital-single-market/en/news/first-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/first-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/second-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/second-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/second-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/third-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/third-monthly-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/fourth-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/fourth-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/last-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/news/last-intermediate-results-eu-code-practice-against-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation

® B < Bt L ennak (awareness) % # 2 4
BN (sometal resilience )

HF % A4 2018 & 4 ? (f3idpp B i i)
( Communication on Tackling Online Disinformation) i=# ¢ >
wE )I} N ;%;; # o A4k ¢ (civil society ) 2 4+ 3% F* ( Private sector )
BApHRE Y g d gy 4 A 50 B 2019 # g
< HEH R R RN A RNEBE L B sds o

s (P FEBERLE%) (EUCodeof Practice Against

Disinformation) <> p %

TR ERI( BRI E R LR R ) N F AT
# % (PREAMBLE)

1y

RHwmELAR €M TiAsl Bl wp 5 i (1
T AL s i Ao(communication) | ) ~ F & & mr;ﬂggﬁ . 2018
£61 P BHEEELRH METMNEL ZFIRBEALE
Bd R PRTERI2 EBER DY FFBERLESE (&
Ex) - (BFA) Az a o Fi g O E R B
2. &4 5 E"’”'S:“)’f;’;‘i—f};éi’:;% B F 2 ek o

PArE R LR €2 (fRiApR B LT A) T 0 RAZ KA
TORELA o eE @A KRN Z éﬁ'* c‘ AN
T AV EF U B EE T (verifiably false or misleading
information) IR

@) 3 7 SR A %R
x

LB HTIF 230 4

=
¥
e

»5?0'4} ¥ m ﬁ,']ﬁ >

39 In light of the European Commission Communication "Tackling online disinformation: a European
approach" (hereafter the "Communication"), the Report of the High Level Expert Group, the Council
Conclusions of 28 June 2018, and the various important initiatives taking place across Europe to
address the challenges posed by the dissemination of disinformation, the companies and associations
listed on Annex 1 ("Signatories") of this code of practice (the "Code") recognise their role in
contributing to solutions to the challenges posed by disinformation.

40 As provided under the Commission's Communication, for the purpose of this Code, the
Commission as well as the High Level Expert Group in its report define "Disinformation" as "verifiably
false or misleading information" which, cumulatively,

(a) "Is created, presented and disseminated for economic gain or to intentionally deceive the public";
and

(b) "May cause public harm", intended as "threats to democratic political and policymaking processes
as well as public goods such as the protection of EU citizens' health, the environment or security".
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41 The notion of "Disinformation" does not include misleading advertising, reporting errors, satire and
parody, or clearly identified partisan news and commentary, and is without prejudice to binding legal
obligations, self-regulatory advertising codes, and standards regarding misleading advertising.

42 The Signatories recognise and agree with the Commission’s conclusions that "the exposure of
citizens to large scale Disinformation, including misleading or outright false information, is a major
challenge for Europe. Our open democratic societies depend on public debates that allow well-
informed citizens to express their will through free and fair political processes".

43 As the Commission repeatedly acknowledges in the Communication,[7] the Signhatories are mindful
of the fundamental right to freedom of expression and to an open Internet, and the delicate balance
which any efforts to limit the spread and impact of otherwise lawful content must strike.

4 In recognition that the dissemination of Disinformation has many facets and is facilitated by and
impacts a very broad segment of actors in the ecosystem, all stakeholders have roles to play in
countering the spread of Disinformation.
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4 It is in this spirit that the Signatories have drafted the present Code and its Annexes, which is an
integral part of this Code, and hereby commit themselves to adhere to the relevant commitments
listed next to their name. Given the breadth of the commitments outlined in the Code and the
heterogeneous range of stakeholders involved, Signatories will sign up only to commitments which
correspond to the product and/or service they offer, their role in the value chain, their technical
capabilities and their liability regimes as provided under EU Law, which vary depending on the role
they play in the creation and dissemination of the content at stake. Hence, the Code refers to the
individual Signatory that has accepted certain commitments as indicated on Annex 1 with the
expression "Relevant Signatory". This does not commit all Signatories of the Code to sign up to every
commitment. Annex 2 sets out existing best practices. Signatories agree that the Annex might
periodically be amended in the light of market, technical and other developments.

6 The Signatories recognize that because the various Signatories operate differently, with different
purposes, technologies and audiences, the Code allows for different approaches to accomplishing the
spirit of the provisions herein.

47 The Signatories recognise that trade associations that have signed this Code are not entering into
obligations on behalf of their members. However, these associations commit to make their members
fully aware of this Code, and encourage them to join it or respect its principles, as appropriate.

48 The application of this Code is limited for each Signatory to services provided in the States that are
Contracting Parties to the European Economic Area.

W OBDSER  FATHETE » RIS

50 Signatories, including signatory associations, commit to undertake the actions provided for by this
Code in a manner that ensures full compliance with EU and national competition law. By way of
example, Signatories must not discuss, communicate or exchange any commercially sensitive
information. This includes non-public information on: prices; marketing and advertising strategy; costs
and revenues; trading terms and conditions with third parties (including purchasing strategy); terms of
supply; trade programmes or distribution strategy.
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51 The Code shall apply within the framework of existing laws of the EU and its Member States and
must not be construed in any way as replacing or interpreting the existing legal framework, and, in
particular (but not limited to):

- The EU Charter of Fundamental Rights;

- The European Convention on Human Rights;

- Directive 2000/31/EC, with particular reference to Articles 12 to 15, which shall apply to any
obligation of this Code targeting or assumed by mere conduits, caching providers, or hosting
providers such as providers of network, search engines, browsers, online blogging platforms, online
forums, video-sharing platforms, social media, etc.;

- Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data;

- Directive 2005/29/EC concerning unfair business-to-consumer commercial practices in the internal

- Directive 2006/114/EC concerning misleading and comparative advertising;
- The case law of the CJEU and ECHR on the proportionality of measures designed to limit access to
and circulation of harmful content.
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52 The purpose of this Code is to identify the actions that Signatories could put in place in order to
address the challenges related to "Disinformation."

53 In line with the Commission's Communication, the Signatories of the Code of Practice recognise the
importance of efforts to:

(i) Include safeguards against Disinformation;

(i) Improve the scrutiny of advertisement placements to reduce revenues of the purveyors of
disinformation;

(iii) Ensure transparency about political and issue-based advertising, also with a view to enabling
users to understand why they have been targeted by a given advertisement;

(iv) Implement and promote reasonable policies against misrepresentation;

(v) Intensify and demonstrate the effectiveness of efforts to close fake accounts and establish clear
marking systems and rules for bots to ensure their activities cannot be confused with human
interactions;

(vi) Intensify and communicate on the effectiveness of efforts to ensure the integrity of services with
regards to accounts whose purpose and intent is to spread Disinformation, as per specifics assessed
and determined by the Relevant Signatory, and consistently with Article 8 of the European
Convention on Human Rights, the fundamental right of anonymity and pseudonymity, and the
proportionality principle.

(vii) Consistently with Article 10 of the European Convention on Human Rights and the principle of
freedom of opinion, invest in technological means to prioritize relevant, authentic, and accurate and
authoritative information where appropriate in search, feeds, or other automatically ranked
distribution channels. Be that as it may, Signatories should not be compelled by governments, nor
should they adopt voluntary policies, to delete or prevent access to otherwise lawful content or
messages solely on the basis that they are thought to be "false".

(viii) Ensure transparency with a view to enabling users to understand why they have been targeted
by a given political or issue-based advertisement, also through indicators of the trustworthiness of
content sources, media ownership and/or verified identity.

(ix) Dilute the visibility of disinformation by improving the findability of trustworthy content.

(x) Consider empowering users with tools enabling a customized and interactive online experience so
as to facilitate content discovery and access to different news sources representing alternative
viewpoints, also providing them with easily-accessible tools to report Disinformation.

(xi) Take the reasonable measures to enable privacy-compliant access to data for fact- checking and
research activities and to cooperate by providing relevant data on the functioning of their services
including data for independent investigation by academic researchers and general information on
algorithms.
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54 This Code is without prejudice to other initiatives aiming at tackling Disinformation on platforms.
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55 This Code is agreed in good faith between the Signatories, building on a fair and honest
representation of their intentions. For the sake of allowing a more comprehensive understanding of
the Code, the commitments listed in the following paragraph are introduced by an explanation of the
detailed purposes and context related to each group of commitments in the five relevant fields
addressed by the Code.

% Whereas:

- The Signatories recognise the objectives outlined in the Communication, and bearing in mind that
the commercial aspect is only one of the many facets of Disinformation, the Signatories acknowledge
the need to "significantly improve the scrutiny of advertisement placements, notably in order to
reduce revenues of the purveyors of Disinformation".

- Relevant Signatories will use commercially reasonable efforts to implement policies and processes;
not to accept remuneration from, or otherwise promote accounts and websites which consistently
misrepresent information about themselves.

- The Signatories recognise that all parties involved in the buying and selling of online advertising and
the provision of advertising-related services need to work together to improve transparency across
the online advertising ecosystem and thereby to effectively scrutinise, control and limit the
placement of advertising on accounts and websites belonging to purveyors of Disinformation.

- Avoiding the misplacement of advertising on online Disinformation sites requires further refinement
of already widely used brand safety tools to successfully continue to meet this challenge, in
recognition of the nature of this content.

- The signatories recognise that indicators of trustworthiness and information from fact checking
organizations and the new independent network of fact checkers facilitated by the European
Commission upon its establishment can provide additional data points on purveyors of
disinformation.
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57 Therefore, the Signatories of this Code commit to the following:
1. Relevant Signatories commit to deploy policies and processes to disrupt advertising and
monetization incentives for relevant behaviours, such as misrepresenting material information about
oneself or the purpose of one’s properties. These policies and processes can include, for example, the
restriction of advertising services or limiting paid placements, and could potentially take place in
partnership with fact-checking organizations. Such policies and processes may, as appropriate:

(a) Promote and/or include the use of brand safety and verification tools;

(b) Enable engagement with third party verification companies;
(c) Assist and/or allow advertisers to assess media buying strategies and online reputational risks;

(d) Provide advertisers with necessary access to client-specific accounts to help enable them to
monitor the placement of ads and make choices regarding where ads are placed.
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%8 Whereas:

- The Signatories acknowledge the Communication’s call to recognise the importance of ensuring
transparency about political and issue-based advertising.

- Such transparency should be ensured also with a view to enabling users to understand why they
have been targeted by a given advertisement

- Signatories recognize that approaches to issue-based advertising developed should be reflective of
the European market for political and issue-based advertising, and take note of the European
Commission Recommendation on election cooperation networks, online transparency, protection
against cybersecurity incidents and fighting disinformation campaigns in the context of elections to
the European Parliament

%9 Therefore, the Signatories of this Code commit to the following:

2. Signatories commit to keep complying with the requirement set by EU and national laws, and
outlined in self-regulatory Codes,[10] that all advertisements should be clearly distinguishable from
editorial content, including news, whatever their form and whatever the medium used. When an
advertisement appears in a medium containing news or editorial matter, it should be presented in
such a way as to be readily recognisable as a paid-for communication or labelled as such.

3. Relevant Signatories commit to enable public disclosure of political advertising (defined as
advertisements advocating for or against the election of a candidate or passage of referenda in
national and European elections), which could include actual sponsor identity and amounts spent.
4. Relevant Signatories commit to use reasonable efforts towards devising approaches to publicly
disclose "issue-based advertising". Such efforts will include the development of a working definition of
"issue-based advertising" which does not limit reporting on political discussion and the publishing of
political opinion and excludes commercial advertising. Given the implications related to freedom of
expression, Signatories encourage engagement with expert stakeholders to explore approaches that
both achieve transparency but also uphold fundamental rights. The work to develop this definition
shall not interfere with the areas covered by advertising self-regulatory organisations.
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50 Whereas:

- In line with the European Commission Communication, the Signatories recognise "the importance of
intensifying and demonstrating the effectiveness of efforts to close fake accounts" as well as the

importance of establishing "clear marking systems and rules for bots to ensure their activities cannot
be confused with human interactions".

- Relevant Signatories recognise the importance of ensuring that online services include and promote
safeguards against Disinformation.

- Relevant Signatories underline an ongoing commitment that, before launching new services, they
consider implementing and promoting safeguards against misrepresentation.

- Relevant Signatories consider reviewing existing services to ensure that such safeguards are likewise
implemented, to the extent possible.

- Relevant Signatories should intensify and demonstrate the effectiveness of efforts to ensure the
integrity of services with regards to accounts whose purpose and intent is to spread Disinformation
whose specifics should be assessed and determined by the Relevant Signatory.

- Consistently with Article 8 of the European Convention on Human Rights, Signatories should not be
prohibited from enabling anonymous or pseudonymous use of accounts and services.
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61 Therefore, the Signatories of this Code commit to the following:

5. Relevant Signatories commit to put in place clear policies regarding identity and the misuse of
automated bots on their services and to enforce these policies within the EU. Such measures could
include some of the measures in the Annex 2 to this Code.

6. Relevant Signatories commit to put in place policies on what constitutes impermissible use of
automated systems and to make this policy publicly available on the platform and accessible to EU
users.

62 Whereas:

- Consistently with Article 10 of the European Convention on Human Rights[13] and the principle of
freedom of opinion, Signatories should not be compelled by governments, nor should they adopt
voluntary policies, to delete or prevent access to otherwise lawful content or messages solely on the
basis that they are thought to be "false".

- The Signatories of this Code recognise the importance of diluting the visibility of Disinformation by
improving the findability of trustworthy content and consider that users should be empowered with
tools enabling a customized and interactive online experience so as to facilitate content discovery and
access to different news sources representing alternative viewpoints, and should be provided with
easily-accessible tools to report Disinformation, as referred to in the Communication.
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- Relevant Signatories should invest in technological means to prioritize relevant, authentic, and
authoritative information where appropriate in search, feeds, or other automatically ranked
distribution channels.

- The Signatories of this Code recognise that transparency should be ensured with a view to enabling
users to understand why they have been targeted by a given political or issue-based advertisement.

- Such transparency should reflect the importance of facilitating the assessment of content through
indicators of the trustworthiness of content sources, media ownership and verified identity. These
indicators should be based on objective criteria and endorsed by news media associations, in line with
journalistic principles and processes.

- The signatories recognise the ongoing legislative work to develop standards for transparency about
the main parameters of ranking included in the draft Platform to Business Regulation as well as the
work being carried out by the EU Artificial Intelligence Expert Group as well as the EU consumer
acquis.

83 Therefore, the Signatories of this Code commit to the following:

7. Relevant Signatories commit to invest in products, technologies and programs such as those
referred to in Annex 2 to help people make informed decisions when they encounter online news that
may be false, including by supporting efforts to develop and implement effective indicators of
trustworthiness in collaboration with the news ecosystem.
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8. Relevant Signatories commit to invest in technological means to prioritize relevant, authentic and
authoritative information where appropriate in search, feeds, or other automatically ranked
distribution channels.

9. Relevant Signatories commit to invest in features and tools that make it easier for people to find
diverse perspectives about topics of public interest.

10. Signatories commit to partner with civil society, governments, edtional institutions, and other
stakeholders to support efforts aimed at improving critical thinking and digital media literacy.

11. Signatories commit to encourage market uptake of tools that help consumers understand why
they are seeing particular advertisements.

84 Whereas:

In line with the HLEG Report and the Communication, the Signatories of this Code acknowledge the
importance to "take the necessary measures to enable privacy- compliant access to data for fact-
checking and research activities" and to "cooperate by providing relevant data on the functioning of
their services, including data for independent investigation by academic researchers and general
information on algorithms."
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85 Therefore, the Signatories of this Code commit to the following:

CEE:

12. Relevant Signatories commit to support good faith independent efforts to track Disinformation
and understand its impact, including the independent network of fact- checkers facilitated by the
European Commission upon its establishment. This will include sharing privacy protected datasets,
undertaking joint research, or otherwise partnering with academics and civil society organizations if

relevant and possible.

13. Relevant Signatories commit not to prohibit or discourage good faith research into Disinformation

and political advertising on their platforms.

14. Relevant Signatories commit to encourage research into Disinformation and political advertising.
15. Relevant Signatories commit to convene an annual event to foster discussions within academia,

the fact-checking community and members of the value chain.
%6 The following set of Key Performance Indicators shall apply to the Relevant Signatories with
respect to their respective commitments.
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67 16. Relevant Signatories commit to write an annual account of their work to counter
Disinformation in the form of a publicly available report reviewable by a third party. The report may
include details of any measures taken and the progress made by the Signatories to improve
transparency regarding Disinformation, such as:

a. In line with the Commitment under No. 1 above, policies and enforcement activities in relation to
reducing monetisation opportunities for providers of disinformation;

b. In line with Commitments under paragraph II.B. above, measures to improve the visibility to
consumers of instances of political advertising;

c. In line with Commitments under paragraphs II.C. above, measures to integrate and roll-out policies
in relation to the integrity of their services in the context of Disinformation;

d. In line with Commitments under paragraph II.D. above, measures to empower consumers with
products, tools, technologies and programmes;

e. In line with Commitments under paragraph II.D., "measurement of consumer awareness/concerns
about disinformation";

f. In line with Commitment Under No. 9 above, provide people with tools to find diverse perspectives
about topics of public interest;

g. In accordance with the Commitment under paragraph II.E. above measures to improve the ability
of researchers and civil society groups to monitor the scope and scale of political advertising;

h. In line with Commitment under No. 10 above, to encourage training of people in critical thinking
and digital media and skills;

i. In line with Commitments under paragraph II.E. above, efforts to support good faith research and/or
the network of fact-checkers in a given year by Relevant Signatories.
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68 17. In the specific case of advertisers, the World Federation of Advertisers (WFA) will provide
aggregated reporting to track and identify the different brand safety activities and policies employed
by brand owners.

9 18. In the specific case of advertising agencies, the European Association of Communications
Agencies (EACA) will provide aggregated reporting to track and identify the different brand safety
activities and policies employed by advertising agencies, including the promotion of relevant tools,
collaboration with third party verification companies, as well as methods to assess media buying
strategies and to make choices about ad placements relative to the associated online disinformation

70 19, |AB Europe will provide aggregated reporting to track and identify different brand safety
activities and policies used by its members and those of European National IABs, which include
stakeholders from across the online advertising ecosystem.

71 20. Signatories commit to select an objective 3rd party organization to review the annual self-
assessment reports submitted by the Relevant Signatories, and evaluate the level of progress made
against the Commitments, which would include accounting for commitments signed on to.
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72.21. In line with Commitment Il. B No. 4, Relevant Signatories shall work with the European
Commission and other key stakeholders to endeavour to develop a working definition, which will
inform the most effective approaches that both achieve transparency but also uphold fundamental
rights in order to make meaningful progress towards devising approaches to publicly disclose "issue-
based advertising".

73 The signature of the Code of Practice will be followed by an assessment period of 12 months,
during which the Signatories will meet regularly to analyse its progress, implementation and
functioning.

7 The Signatories will meet at the end of the assessment period to evaluate the effectiveness of the
Code of Practice in connection with each of the commitments set forth above. They will discuss the
continuation of the Code and, if appropriate, discuss and propose follow-up actions. These follow-up
actions may include changes to how the Signatories' efforts under the Code, and Code's impact on
Disinformation, are monitored. The results of this evaluation will be summarised in a report, which
will include conclusions on the Relevant Signatories' own commitments and KPls.

7> After the assessment period, the Signatories will meet annually to review the Code and to take
further steps if necessary. They may meet more frequently, should they deem it necessary, to discuss
the functioning of the Code. Reports may be drawn up to take stock of the Code's functioning and
effectiveness.

76 The Signatories agree to cooperate with the European Commission in assessing the reporting on
the functioning of the Code. This cooperation may include:

- Making available appropriate information upon request;

- Informing the Commission of the signature or withdrawal of any Signatories; - Responding to the
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Commission's questions and consultations;

- Discussing the above-mentioned assessment and reports in meetings of the

Signatories; and

- Inviting the Commission to all such meetings.

77 This Code only applies to the Signatories. Additional signatories may sign the Code at any time.

Candidate signatories must present their activities to the existing Signatories and indicate how they

intend to comply with the Code's requirements.

78 A Signatory may withdraw from the Code or from specific commitments within the Code at any
time, by notifying the European Commission and the other Signatories. Such a withdrawal will not
have the effect of terminating the Code between the other Signatories.

7® Each Sighatory may at any time inform the other Signatories that it believes a Signatory is not

complying with its commitments under the Code, and of the grounds for this belief. The Signatories

i

£S5 s

|

W

«'-'\4

may decide to consider the matter in a plenary meeting. Having heard the Signatory concerned, and

after concluding on objective grounds that this Signatory is not willing to respect its commitments

under the Code, after all reasonable avenues have been explored, the Signatories may invite such a
Signatory to withdraw from the Code. The Signatories will inform the European Commission of this

decision.

80 The Signatories may indicate on their websites or in commercial or other communications that they
have signed the code. They can take all reasonable measures to make their business contacts aware of
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the existence of the Code.

81 This Code will become effective and will enter into force one month from its signature.

82 Any changes to this Code must be agreed by all the Signatories.

8 The Code has an indefinite duration, subject to the Signatories' agreement to continue following
their annual review of the Code.

84 Signed in Brussels, on xx September 2018
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8 Provide users with “honest, clear and transparent information” about the identity and corporate
address of anyone who paid to promote informational content related to a “debate of national

87 Provide users with “honest, clear and transparent information” about the use of personal data in
the context of promoting content related to a “debate of national interest”

8 Make public the amount of payments received for the promotion of informational content when
these amounts are above a certain threshold.

8 During the three months preceding an election, a judge may order “any proportional and necessary
measure” to stop the “deliberate, artificial or automatic and massive” dissemination of fake or
misleading information online.

%0 A public prosecutor, a candidate, a political group or party, or any person with standing can bring a
fake news case before the judge, who must rule on the motion within forty-eight hours.
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97 Network Enforcement Act (Netzdurchsetzunggsetz, NetzDG)
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# [ 58 3352 ff H (Federal Law Gazette |, p. 3352 ff. ) -

% Article 1: Act to Improve Enforcement of the Law in Social Networks (Network Enforcement Act)
100 Section: Scope

101 (1) This Act shall apply to telemedia service providers which, for profit-making purposes, operate
internet platforms which are designed to enable users to share any content with other users or to
make such content available to the public (social networks). Platforms offering journalistic or editorial
content, the responsibility for which lies with the service provider itself, shall not constitute social
networks within the meaning of this Act. The same shall apply to platforms which are designed to
enable individual communication or the dissemination of specific content.

102 (2) The provider of a social network shall be exempt from the obligations stipulated in sections 2
and 3 if the social network has fewer than two million registered users in the Federal Republic of
Germany.

55



% 185 0% % % 187 i ~ % 241 i % 26915 > ¥ A s ALFEP L L

2103 ,
gﬂ
,,—a,; = éﬁ 24 X ”}104
¥ - I8
PAERREE YT & cPAgB 100 2R FTAN G2 Y R
B X E L - ﬁli’tgﬂ;{% LR AR BRI S g E
ARG RRRLAILS N L L F R § AR D
fiﬁﬂ’i&&ﬁ_wmm@wf—%@ AR 2P G
T 7 Bzt 23R (the Federal Gazette) + % 3ZAX# it T 5 91
skt oo TFAEL sk b L gL AT IR BB R A

P T;Y?': T—'f 105

§F4 ‘t\/’é/g—r}‘]i;IEEllOG:

103 (3) Unlawful content shall be content within the meaning of subsection (1) which fulfils the

requirements of the offences described in sections 86, 86a, 89a, 91, 100a, 111, 126, 129 to 129b, 130,
131, 140, 166, 184b in connection with 184d, 185 to 187, 241 or 269 of the Criminal Code and which
is not justified.

104 Section 2 Reporting obligation

105 (1) Providers of social networks which receive more than 100 complaints per calendar year about
unlawful content shall be obliged to produce half-yearly German-language reports on the handling of
complaints about unlawful content on their platforms, covering the points enumerated in subsection
(2), and shall be obliged to publish these reports in the Federal Gazette and on their own website no
later than one month after the half-year concerned has ended. The reports published on their own
website shall be easily recognisable, directly accessible and permanently available.

106 (2) The reports shall cover at least the following points:

general observations outlining the efforts undertaken by the provider of the social network to
eliminate criminally punishable activity on the platform,

description of the mechanisms for submitting complaints about unlawful content and the criteria
applied in deciding whether to delete or block unlawful content,

number of incoming complaints about unlawful content in the reporting period, broken down
according to whether the complaints were submitted by complaints bodies or by users, and according
to the reason for the complaint,

organisation, personnel resources, specialist and linguistic expertise in the units responsible for
processing complaints, as well as training and support of the persons responsible for processing
complaints,

membership of industry associations with an indication as to whether these industry associations
have a complaints service,

number of complaints for which an external body was consulted in preparation for making the
decision,

number of complaints in the reporting period that resulted in the deletion or blocking of the content
at issue, broken down according to whether the complaints were submitted by complaints bodies or
by users, according to the reason for the complaint, according to whether the case fell under section
3 subsection (2) number (3) letter (a), and if so, whether the complaint was forwarded to the user,
and whether the matter was referred to a recognised self-regulation institution pursuant to section 3
subsection (2) number (3) letter (b),
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time between complaints being received by the social network and the unlawful content being
deleted or blocked, broken down according to whether the complaints were submitted by complaints
bodies or by users, according to the reason for the complaint, and into the periods “within 24
hours”/“within 48 hours”/“within a week”/“at some later point”,

measures to inform the person who submitted the complaint, and the user for whom the content at
issue was saved, about the decision on the complaint.
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107 Section 3: Handling of complaints about unlawful content

108

(1) The provider of a social network shall maintain an effective and transparent procedure for

handling complaints about unlawful content in accordance with subsections (2) and (3). The provider
shall supply users with an easily recognisable, directly accessible and permanently available procedure

for submitting complaints about unlawful content.
109 (2) The procedure shall ensure that the provider of the social network:

takes immediate note of the complaint and checks whether the content reported in the complaint is

unlawful and subject to removal or whether access to the content must be blocked,

removes or blocks access to content that is manifestly unlawful within 24 hours of receiving the

complaint; this shall not apply if the social network has reached agreement with the competent law
enforcement authority on a longer period for deleting or blocking any manifestly unlawful content,
removes or blocks access to all unlawful content immediately, this generally being within 7 days of

receiving the complaint; the 7-day time limit may be exceeded if

a) the decision regarding the unlawfulness of the content is dependent on the falsity of a factual
allegation or is clearly dependent on other factual circumstances; in such cases, the social network

can give the user an opportunity to respond to the complaint before the decision is rendered;

b) the social network refers the decision regarding unlawfulness to a recognised self-regulation

institution pursuant to subsections (6) to (8) within 7 days of receiving the complaint and agrees to

accept the decision of that institution,

in the case of removal, retains the content as evidence and stores it for this purpose within the scope

of Directives 2000/31/EC and 2010/13/EU for a period of ten weeks,

immediately notifies the person submitting the complaint and the user about any decision, while also

providing them with reasons for its decision,
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110 https://www.ncc.gov.tw/chinese/files/10083/1954 16870 100830 1.pdf

111 (3) The procedure shall ensure that each complaint, along with the measure taken to redress the
situation, is documented within the scope of Directives 2000/31/EC and 2010/13/EU.

112 (4) The handling of complaints shall be monitored via monthly checks by the social network’s
management. Any organisational deficiencies in dealing with incoming complaints shall be
immediately rectified. The social network’s management shall offer the persons tasked with the
processing of complaints training courses and support programmes delivered in the German language
on a regular basis, this being no less than once every six months.

113 (5) The procedures in accordance with subsection (1) may be monitored by an agency tasked to do
so by the administrative authority named in section 4.
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114
if
the independence and expertise of its analysts are ensured,

appropriate facilities are in place and prompt analysis within a 7-day period is guaranteed,

it has rules of procedure which regulate the scope and structure of the analysis, stipulate the
submission requirements of the affiliated social networks, and provide for the possibility to review
decisions,

a complaints service has been set up, and

the institution is funded by several social network providers or establishments, guaranteeing that the
appropriate facilities are in place. In addition, the institution must remain open to the admission of
further providers, of social networks in particular.

115 (7) Decisions leading to the recognition of self-regulation institutions shall be rendered by the
administrative authority named in section 4.

116 (8) Recognition can be wholly or partly withdrawn or tied to supplementary requirements if any of
the conditions for recognition are subsequently no longer met.

(6) An institution shall be recognised as a self-regulation institution within the meaning of this Act
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117" (9) The administrative authority named in section 4 can also stipulate that the possibility for a
social network provider to refer decisions in accordance with subsection (2) number (3) letter (b) is
barred for a specified period if there is a reasonable expectation that the provider in question will not
fulfil the obligations under subsection (2) number (3) by affiliating itself with the system of self-
regulation.

118 Section 4: Provisions on regulatory fines

119 (1) A regulatory offence shall be deemed to have been committed by any

person who, intentionally or negligently,

in contravention of section 2(1) sentence 1, fails to produce a report, to produce it correctly, to
produce it completely or to produce it in due time, or fails to publish it, to publish it correctly, to
publish it completely, to publish it in the prescribed form or to publish it in due time,

in contravention of section 3(1) sentence 1, fails to provide, to provide correctly or to provide
completely, a procedure mentioned therein for dealing with complaints submitted by complaints
bodies or by users whose place of residence or seat is located in the Federal Republic of Germany,

in contravention of section 3(1) sentence 2, fails to supply a procedure mentioned therein or to
supply it correctly,

in contravention of section 3(4) sentence 1, fails to monitor the handling of complaints or to monitor
it correctly,

in contravention of section 3(4) sentence 2, fails to rectify an organisational deficiency or to rectify it
in due time,

in contravention of section 3(4) sentence 3, fails to offer training or support or to offer them in due
time, or

in contravention of section 5, fails to name a person authorised to receive service in the Federal
Republic of Germany or fails to name a person in the Federal Republic of Germany authorised to
receive information requests from German law enforcement authorities, or

in contravention of section 5 subsection (2), second sentence, fails to respond to requests for
information while acting as the person authorised to receive service.
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120 (2) In cases under subsection (1) numbers 7 and 8, the regulatory offence may be sanctioned with

a regulatory fine of up to five hundred thousand euros, and in other cases under subsection (1) with a
regulatory fine of up to five million euros. Section 30(2) sentence 3 of the Act on Regulatory Offences

shall apply.

121 (3) The regulatory offence may be sanctioned even if it is not committed in the Federal Republic of
Germany.
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122 (4) The administrative authority within the meaning of section 36(1) number 1 of the Act on

Regulatory Offences shall be the Federal Office of Justice. The Federal Ministry of Justice and
Consumer Protection, in agreement with the Federal Ministry of the Interior, the Federal Ministry for
Economic Affairs and Energy and the Federal Ministry of Transport and Digital Infrastructure, shall
issue general administrative principles on the exercise of discretion by the regulatory fine authority in
initiating regulatory fine proceedings and in calculating the fine.

123 (5) If the administrative authority wishes to issue a decision relying on the fact that content which
has not been removed or blocked is unlawful within the meaning of section 1(3), it shall first obtain a
judicial decision establishing such unlawfulness. The court with jurisdiction over the matter shall be
the court that rules on the objection to the regulatory fine order. The application for a preliminary
ruling shall be submitted to the court together with the social network’s statement. The application
can be ruled upon without an oral hearing. The decision shall not be contestable and shall be binding
on the administrative authority.

124 Section 5: Person authorised to receive service in the Federal Republic of Germany
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125 (1) Providers of social networks shall immediately name a person authorised to receive service in
the Federal Republic of Germany and shall draw attention to this fact on their platform in an easily
recognisable and directly accessible manner. It shall be possible to effect service on this person in
procedures pursuant to section 4 or in judicial proceedings before German courts on account of the
dissemination of unlawful content. The same shall also apply to the service of documents initiating
such proceedings.

126 (2) To enable the receipt of requests for information from German law enforcement authorities, a
person in the Federal Republic of Germany shall be named who is authorised to receive such requests.
The person so authorised shall be obliged to respond to such requests for information pursuant to the
first sentence within 48 hours of receipt. In cases where the requested information is not exhaustively
provided, reasons for this shall be included in the response.

127 Section 6: Transitional provisions

128 (1) The first issue of the report pursuant to section 2 shall be due in respect of the first half-year of
2018.

129 (2) The procedures pursuant to section 3 shall be introduced within three months of the entry into
force of this Act. If the social network provider does not fulfil the requirements of section 1 until some
later date, the procedures pursuant to section 3 shall be introduced within three months of this date.
130 Article 2: Amendment of the Telemedia Act

131 The Telemedia Act of 26February 2007 (Federal Law Gazette | p. 179), last amended by Article 1 of
the Act of 21 July 2016 (Federal Law Gazette | p. 1766) shall be amended as follows:
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132 1. The following subsections (3) to (5) shall be added to section 14:

133 “(3) Furthermore, the service provider may in individual cases disclose information about
subscriber data within its possession, insofar as this is necessary for the enforcement of civil law
claims arising from the violation of absolutely protected rights by unlawful content as defined in
section 1 subsection (3) of the Network Enforcement Act.

134 (4) Before information is disclosed in accordance with subsection (3), a court order on the
permissibility of such disclosure shall be obtained; this shall be requested by the injured party.
Jurisdiction for issuing any such order shall lie with the regional court, regardless of the value of the
claim. Territorial jurisdiction shall lie with the court in whose district the injured party has his domicile,
his seat or a branch office. The decision shall be rendered by the civil division. The provisions of the
Act on Proceedings in Family Matters and in Matters of Non-Contentious Jurisdiction shall apply
mutatis mutandis to the proceedings. The costs of the court order shall be borne by the injured party.
The remedy of immediate complaint is admissible in respect of the regional court decision.

135 (5) The service provider shall be involved as an interested party in proceedings pursuant to
subsection (4). It may inform the user that proceedings have been instigated.”

136 2. In section 15 subsection (5), the fourth sentence shall be worded as follows: “Section 14
subsections (2) to (5) shall apply mutatis mutandis.”
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137 Article 3: Entry Into force

138 This Act shall enter into force on 1 October 2017.
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139 |n Ireland, lawmakers are trying to criminalize the use of bots to spread political misinformation,
Daniel Funke, December 8, 2017. Visit: https://www.poynter.org/fact-checking/2017/in-ireland-
lawmakers-are-trying-to-criminalize-the-use-of-bots-to-spread-political-misinformation/
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141 SEEIE ST 0 Visit: https://www.oireachtas.ie/en/bills/bill/2017/150/

142 An Act to provide for transparency in the disclosure of information in online political advertising;
and to provide for related matters.

143 Be it enacted by the Oireachtas as follows:

144 PRELIMINARY AND GENERAL

145 Short title and commencement

1. (1) This Act may be cited as the Online Advertising and Social Media (Transparency) Act

2017.

(2) This Act shall come into operation on such day or days as the Minister may by order

or orders appoint either generally or with reference to any particular purpose or 15 provision and
different days may be so appointed for different purposes and different provisions.

146 Definitions

2. (1) In this Act—

“bot” means any item of software which is programmed to run automated tasks on an online
platform;

“Minister” means the Minister for Communications, Climate Action and Environment;

“multiple online presences” means 25 or more accounts or profiles on any online platform;
“online advertising” means any communication which is placed or promoted for a fee on an online
platform;
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“online platform” means any website, web application, or digital application (which

shall include a social network or search engine) which has 10,000 or more unique monthly visitors or
users in the State in at least six of the preceding twelve months; or,

where the online platform is targeted at a local or regional audience, has 1,000 or more unique
monthly visitors or users in the State in at least six of the preceding twelve months;

“online political advertising” means online advertising which is directed towards a political end;
“Register of Political Parties” means the register provided for in section 25 of the Electoral Act 1992 as
substituted by section 11 of the Electoral (Amendment) Act 2001 and as amended by the Electoral
(Amendment) (Political Funding) Act 2012;

“transparency notice” has the meaning assigned to it in section 4.

(2) For the purposes of this Act, a matter is directed towards a political end if it communicates a
message that promotes a candidate or candidates for public office in

an election within the State or a political party registered on the Register of Political Parties, or if it
promotes a message on a matter of political interest or importance or a matter which, at the time
when the online advertising is placed or promoted, is before

or intended to be before either House of the Oireachtas or the Northern Ireland Assembly or the
European Parliament or a local authority within the State or to be the subject matter of a referendum
or which has any relation to an industrial dispute going

on within the State, but a matter is not directed towards a political end if it is contained in online
advertising placed or promoted at the request of the Referendum Commission in relation to a matter
referred to in section 3 of the Referendum Act 1998 concerning a referendum.

(3) For the purposes of this Act, an online platform is targeted at a local or regional audience if the
primary intended audience of the online platform is not the entire territory of the State but a
particular community, town, county or group of counties within the State.
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147 TRANSPARENCY IN ONLINE POLITICAL ADVERTISING

148 Requirement for online political advertising to display a transparency notice

3. (1) Online political advertising shall display a transparency notice as provided for in section 4 and it
shall be the obligation of the online platform which displays the online political advertising to ensure
that such a transparency notice is displayed.

(2) Online political advertising shall not be paid for from monies provided out of the Central Fund or
the growing produce thereof or from monies voted by the Oireachtas.
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4. (1) For the purposes of this Act, a transparency notice shall be a notice that displays in a 35

clear and conspicuous manner—

(a) the name and address of the person, company, organisation or entity (whether that entity has

legal personality or otherwise) who paid for the online political advertising,
(b) a description of the audience targeted by the online political advertising,
(c) such other information as the Minister may by order provide.

(2) (a) An order made under subsection (1)(c) shall be laid before each House of the Oireachtas as

soon as practicable after it is made.

(b) Either House of the QOireachtas may, within 21 sitting days after the day on which an order was laid

before it in accordance with paragraph (a), pass a resolution annulling the order.

(c) The annulment under paragraph (b) of an order takes effect immediately on the passing of the
resolution concerned, but does not affect anything that was done under the order before the passing

of the resolution.

(3) For purposes of this Act, a notice shall not be deemed to be displayed in a clear and conspicuous

manner if it is difficult to read or if the placement is easily overlooked.
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150 Transparency notice — obligation to provide information and related offences

5. (1) Any person who requests to purchase online political advertising shall provide to the online
platform to which the request is made such information as is necessary for the online platform to
comply with its obligations under section 3.

(2) Any person who requests to purchase online political advertising and who knowingly provides to
the online platform to which the request is made false or misleading information for the purposes of
the online platform complying with its obligations under section 3 shall be guilty of an offence.

(3) A person found guilty of an offence under this section shall be liable—

(a) on summary conviction to a fine not exceeding €500 or, at the discretion of the court, to
imprisonment for a period not exceeding six months or to both such fine and such imprisonment, or
(b) on conviction on indictment to a fine not exceeding €10,000 or, at the discretion of the court, to
imprisonment for a period not exceeding five years or to both

such fine and such imprisonment.

(4) No proceedings for an offence under this section shall be brought except by, or with the consent
of, the Director of Public Prosecutions.

151 Offence of using a bot to cause multiple online presences directed towards a political end to
present as an individual account or profile on an online platform

6. (1) Any person who knowingly uses a bot, or causes a bot to be used, in such a way as to cause
multiple online presences that are directed towards a political end to present to a user of an online
platform as an individual account or profile on any online platform (b) on conviction on indictment to
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a fine not exceeding €10,000 or, at the discretion of the court, to imprisonment for a period not
exceeding five years or to both such fine and such imprisonment.

(3) No proceedings for an offence under this section shall be brought except by, or with

the consent of, the Director of Public Prosecutions.

shall be guilty of an offence.

(2) A person found guilty of an offence under this section shall be liable—

(a) on summary conviction to a fine not exceeding €500 or, at the discretion of the court, to
imprisonment for a period not exceeding six months or to both such fine and such imprisonment, or
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152 |nitiatives to Counter Fake News in Selected Countries, The Law Library of Congress, Global Legal
Research Directorate, April 2019, p.49 -
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153 DTN N E Brett Milano, October 29, 2019, Israeli Supreme Court Justice on combatting
propaganda in elections, Harvard Law Today: https://today.law.harvard.edu/israeli-supreme-court-
justice-on-combatting-propaganda-in-elections/

75


https://today.law.harvard.edu/israeli-supreme-court-justice-on-combatting-propaganda-in-elections/
https://today.law.harvard.edu/israeli-supreme-court-justice-on-combatting-propaganda-in-elections/

iZ %%W@i# HIRLFF R -BL 24
«% EMu 3 TR FER o FEFAH
ﬁﬁiﬂﬁ\ﬁmhﬂ2m9ﬁ@$ﬁﬁ:ﬁu5

AT R ORAL A AAE AT L% R

\?»-‘-r_qk-
M- M

(\s

-~

N

SN
. F*?E?E

XS

—
=

oy
m SN

 FH A
) &é G
R

(w,

e hiE i AL Ao et B ORS %\B‘s‘i‘ Md A BN
- Bé¥e S F M ’T—J;cf‘j-mﬂ@* ) g '1‘}; v e — B
REPMFRES RERBELGET Y c G- RREERE RS
EFSEA L ERALNRAR L g ’ﬂtbé‘i%fi,ﬁ? 1959 #
e E R 7 % 5p TRl BBE L >

d R R ERBERE T e R B A
2 b T AP R 4L¢w%,%§@%ﬂﬂ\$%¢@ﬁ
* % 1= (ancientJewish law) > & FJpt 4B~ gt — (5% - @l F A

|~

|

B

=
SR
\
k

é*%é@ﬁm ‘3£%wﬂﬁﬂﬁg%im:%$$4’
TN e L BB H ﬂ%"_;\:gﬁm % Z Facebook i

?' ‘I';?:'{g\,b ,Fal,g.,L:,;v; LR o gttt s @AY - B

#41 - 3 #£414 (injunction) » #Z T T 5 kL X F

FAEALK % ﬁﬁﬂabbi%ﬂ CRFEPERH o
BaRZTa BEE 2019 EK e F R P B

P i 00 Fene ot T S X kp Lk T AR A P

2. ey @ £ 2019 & ez mf%fﬁﬁﬁ* d 3w L ERLER

ik

g‘:"h,'.)ﬁ FTHIAT B P—“PI{?E
S FRA o Bt 2w R A stk kR o

BT B L iFan-

(=) ®w%&3 (Facebook) * »# 43 £ BT H2 3
?. 14-155
2018 £ 1 * 16 p » ¥ 2 2 2 > ;% u(the Tel Aviv District
Court) R4 MIFIMA &N 7 FPad w2 (the Tel Aviv
Circuit Court) =% B % i F 2756,

154 Toi Staff, Election judge bars anonymous internet ads despite Likud objection, 28 February 2019.
Visit: https://www.timesofisrael.com/election-judge-bars-anonymous-internet-adds-despite-likud-
objection/

155 Ruth Levush, Israel: Court Distinguishes Between Facebook’s “Share” and “Like” For Defamation
Lawsuit, February 5, 2019. visit: https://perma.cc/3P24-39U6

156 CC(TA) 35757-10-16 Needaily Telecommunications Ltd. v. Yoel Shaul et al. (decision by Judge
Yashayau Shanler with Kobi Vardi and Enat Ravid concurring, Jan. 16, 2019).
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160 SEMRIE T © https://perma.cc/8XK2-VZG3

161 Article 230 (1) A person who defames another by alleging facts in public shall, regardless of
whether such facts are true or false, be punished by imprisonment or imprisonment without work for
not more than 3 years or a fine of not more than 500,000 yen.
162 Article 230-2 (1) When an act prescribed under paragraph (1) of the preceding Article is found to
relate to matters of public interest and to have been conducted solely for the benefit of the public,
the truth or falsity of the alleged facts shall be examined, and punishment shall not be imposed if they
are proven to be true.
163 Article 230-2 (3) When the act prescribed under paragraph (1) of the preceding Article is made
with regard to matters concerning a public officer or a candidate for election, punishment shall not be
imposed if an inquiry into the truth or falsity of the alleged facts is made and they are proven to be
true.
164 |nitiatives to Counter Fake News in Selected Countries, The Law Library of Congress, Global Legal
Research Directorate, April 2019, p.54 -

165 public Offices Election Act, Act No. 100 of 1950, amended by Act No. 75 of 2018.
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166 poynter, A guide to anti-misinformation actions around the world, United States. Visit:
https://www.poynter.org/ifcn/anti-misinformation-actions/#us

167 Sue Shellenbarger, Most Students Don’t Know When News Is Fake, Stanford Study Finds, Nov. 21,
2016, The Wall Street Journal. Visit: https://www.wsj.com/articles/most-students-dont-know-when-
news-is-fake-stanford-study-finds-1479752576

168 SUSAN MINICHIELLO, California now has a law to bolster media literacy in schools, September 18,
2018, The Press Democrat. Visit: https://www.pressdemocrat.com/news/8754461-181/california-
now-has-a-law?sba=AAS
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169 poynter, A guide to anti-misinformation actions around the world, United States. Visit:
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170 Mass lawmakers send civic education mandate with emphasis on Media Literacy to the governor,
August 3rd, 2018, Media Literacy Now. Visit: https://medialiteracynow.org/mass-lawmakers-send-
civic-education-mandate-with-emphasis-on-media-literacy-to-the-governor/

171 SEEIENT © https://www.congress.gov/bill/116th-congress/senate-bill/1356/text °

172 A BILL

To enhance transparency and accountability for online political advertisements by requiring those
who purchase and publish such ads to disclose information about the advertisements to the public,
and for other purposes.

Be it enacted by the Senate and House of Representatives of the United States of America in Congress
assembled,

173 SECTION 1. SHORT TITLE.

This Act may be cited as the ““Honest Ads Act”.

174 SEC. 2. PURPOSE.

The purpose of this Act is to enhance the integrity of American democracy and national security by
improving disclosure requirements for online political advertisements in order to uphold the United
States Supreme Court’s well-established standard that the electorate bears the right to be fully
informed.
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175 SEC. 3. FINDINGS.

Congress makes the following findings:

(1) On January 6, 2017, the Office of the Director of National Intelligence published a report titled
““Assessing Russian Activities and Intentions in Recent U.S. Elections”, noting that ““Russian President
Vladimir Putin ordered an influence campaign in 2016 aimed at the U.S. Presidential

election .. .”."Moscow’s influence campaign followed a Russian messaging strategy that blends covert
intelligence operation—such as cyber activity—with overt efforts by Russian Government agencies,
State-funded media, third-party intermediaries, and paid social media users or ““trolls.”

(2) On November 24, 2016, the Washington Post reported findings from 2 teams of independent
researchers that concluded Russians “exploited American-made technology platforms to attack U.S.
democracy at a particularly vulnerable moment . . . as part of a broadly effective strategy of sowing
dis- trust in U.S. democracy and its leaders.”.

(3) Findings from a 2017 study on the manipulation of public opinion through social media con-
ducted by the Computational Propaganda Research Project at the Oxford Internet Institute found that
the Kremlin is using pro-Russian bots to manipulate public discourse to a highly targeted audience.
With a sample of nearly 1,300,000 tweets, researchers found that in the 2016 election’s 3 decisive
States, propaganda constituted 40 percent of the sampled election-related tweets that went to
Pennsylvanians, 34 percent to Michigan voters, and 30 percent to those in Wisconsin. In other swing
States, the figure reached 42 percent in Missouri, 41 percent in Florida, 40 percent in North Carolina,
38 percent in Colorado, and 35 percent in Ohio.

(4) On September 6, 2017, the Nation’s largest social media platform disclosed that between June
2015 and May 2017, Russian entities purchased $100,000 in political advertisements, publishing
roughly 3,000 ads linked to fake accounts associated with the Internet Research Agency, a pro-
Kremlin organization. According to the company, the ads purchased focused ““on amplifying divisive
social and political messages . ..”.

(5) In 2002, the Bipartisan Campaign Reform Act became law, establishing disclosure requirements for
political advertisements distributed from a tele- vision or radio broadcast station or provider of cable
or satellite television. In 2003, the Supreme Court upheld regulations on electioneering
communications established under the Act, noting that such requirements “provide the electorate
with information and insure that the voters are fully informed about the person or group who is
speaking.”.

(6) According to a study from Borrell Associates, in 2016, $1,415,000,000 was spent on online
advertising, more than quadruple the amount in 2012.

(7) The reach of a few large internet plat- forms—Ilarger than any broadcast, satellite, or cable
provider—has greatly facilitated the scope and effectiveness of disinformation campaigns. For
instance, the largest platform has over 210,000,000 American users—over 160,000,000 of them on a
daily basis. By contrast, the largest cable television provider has 22,430,000 subscribers, while the
largest satellite television provider has 21,000,000 subscribers. And the most-watched television
broadcast in U.S. his- tory had 118,000,000 viewers.

(8) The public nature of broadcast television, radio, and satellite ensures a level of publicity for any
political advertisement. These communications are accessible to the press, fact-checkers, and political
opponents; this creates strong disincentives for a candidate to disseminate materially false,
inflammatory, or contradictory messages to the public. Social media platforms, in contrast, can target
portions of the electorate with direct, ephemeral advertisements often on the basis of private
information the platform has on individuals, enabling political advertisements that are contradictory,
racially or socially inflammatory, or materially false.

(9) According to comScore, 2 companies own 8 of the 10 most popular smartphone applications as of
June 2017, including the most popular social media and email services—which deliver information
and news to users without requiring proactivity by the user. Those same 2 companies accounted for
99 percent of revenue growth from digital advertising in 2016, including 77 percent of gross spending.
79 percent of online Americans—representing 68 per- cent of all Americans—use the single largest
social network, while 66 percent of these users are most likely to get their news from that site.
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(10) In its 2006 rulemaking, the Federal Election Commission noted that only 18 percent of all
Americans cited the internet as their leading source of news about the 2004 Presidential election; by
contrast, the Pew Research Center found that 65 percent of Americans identified an internet-based
source as their leading source of information for the 2016 election.

(11) The Federal Election Commission, the independent Federal agency charged with protecting the
integrity of the Federal campaign finance process by providing transparency and administering
campaign finance laws, has failed to take action to address online political advertisements.

(12) In testimony before the Senate Select Committee on Intelligence titled, ““Disinformation: A
Primer in Russian Active Measures and Influence Campaigns,” multiple expert witnesses testified that
while the disinformation tactics of foreign adversaries have not necessarily changed, social media
services now provide “platform(s] practically purpose-built for active measures[.]”” Similarly, as Gen.
(RET) Keith B. Alexander, the former Director of the National Security Agency, testified, during the
Cold War “if the Soviet Union sought to manipulate information flow, it would have to do so
principally through its own propaganda outlets or through active measures that would generate
specific news: planting of leaflets, inciting of violence, creation of other false materials and narratives.
But the news itself was hard to manipulate because it would have required actual control of the
organs of media, which took long-term efforts to penetrate. Today, however, because the clear
majority of the information on social media sites is uncurated and there is a rapid proliferation of
information sources and other sites that can reinforce information, there is an increasing likelihood
that the information available to average consumers may be inaccurate (whether intentionally or
otherwise) and may be more easily manipulable than in prior eras.”.

(13) Current regulations on political advertisements do not provide sufficient transparency to uphold
the public’s right to be fully informed about political advertisements made online.

87



A58 ¥iT - p 3 -+ ,g; R e mRED S
It 2016 # ~ F eh= AT+ (decisive States)
v sl S DM 'éii)i Fﬁg ﬁT‘JJfEL’\’ }f@\ B 40%—4\?{ HIE R

3% A B A 4T HE R~ 30% LS LB 3 [ll_tg'\
i s (swmg States) FY oA A
BT NE 42% - BTN E 41% - L_/—}L—{: B %
PNV E_40% ~ v Bt 50 E_38% ~ Ak g sk N P E
35% -

/4

o

A
w
(]
L

(4) 22017 # 9 % 6 p » A B frd X FRLFW T ;‘a%f?%
72015 # 6% 3 2017 # 5 7 R BB ATREE O
2~ (53007 %) dwiplER 2L~ TE <’JF
- £ ,];;)%, y 33 ﬂ_—b)% 2 j T ,,ta;;&;‘ug &gﬁ;g jﬁfﬁkr‘g}g
.57 7 ke (the Internet Research Agency ) 4p B enigitk
B ALEHAET 5 AT 0 R PR 4 X MFR
X AL ¢ oFs A B o

(5) 2002 & » (& ¥ $:F :x & ;2 ) (the Bipartisan Campaign
ReformAct) = 52 & 4127 TR -FHT 5~ F
MRS ETRINEFin 2 LA H R R
2003 # > BB 2B PRIpikiE k2 fp M RE
AR dy Mg e R T R B AL B g
RoAe vk 0 fEIRB L AR 0B A R I_ﬁ]%ﬁJ °

(6) 1245 Borrell Associates =1 352 3 - 2016 & s+ § £
14151 % ~ (%425 @ ¢ %) > #2012 #

o

P
RSNEEIRS

o
]
(4

P

S|

/\_

|

AT o (L ERR S FEN T RTAR
)m-g 2 RE OB ,if_@féf’?ﬁ’%@}‘ 7ﬁ pfd o
AR Bk T S AR 2R 1IF Y S
3*’-”%{3@1,&64&‘ ;;}gpti’r,ﬁ,\—’:ﬁ’rﬁﬁy}?\
',3}‘:3‘#@:)3 242]&143&'?"%”&"\?5”@‘:&?#&"%
’ﬁ241p§?”’m%l§])ﬁ!{jﬂiﬁﬂiﬁ‘§kr’%ﬁﬂ
?1?%148—]537?@&‘?\0

(8) T AR~ %‘%fr’““ T » o & e B (the public nature ) »
B RFG R L avkE - XRR - FFF AR oo
e ¥ bﬁ#:eﬁ§¢ﬁb’% LoeHREEA e KBHR
B~ Yt B#El"a Fe G A 4 T A andrd] T o

(7)

ok @3 b R
& %‘m = 53 I

e
EUA
hpaa)

88



A ”E%“/@%ﬁj%? ;\ﬁL 3”'3/\ LR fEm B T
CRAREIRA G ARESAEREEL S A AT

VTS

(9) ComScore shficdp b > £ 3 2017 £ 6 7 > 3 w -+
B X DI E S PR A2 Y AR AR s
R P o BT PR R Adet P BN SRR
— 7 z. ﬁx)»;g)\"nmﬁ iiﬁ%’gﬁ’ffm+éﬁ E3 155 3 =
T 2016 & o (bEc R e r 2 £ 199% 0 @
72 TT%n% & 30 (gross spending) o i * it i &
A(RE2EAT68%) ¢ F 79% ¥ B - B4 ik
e mHP 66%% * '*‘ﬁx}a VoA KGR E
AT o

(10) B =R:E 2 £ A ¢ (the Federal Election Commission ) %
FIRARRI P 0 0 W3 18%0E B A M-S LA 5 F OB
2004 E= B A AFEOIL R ITE KR S 4P F B 0 Pew
Research Center 4 35 65%:h% B A #-r2 g a3 4
5 2016 & B uE B £ T Kk o

(11) m=RE # L B ¢ (the Federal Election Commission) 4_
—:[a;jggvmi'rsﬁz;f# \i;gdﬁ,# e LI o
(transparency ) o ¥ I FRE F # B 140 M 2 R
(administering campaign finance laws ) % %2 55 28 3
RIS DR B E T AR T E R R
LS SRV S

(12) & fsktafrdf £ | € o0 B L @ MRS 1R % o
BEAER A BP0 kR P FRAAEN
Ig"g_’g - F_E g RRE iR BRvR o e AT
PRI A THw 1 § 59 3 fﬁ#"*@?rﬁ N i
el L e il o deR T B RE > A AL KeithB.

Alexander #-3 f /4 ) F ezg e > ek @k%piﬁﬂﬁ

HF 3w (informationflow) » v 2 3 &5 p &

E@ﬁﬁjépigﬁ4#¢jﬁ%ﬂﬁﬁ#%’érﬂﬁ

@,_%f sRE R4 S BITH I]E,\mp sl 'fr'r.(ii )y e
ATEH A Y f&ﬁiﬁf T Flaizg & ‘:‘Hﬁ*"ﬁﬁﬁrifﬂf‘! =

rﬂ#"ﬁi’m< FREPFROY I A RFE KA o d R

ﬁ’ﬁﬁ#W%%**”@’%mﬁmiiﬁwm’

89



AR KRRl B F UK A T ehe 5 LR AT
Flo - i E T EF LT ARG R
HEF ABLRLD)  ET AV A SEAL G

(13) & F 2 Bt peip B 4 it & AR B RS g P R
kAE A R AR LA A AR FUs R A g o

FR N e T L

Bl ¢ i & ey 3o

(D&aﬁ@%%ﬁ%@ﬁh’uiﬁﬁiéL,déi
B A hd E 0w %.i(g]gb%%’ﬂlt?iﬁ g:d.‘jﬁf
BEF RADER LR RZ ErFrOl LR E

APn i1 MER PSP BT T

@ ¢ 2% PERFRAP L 242 E S
= W\:f‘f";ﬂ::t/‘;)%ﬁ Fﬁg_ﬂ; 'F:_% j\,),%lm’}'g’f ’ l,('} 25

7

S nrOsE R R B AE ARG AP ) E S e

(@ﬁ@%%ﬁ?$awr%*%ﬁﬂé@%%@%ﬁw
BRI 3 v R4 SRS AL GEER L

-
Bt
T—Z

D #5k T~ R, (public Communication) s 17

Iq
\: \\

176 SEC. 4. SENSE OF CONGRESS.
It is the sense of Congress that—
(1) the dramatic increase in digital political advertisements, and the growing centrality of online
platforms in the lives of Americans, requires the Congress and the Federal Election Commission to
take meaningful action to ensure that laws and regulations provide the accountability and
transparency that is fundamental to our democracy;
(2) free and fair elections require both transparency and accountability which give the public a right
to know the true sources of funding for political advertisements in order to make informed political
choices and hold elected officials accountable; and
(3) transparency of funding for political advertisements is essential to enforce other campaign finance
laws, including the prohibition on campaign spending by foreign nationals.
177 SEC. 5. EXPANSION OF DEFINITION OF PUBLIC COMMUNICATION
(a) IN GENERAL.—Paragraph (22) of section 301 of the Federal Election Campaign Act of 1971 (52
U.S.C. 30101(22)) is amended by striking “or satellite communication’ and inserting ““satellite, paid
internet, or paid digital communication”.
(b) TREATMENT OF CONTRIBUTIONS AND EXPENDITURES.—Section 301 of such Act (52 U.S.C. 30101)
isamended—

(1) in paragraph (8)(B)—

(A) by striking “on broadcasting stations, or in newspapers, magazines, or similar types of

general public political advertising”” in clause (v) and inserting ““in any public communication”’;
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(B) by striking “broadcasting, newspaper, magazine, billboard, direct mail, or similar type of
general public communication or political advertising” in clause (ix)(1) and inserting “public
communication’’; and

(C) by striking ““but not including the use of broadcasting, newspapers, magazines, bill- boards,
direct mail, or similar types of general public communication or political advertising” in clause (x) and
inserting ““but not including use in any public communication’’; and

(2) in paragraph (9)(B)—

(A) by striking clause (i) and inserting the following:

“(i) any news story, commentary, or editorial distributed through the facilities of any broadcasting
station or any print, online, or digital newspaper, magazine, blog, publication, or periodical, unless
such broadcasting, print, online, or digital facilities are owned or controlled by any political party,
political committee, or candidate;”’; and

(B) by striking ““on broadcasting stations, or in newspapers, magazines, or similar types of general
public political advertising”” in clause (iv) and inserting “in any public communication”.

(c) DISCLOSURE AND DISCLAIMER STATEMENTS. — Subsection (a) of section 318 of such Act (52 U.S.C.
30120) is amended—

(1) by striking “financing any communication through any broadcasting station, newspaper,
magazine, outdoor advertising facility, mailing, or any other type of general public political
advertising” and inserting “financing any public communication’’; and

(2) by striking ““solicits any contribution through any broadcasting station, newspaper, magazine,
outdoor advertising facility, mailing, or any other type of general public political advertising” and
inserting “‘solicits any contribution through any public communication”.
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178 SEC. 6. EXPANSION OF DEFINITION OF ELECTIONEERING COMMUNICATION.
(a) EXPANSION TO ONLINE COMMUNICATIONS.—

(1) APPLICATION TO QUALIFIED INTERNET AND DIGITAL COMMUNICATIONS.—
(A) IN GENERAL.—Subparagraph (A) of section 304(f)(3) of the Federal Election Campaign
Act of 1971 (52 U.S.C. 30104(f)(3)(A)) is amended by striking ““or satellite communication’ each place
it appears in clauses (i) and (ii) and inserting “‘satellite, or qualified internet or digital
communication”.
(B) QUALIFIED INTERNET OR DIGITAL COMMUNICATION.—Paragraph (3) of section 304(f) of
such Act (52 U.S.C. 30104(f)) is amended by adding at the end the following new subparagraph: ““(D)
QUALIFIED INTERNET OR DIGITAL COMMUNICATION.—The term ‘qualified internet or digital
communication’ means any communication which is placed or promoted for a fee on an online
platform (as defined in subsection (j)(3)).”.
(2) NONAPPLICATION OF RELEVANT ELECTORATE TO ONLINE COMMUNICATIONS.—Section
304(f)(3)(A)(i)(111) of such Act (52 U.S.C. 30104(f)(3)(A)(i)(1l1)) is amended by inserting ““any broadcast,
cable, or satellite” before ‘““‘communication”.
(3) NEWS EXEMPTION.—Section 304(f)(3)(B)(i) of such Act (52 U.S.C. 30104(f)(3)(B)(i)) is

amended to read as follows:

“(i) a communication appearing in a news story, commentary, or editorial dis- tributed
through the facilities of any broadcasting station or any online or dig- ital newspaper, magazine, blog,
publica- tion, or periodical, unless such broad- casting, online, or digital facilities are owned or
controlled by any political party, political committee, or candidate;”

(b) EFFECTIVE DATE.—The amendments made by this section shall apply with respect to
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communications made on or after January 1, 2018.

179 SEC. 7. APPLICATION OF DISCLAIMER STATEMENTS TO ONLINE COMMUNICATIONS.
(a) CLEAR AND CONSPICUOUS MANNER REQUIREMENT.—Subsection (a) of section 318 of the Federal
Election Campaign Act of 1971 (52 U.S.C. 30120(a)) is amended—

(1) by striking ““shall clearly state’” each place it appears in paragraphs (1), (2), and (3) and
inserting ““shall state in a clear and conspicuous manner’’; and

(2) by adding at the end the following flush sentence: “For purposes of this subsection, a
communication does not make a statement in a clear and conspicuous manner if it is difficult to read
or hear or if the placement is easily overlooked.”.
(b) SPECIAL RULES FOR QUALIFIED INTERNET OR DIGITAL COMMUNICATIONS.—

(1) IN GENERAL.—Section 318 of such Act (52 U.S.C. 30120) is amended by adding at the end
the following new subsection:

““(e) SPECIAL RULES QUALIFIED INTERNET OR DIGITAL COMMUNICATIONS.—

““(1) SPECIAL RULES WITH RESPECT TO STATE- MENTS.—In the case of any qualified internet or digital
communication (as defined in section 304(f)(3)(D)) which is disseminated through a medium in which
the provision of all of the information specified in this section is not possible, the communication
shall, in a clear and conspicuous manner—
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“(A) state the name of the person who paid for the communication; and
““(B) provide a means for the recipient of the communication to obtain the remainder of the
information required under this section with minimal effort and without receiving or viewing any
additional material other than such re- quired information.
““(2) SAFE HARBOR FOR DETERMINING CLEAR AND CONSPICUOUS MANNER.—A statement in
qualified internet or digital communication (as defined in section 304(f)(3)(D)) shall be considered to
be made in a clear and conspicuous manner as provided in subsection (a) if the communication meets
the fol- lowing requirements:
““(A) TEXT OR GRAPHIC COMMUNICA- TIONS.—In the case of a text or graphic communication, the
statement—
“(i) appears in letters at least as large as the majority of the text in the communication; and

“(ii) meets the requirements of para- graphs (2) and (3) of subsection (c).

““(B) AUDIO COMMUNICATIONS.—In the case of an audio communication, the statement is spoken in
a clearly audible and intelligible manner at the beginning or end of the communication and lasts at
least 3 seconds.
“(C) VIDEO COMMUNICATIONS.—In the case of a video communication which also includes audio, the
statement—

“(i) is included at either the beginning or the end of the communication; and

“(ii) is made both in—

“(1) a written format that meets the requirements of subparagraph (A) and appears for at least 4
seconds; and

“(1) an audible format that meets the requirements of subparagraph (B).

“(D) OTHER COMMUNICATIONS.—In the case of any other type of communication, the statement is
at least as clear and conspicuous as the statement specified in subparagraphs (A), (B), or (C).”.

(2) NONAPPLICATION OF CERTAIN EXCEPTIONS.—The exceptions provided in section
110.11(f)(1)(i) and (ii) of title 11, Code of Federal Regulations, or any successor to such rules, shall
have no application to qualified internet or digital communications (as defined in section 304(f)(3)(D)
of the Federal Election Campaign Act of 1971).

(c) MODIFICATION OF ADDITIONAL REQUIREMENTS FOR CERTAIN COMMUNICATIONS.—Section
318(d) of such Act (52 U.S.C. 30120(d)) is amended—

(1) in paragraph (1)(A)—

(A) by striking “which is transmitted through radio”” and inserting ““which is in an audio format’’; and

(B) by striking ““BY RADIO” in the heading and inserting “AUDIO FORMAT"’;

(2) in paragraph (1)(B)—

(A) by striking “which is transmitted through television’” and inserting “which is in video format’’; and
(B) by striking ““BY TELEVISION" in the heading and inserting “VIDEO FORMAT"’; and

(3) in paragraph (2)—

(A) by striking “transmitted through radio or television’”” and inserting ““made in audio or video
format’’; and
(B) by striking “through television” in the second sentence and inserting ““in video for- mat”’.
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180 SEC. 8. POLITICAL RECORD REQUIREMENTS FOR ONLINE PLATFORMS

(a) IN GENERAL.—Section 304 of the Federal Election Campaign Act of 1971 (52 U.S.C. 30104)
amended by adding at the end the following new subsection

(j) DISCLOSURE OF CERTAIN ONLINE ADVERTISEMENTS.—

96



“(1) IN GENERAL.—

“(A) REQUIREMENTS FOR ONLINE PLATFORMS.—An online platform shall maintain, and make
available for online public inspection in machine readable format, a complete record of any request to
purchase on such online plat- form a qualified political advertisement which is made by a person
whose aggregate requests to purchase qualified political advertisements on such online platform
during the calendar year exceeds $500.

““(B) REQUIREMENTS FOR ADVERTISERS.—Any person who requests to purchase a qualified political
advertisement on an online platform shall provide the online platform with such information as is
necessary for the online platform to comply with the requirements of subparagraph (A).

““(2) CONTENTS OF RECORD.—A record maintained under paragraph (1)(A) shall contain—

“(A) a digital copy of the qualified political advertisement;

““(B) a description of the audience targeted by the advertisement, the number of views generated
from the advertisement, and the date and time that the advertisement is first dis- played and last
displayed; and

“(C) information regarding—

“(i) the average rate charged for the advertisement;

“(ii) the name of the candidate to which the advertisement refers and the office to which the
candidate is seeking election, the election to which the advertisement refers, or the national
legislative issue to which the advertisement refers (as applicable);

“(iii) in the case of a request made by, or on behalf of, a candidate, the name of the candidate,
the authorized committee of the candidate, and the treasurer of such committee; and

“(iv) in the case of any request not described in clause (iii), the name of the person purchasing
the advertisement, the name, address, and phone number of a contact person for such person, and a
list of the chief executive officers or members of the executive committee or of the board of directors
of such person.

““(3) ONLINE PLATFORM.—For purposes of this subsection, the term ‘online platform’ means any
public-facing website, web application, or digital ap- plication (including a social network, ad network,
or search engine) which—

“(A) sells qualified political advertisements; and

““(B) has 50,000,000 or more unique monthly United States visitors or users for a majority of
months during the preceding 12 months.

““(4) QUALIFIED POLITICAL ADVERTISEMENT.—

“(A) IN GENERAL.—For purposes of this subsection, the term ‘qualified political advertisement’
means any advertisement (including search engine marketing, display advertisements, video
advertisements, native advertisements, and sponsorships) that—

“(i) is made by or on behalf of a candidate; or

“(ii) communicates a message relating to any political matter of national importance,
including—

“(1) a candidate;

“(I1) any election to Federal office; or

“(11) a national legislative issue of publicimportance.

“(5) TIME TO MAINTAIN FILE.—The information required under this subsection shall be made
available as soon as possible and shall be retained by the online platform for a period of not less than
4 years.

““(6) PENALTIES.—For penalties for failure by online platforms, and persons requesting to purchase a
qualified political advertisement on online plat- forms, to comply with the requirements of this sub-
section, see section 309.”.

(b) RULEMAKING.—Not later than 90 days after the date of the enactment of this Act, the Federal
Election Commission shall establish rules—

(1) requiring common data formats for the record required to be maintained under section 304(j) of
the Federal Election Campaign Act of 1971 (as added by subsection (a)) so that all online platforms
submit and maintain data online in a common, machine-readable and publicly accessible format; and
(2) establishing search interface requirements relating to such record, including searches by candidate
name, issue, purchaser, and date.
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(c)REPORTING.—Not later than 2 years after the date of the enactment of this Act, and biannually
thereafter, the Chairman of the Federal Election Commission shall submit a report to Congress on—
(1) matters relating to compliance with and the enforcement of the requirements of section 304(j) of
the Federal Election Campaign Act of 1971, as added by subsection (a);

(2) recommendations for any modifications to such section to assist in carrying out its purposes; and

(3) identifying ways to bring transparency and accountability to political advertisements distributed
online for free.
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181 SEC. 9. PREVENTING CONTRIBUTIONS, EXPENDITURES, INDEPENDENT EXPENDITURES, AND DIS-
BURSEMENTS FOR ELECTIONEERING COM- MUNICATIONS BY FOREIGN NATIONALS IN THE FORM OF
ONLINE ADVERTISING.

Section 319 of the Federal Election Campaign Act of 1971 (52 U.S.C 30121) is amended by adding at
the end the following new subsection:

“(c) Each television or radio broadcast station, provider of cable or satellite television, or online
platform (as defined in section 304(j)(3)) shall make reasonable efforts to ensure that
communications described in section 318(a) and made available by such station, provider, or platform
are not purchased by a foreign national, directly or indirectly.”.

182 SEEJE Y visit:

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtmI|?bill id=201720180SB830
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183 Senate Bill No. 830, CHAPTER 448

An act to add Section 51206.4 to the Education Code, relating to pupil instruction.

[Approved by Governor September 17, 2018. Filed with Secretary of State September 17, 2018.]
legislative counsel’s digest.

184 SB 830, Dodd. Pupil instruction: media literacy: resources.

185 Existing law requires the adopted course of study for grades 1 to 6, inclusive, and for grades 7 to
12, inclusive, to offer courses in specified areas of study, including social sciences.

186 This bill would require, on or before July 1, 2019, the State Department of Education to make
available to school districts on its Internet Web site a list of resources and instructional materials on
media literacy, as defined, including media literacy professional development programs for teachers.
187 The people of the State of California do enact as follows:

188 SECTION 1. (a) The Legislature finds and declares all of the following:

(1) The social implications of technological development are pervasive, and the reach and influence of
digital media platforms will continue to expand.

(2) Nearly two-thirds of American adults use social networking Internet Web sites, and social media
usage is ubiquitous among the youngest adults, with over 90 percent of young adults using social
media.

(3) Two out of every three adults say fabricated news stories cause a great deal of confusion about
the basic facts of current issues and events.

(4) A recent Stanford University study showed that 82 percent of middle school pupils struggled to
distinguish advertisements from news stories.

(5) During the final, critical months of the 2016 presidential campaign, 20 top-performing false
election stories from hoax Internet Web sites and hyperpartisan blogs generated 8,711,000 shares,
reactions, and comments on social media; where, within the same time period, the 20 best-
performing election stories from 19 major news Internet Web sites generated a total of 7,367,000
shares, reactions, and comments on Facebook.

(6) It is necessary to confront questions about the moral obligations and ethical standards regarding
what appears on social media networks and digital platforms.

(7) Access to media literacy education for all pupils is a challenge, especially for underrepresented
and economically disadvantaged communities.
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(b) It is therefore the intent of the Legislature to ensure that young adults are prepared with

media literacy skills necessary to safely, responsibly, and critically consume and use social media and
other forms of media.

183 SEC. 2. Section 51206.4 is added to the Education Code, to read:
51206.4. (a) For purposes of this section, the following terms have the following meanings:

(1) “Digital citizenship” means a diverse set of skills related to current technology and social media,
including the norms of appropriate, responsible, and healthy behavior.

(2) “Media literacy” means the ability to access, analyze, evaluate, and use media and encompasses
the foundational skills that lead to digital citizenship.
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(b) On or before July 1, 2019, the department shall make available to school districts on its Internet
Web site a list of resources and instructional materials on media literacy, including media literacy
professional development programs for teachers.

190 SE(RIE T > visit:

http://leginfo.legislature.ca.gov/faces/billTextClient.xhtmI?bill id=201720180AB1950

191 An act to amend Section 22575 of the Business and Professions Code, relating to consumers.
192 AB 1950, as amended, Levine. Consumers: Internet privacy.

193 Existing law requires an operator of a commercial Web site or online service that collects
personally identifiable information through the Internet about individual consumers residing in
California who use or visit its commercial Web site or online service to conspicuously post its privacy
policy on its Web site or to make that policy available, as specified, and to comply with that policy.
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Existing law requires the privacy policy to, among other things, disclose whether other parties may
collect personally identifiable information about an individual consumer’s online activities over time
and across different Web sites when a consumer uses the operator’s Web site or service.

194 This bill would require the privacy policy also to disclose that the operator utilizes bots for the
dissemination of information and that bots are software that can execute commands, reply to
messages, gather information, or perform routine tasks such as online searches, either automatically
or with minimal human intervention.

155 THE PEOPLE OF THE STATE OF CALIFORNIA DO ENACT AS FOLLOWS:

SECTION 1. Section 22575 of the Business and Professions Code is amended to read:

22575. (a) An operator of a commercial Web site or online service that collects personally identifiable
information through the Internet about individual consumers residing in California who use or visit its
commercial Web site or online service shall conspicuously post its privacy policy on its Web site, or in
the case of an operator of an online service, make that policy available in accordance with paragraph
(5) of subdivision (b) of Section 22577. An operator shall be in violation of this subdivision only if the
operator fails to post its policy within 30 days after being notified of noncompliance.

(b) The privacy policy required by subdivision (a) shall do all of the following:

(1) Identify the categories of personally identifiable information that the operator collects
through the Web site or online service about individual consumers who use or visit its commercial
Web site or online service and the categories of third-party persons or entities with whom the
operator may share that personally identifiable information.

(2) If the operator maintains a process for an individual consumer who uses or visits its
commercial Web site or online service to review and request changes to any of his or her personally
identifiable information that is collected through the Web site or online service, provide a description
of that process.

(3) Describe the process by which the operator notifies consumers who use or visit its
commercial Web site or online service of material changes to the operator’s privacy policy for that
Web site or online service.

(4) Identify its effective date.

(5) Disclose how the operator responds to Web browser “do not track” signals or other
mechanisms that provide consumers the ability to exercise choice regarding the collection of
personally identifiable information about an individual consumer’s online activities over time and
across third-party Web sites or online services, if the operator engages in that collection.

(6) Disclose whether other parties may collect personally identifiable information about an
individual consumer’s online activities over time and across different Web sites when a consumer
uses the operator’s Web site or service.

(7) Disclose whether the operator utilizes bots for the dissemination of information, and that
bots are software that, for purposes of this section, can execute commands, reply to messages,
gather information, or perform routine tasks such as online searches, either automatically or with
minimal human intervention.

(8) An operator may satisfy the requirement of paragraph (5) by providing a clear and
conspicuous hyperlink in the operator’s privacy policy to an online location containing a description,
including the effects, of any program or protocol the operator follows that offers the consumer that
choice.
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197 Press Release of NYU Tandon School of Engineering, April 27, 2020. Visit:
https://engineering.nyu.edu/news/researchers-find-red-flagging-misinformation-could-slow-spread-

fake-news-social-media
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213 Global crackdown on fake news raises censorship concerns, The Guardian. Visit:
https://www.theguardian.com/media/2018/apr/24/global-crackdown-on-fake-news-raises-
censorship-concerns

214 Online Harms White Paper JFi3Z » 35&:7%

https://www.gov.uk/government/consultations/online-harms-white-paper/online-harms-white-

paper#contents
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