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Fig. 3. Sample output of the visualization provided by Vivedump,
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5.3 fk#m ¥ - bring2lite: a structural Concept and Tool for
Forensic Data Analysis and Recovery of Deleted SQLite
Records
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Table 1
Sample pragma combinations under which it is possible to restore deleted records.

Scenarios secure_delete = 0/ secure_delete = FAST/ secure_delete = 1/ secure_delete

1/

auto_vacuum = 0/ auto_vacuum = 0/ auto_vacuum = 0/ auto_vacuum = 0/
journal_mode = OFF journal_mode = OFF journal_mode = WAL journal_mode = PERSIST

S1

S2

S3

54

S5 0

S6 0

Bl 11 (0 6 AR T 0 AT AR R R
2

Tl d AR 0 AT A R TR R ek 2 8
v R RARF TR L) TR "bring2lite ;| iE
- % parser & ;& B B o % A& N @ L Ao T
https://github.com/bring2lite/bring2lite -

6.3 fa# ~ : DB3F & DF-Toolkit: The Database Forensic
File Format and the Database Forensic Toolkit
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Fig. 1. The role of DB3F and DF-Toolkit in database forensics,
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7.3 fa#m ~ - Using NTFS Cluster Allocation Behavior to

Find the Location of User Data
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#Hm ~File Carving ~ T EXE 2 3P ax % ; HY 3
P F e oo RlEadt g e & Autopsy 4.6 ~ X-
Ways19.6 R4 ~ FTK 7.0.0.163 % BlackLight 2018R4 - &
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Meta-Data on Windows (FAT, EXFAT & NTFS)

A target string might be a substringvofﬁ file name. What happ?ns
then? Sws
Let's try “cafion” (Expect 7 hits +

some meta-data hits)

We got the 7 and then some

meta-data

BlackLight found 2 meta-data instances in the FAT file system

Bl 14 5 P 7 FBAns bz 2%

2.3 fw# ~ : Forensic analysis of the Nientendo 3DS NAND
;ﬁ‘_jﬁ Fitdow iz 2 ¥ 0 3DS A S o #gas o B
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3.3 f# ~ : Forensic analysis of water damaged mobile
devices
* 5 ;}}:ﬁj ¥ >~ 5 P ~ ¥ yr¥ (National Police Agency of
Japan) » 3 i % AyaFukami #7F o A f > R 3fd 305 £
Pl R % hE e AR A FIR A e kAT
chip-off H ¥ %] o §&> 274 B (full-disk encryption) Pt B
bR E RO tagte Lﬁ%mi% FRFGEEBR
el SRR SRR S ﬁ@i%*”rﬁ‘—ﬁﬁ”’fr ﬂ\};;éj‘iiﬁfé‘
fl* T irehd ROBRBE R REER DR FHITI T
FRT ARERES DRk PER IV EE AR -

+ Physical damage
+ Fire damage
+ Water damage

Data recovery is possible through chip transplant
aslong as the key omponents are undamaged

Bl 15 Aya Fukami ¥ F /2§ % % %

FPATHEHNPREGTEP ZER > BHEPLT L RL M
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